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Summary

This Deliverable D8.3 “Final evaluation” containdi¢ experiences acquired from conducting
multi-disciplinary evaluation of the PICOS produetad results, as documented in D8.1 and
D8.2. It also presents general recommendationgterfuture implementations of privacy- and
trust-enhancing identity management systems on epEan scale. This deliverable also
summarises the feedback and results of a comprigleegsestionnaire which was compiled for
the recreational anglers as the first PICOS leistirre community. This exercise has been an
important step to substantiate findings and assionpt related to gathering community
requirements with respect to the PICOS concepts.
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Copyright © 2011-05-13 by the PICOS consortium Hights reserved.

The PICOS project receives research funding fromCbemunity’s Seventh Framework Programme.

Page 3 of 97



e

PICOS

Grant Agreemento. 215056

Vision and Objectives of PICOS

With the emergence of services for professional @ivhte online collaboration via the Internet, man
European citizens spend work and leisure time iimercommunities. Users often consciously leave
private information online, but they may also beware of leaving such information. The objective of
the project is to advance state-of-the-art tectgiekthat provide privacy-enhanced identity andttru
management features within complex community-supmprservices that are, in turn, built on Next
Generation Networks and delivered by multiple comization service providers. The approach taken
by the project is to research, develop, build,l tead evaluate an open, privacy-respecting, trust-
enabling platform that supports the provision ainoaunity services by mobile communication service
providers.

The following PICOS materials are available frora froject website http://www.picos-project.eu

PICOS documentation

Slide presentations, press releases, and furthiglicpdocuments that outline the project
objectives, approach, and expected results.

The PICOS global work plan, which provides an egtef the contract with the European
Commission.
Planned PICOS results

PICOS Foundations for the technical work in PICOS, and is buit thhe categorization of
communities, a common taxonomy, requirements, aodnéextual framework for PICOS
platform research and development;

PICOS Platform Architecture and Desigmrovides the basis of the PICOS identity
management platform;

PICOS Platform Prototypelemonstrates the provision of state-of-the-angmy and trust
technology to the leisure and business communities;

Community Application Prototype built and used to validate the concepts ofpia¢form
architecture and design, and their acceptability piivate and professional community
scenarios;

PICOS Trialsvalidate the acceptability of the PICOS concepid approach chosen, from
the end-user point of view;

PICOS Evaluationsassess the prototypes from a technical, legal soual-economic
perspective, and result in conclusions and pokcpmmendations;

PICOS-related scientific publicatiorsge produced within the scope of the project.
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API Application Programming Interface

c2C Consumer to Consumer

B2C Business to Consumer

ID Identity

ISTPA International Security, Trust & Privacy Altice
LBS Location Based Service

NLB Network Load Balancing

PA Privacy Advisor

PET Privacy Enhancing Technology
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1 Introduction

The evaluation work that was conducted in D8.1 ‘dlegconomic and technical evaluation of the first
platform and community prototype” and D8.2 “Legakonomic and technical evaluation of the
second platform and community prototype”, was utaden from an assurance, technical, usability,
economic and legal point of view, allowing for alistic evaluation of the PICOS design and
architecture, the PICOS platform prototype and RWeOS application prototypes. This Deliverable
D8.3 “Final evaluation” contains the experiencegjuir@d from conducting multi-disciplinary
evaluation of the PICOS products and results.sib @resents general recommendations for the future
implementations of privacy- and trust-enhancingnfig management systems on a European scale.
The deliverable is also complemented by the prasent of the feedback and results of a
comprehensive questionnaire which was compiledttier recreational anglers as the first PICOS
leisure time community. This exercise has been rapoitant step to substantiate findings and
assumptions related to gathering community requérémwith respect to the PICOS concepts. The
intent of the questionnaire was to address moreifspand functional PICOS requirements related to
privacy and trust issues that would lead to coecfICOS features and components. A detailed
analysis of the results of this questionnaire indpepresented in Annex | of this deliverable,
illustrating the significance of the questionnaiesults, as well as substantial findings for thelfi
design and development of the PICOS platform amdréfated mobile application (AnglersBase)
which were in the first version specifically deségihfor the needs of the angling community.

2 Assurance results and recommendations on trust & pvacy

This section is organized into two main subsectidmghe first one, results concerning privacy and
trust related research in both cycles of the PI@@fect are put forward. In the second subsection,
the focus is on assurance itself, and an assessiidmg assurance process in PICOS is presented.

2.1 Privacy and trust related research

This section provides results of privacy and tnetated research carried out in the two development
cycles of the PICOS project. Information providadhis section is based on the experiences from the
PICOS project and on the PICOS Architecture, PitatfdPrototypes, Community application
documentation, as well as on the evaluation of Bd@OS prototypes.

2.1.1 PICOS Privacy Principles

A set of the PICOS Privacy Principldas one fraction of the complete set of PICOS Rpies (PPs)
that guided the whole PICOS Architecture. Privaggpgples, as well as other PICOS Principles, were
derived from the results of information/requirengegathering from real-world and potential online
community members — more specifically from the camity of anglers and the online gaming
community. The design of principles was also inficed by our experience in the fields of
communication, security and social values in teust privacy.

Openness and transparency — PP5

! PICOS D4.2 “Platform Architecture and Design v&fpendix C.

Copyright © 2011-05-13 by the PICOS consortium Hights reserved.

The PICOS project receives research funding fromCbemunity’s Seventh Framework Programme.

Page 13 of 97



e

i ‘(
, l B
Grant Agreemento. 215056

The PICOS Architecture must offer services to Mesipean open and transparent way.

The aim of this principle is to increase usersstiim the Architecture. If the system is transpaesmd
open, then everybody can see how information i€gssed and secured against misuse. It is also
necessary to provide information about the systediis processes in a very understandable way.

Trust between communities — PP6

The PICOS Architecture must recognize trust asmargon currency when exchanged between PICOS
Communities.

The goal of this principle is to allow users toatisfer” trust or reputation from one Community to
another. It is quite normal that current socialwogking systems allow users to have different
memberships. If a user is trustworthy in one Comityuit should be possible to positively influence
(at least the starting level of) his/her trusteputation in another Community.

Data minimisation — PP8

The PICOS Architecture must support the conceptlaith minimisation. Only data absolutely
necessary for the provision of the Service shoalddilected.

According to the data minimisation principle, Membeare required to provide only the necessary
information for getting access to the Service. Tikia natural privacy-related principle and camals

help to build Members’ trust in such systems. AsnMers’ trust in the system grows, they may
become willing to provide further personal inforinatthat is shared within their Community. As a

general recommendation for any identity managersgsatem — it should be possible to become a
member by providing only the minimal amount of riegd (initial) information about new users.

End-to-end privacy — PP9
The PICOS Architecture must support end-to-endagsiv

End-to-end privacy, as it is applied in PICOS, i&ay of protecting private information within the
PICOS Architecture. This is done by applying spgedédgal obligations on Community operators, who
have technical ways to access private informationed on internal devices. Application of legal
obligations and statements about the real recowtsasld be definitely seen as a way of increasing
trust in a system as a whole.

Provenance — PP12

The PICOS Architecture must ensure that Membersrenon the provenance of information that
they receive from other Members/PICOS Communisielsject to the Member choosing to state the
provenance and there being no conflict or risk mii@rmining other privacy principles.

The goal of this property is to increase Membessttin information received from other Members or
PICOS Communities. As it is difficult to guarantéhee accuracy of information, this property may
provide information about the level of trust (basedreliability of the source, or reputation scoté)
users can get the information about the source myf eontent, they can use other ways of
communication to check the reliability of the saiend use such context information as well.

External services — PP13

Copyright © 2011-05-13 by the PICOS consortium Hights reserved.
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The PICOS Architecture must ensure that exterrfaisted services are delivered in as trustworthy a
way as an internally hosted Service, or that Mermbare aware when an external service is
(potentially) less trustworthy than an internal giee.

Any service that is provided by an external subpnt possibly pose a risk of data abuse/misuse.
Since the externally provided service is not urater kind of operation of Community operators, the
only way is to explicitly inform Members, that tlservice they want to use is provided externally
(with the explicit description of all possible riskf data abuse).

Audit — PP14

The PICOS Architecture must allow all services & fblly auditable by an entity trusted by all
Members.

Sufficient and reliable auditing of services mustapplied and enforced in order to support Members’
trust in the system as a whole. This should aldp far being able to prevent and recover from

privacy intrusive events. Audit should be done smarently and by an entity who is trusted by

Members. Results of the audit should be availabMémbers.

Subjective and objective trust — PP16

The PICOS Architecture should support both objectind subjective methods for assessing trust.

Subjective trust is assessed by Members basedeamettperience and, e.g., reputation score of other
Members. Objective trust is based on objective pagHike trusted computing base and reputation
management system. Regarding the reputation mamagesystem — it should be always very clear

how the reputation score is calculated and whatmétion it is based on.

Authentication — PP17

The PICOS Architecture should support multiple ®iwhMember authentication, while continuing to
respect privacy.

Authentication is necessary in order to protect Mera identities. It should be always clear which
authentication method(s) is used and the userdashbetlinformed about possible threats.

Multiple persona — PP18

The PICOS Architecture should allow Members to haultiple persona.

The principle of multiple personae means that Mesilwan define and use different identities. This
principle helps to protect Member’s real identitydao limit the linkability between user identifger
and performed actions. Members should be infornditathis possibility in a system in order to use
it properly.

Sub-groups — PP19

The PICOS Architecture must support the creatiosutstgroups within the Community.

Existence of sub-groups or any other kind of suthooinities within one Community is natural and
can contribute to the protection of private infotima shared within such sub-group(s).

Trust — PP23

Copyright © 2011-05-13 by the PICOS consortium Hights reserved.
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The PICOS Architecture should ensure that Membees axcountable for their actions while a
member of the Community.

This principle should work together with Audit imder to acquire information about all activities
within the system, communities and sub-communitieshould be clearly stated how the gathered
information will be protected and who has access to

2.1.2 Other privacy and trust related issues

This section discusses the most important trusticy related aspects of PICOS Platform and
PICOS Application prototype. This includes Platfosomponents and Privacy rules “editor” in
Application prototype. These are the remainingtteusl privacy related issues besides those included
in the PICOS Architecture which were discussedra@vipus section (2.1.1).

2.1.2.1 Platform components related to trust and privacy

Below is a brief summary of how trust and privaelated components of the PICOS platform were
implemented.

Privacy Advisor (PA)

Privacy Advisor (PA) is special assistant/componithin the PICOS platform, the goal of which is
to inform Members if their actions should lead tmrobvious possible consequences with regard to
trust and privacy. The PA observes personal (seagsiinformation in content which is going to be
published and provides advices (typically via naotifions) in three different scenarios:

Content awareness — content is examined each tmmengber contributes to a forum, a public
or private sub-community or to a repository.

Sub-community dynamics awareness — PA of a crezdtar sub-community “monitors” the
reputation of other members of that sub-commumity rgotifies the creator.

Workflow awareness — when a member chooses to edelpt identity or to leave the
community, he decides what happens with the datathe community retains.

Privacy Advisor should be considered as a crudiainent of privacy protection, since it actively
informs users about their actions and possiblesrisk

Private Room server

This component offers Members the functionality haiving their own place for storing personal
content. This place is accessible only by its ow@antent from this place can be copied to a sub-
community repository or to a public community irder to share it with other Members.

Policy server

This component is responsible for storing ruleachiéd to various objects or attributes of objents a
for evaluating user action based on the set okrulgher components are responsible for asking the
policy manager to evaluate actions on resourceseffample user attributes or community resources).
Users can create various privacy policies on thémbutes by specifying who has access to this
information. The platform stores these policy rudes enforces them when a user decides to perform
action on a particular resource. Overall, the goberver allows creating highly detailed privacy
policies but this functionality must be deliveredthe end users in a way that they will get to know

Copyright © 2011-05-13 by the PICOS consortium Hights reserved.
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how it works and what it is good for. The policyng in the second phase of the PICOS project
(Online gaming community) allows a finer controloab who, when and how can access shared
information. This is very important for users oétRlatform, as it supports the trustworthinesg.of i
Privacy aware users may want to know who has adoe®ir shared information and how they can
control access policies. Further details of thidaip are discussed in document D8.2.

Reputation server

Users contributions in a forum or in the public asipory, on both community and sub-community
level, can be rated by either the members of thiigpuommunities for public contributions or by the
members of sub-communities for sub-community cbations. These ratings have a direct impact on
the reputation of a user. The reputation compoalsat stores additional user related informatioshsu
as the number of contributions, as well as the rarmbratings.

Public community server

This component is responsible for Category objéarum object, Member object and related
attributes. This component provides access todaherfs and public repository and the possibility to
create forums and forum threads. For both the ferand the public repository, the client application
can decide to allow association of privacy rulegach piece of content they publish via the policy
manager. Privacy rules can apply to the whole cuint®r to sensitive attributes of the content
(publisher information, location information, etc.)

Partial identity server

This component is responsible for managing idestitof the user/Member. Besides the primary
identity created during the registration procesgrsi can create additional identities, called alarti
identities. The primary goal of partial identitissto keep anonymity of users. A Member can use
either the primary identity or partial identities tise the platform services. Users can also resglefin
some attributes of their primary identity underithgartial identity. Primary identity is managed by
Profile Server — a component that is in charge ahaging profiles attached to identities (rootld or
partialld). The profile server enforces policiesiied in the policy server with regard to the dtfites

in a profile

2.1.2.2 Community application prototype

The Community Prototype provides a mobile interfearethe platform services to the end users. Its
functionality is largely based on the functionaliisovided by the platform, on which it depends.as
result, if the Platform Prototype does not suppagtven functionally or enforce a given princigtds
hard or impossible for the Community Prototype ¢oitd In this sense, the underlying functionalities
of the Community Prototype relatedRoiblic Community, Policies, Partial identities, Pate Rooms,
Profiles, Privacy Advisor, Presence, Reputatiand Location,do not differ from the functionalities
provided by the Platform Prototype.

The main task of the Community Prototype is to @nésto the end user an interface to the
functionality provided by the platform that respettte established trust and privacy principles.
Privacy Rules

The privacy rules can be managed (in one placemwitile Community application prototype) by the
users themselves with the aid of the policy manabee latter provides a very intuitive interface fo
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the creation of privacy rules that control accessthe data associated to the members of the
community.

In particular, both presence information and lanatilata can be protected, using the same privacy
rules associated with the profiles, by using thikclPdManager or the Policy Creator. The parameters
for defining the privacy rules are:

“Scope of the Privacy Rule'where the user has to select one or more patethat will be
the owner of the rule.

“Type of the Privacy Rule”where the user can select the type of the ruktter Presence,
Location, or Profile.

“Privacy Rule affects...”where the user selects which members (in fact paitial identities
can be selected) will be affected by the rule.

“Privacy rule for” section, where the user finally selects which wes® will be open for
public view; the user may selectés or “Not’ in order to allow the affected partial identities
to see the resource, oAsk Oncéand “"Ask Alwaysif the user wants to be prompted before
allowing someone else to see the resource.

2.2 Assessment of assurance

In this section we turn to an assessment of th®©Bl@ssurance work itself. In the first subsectien w
discuss the goals and the results of the assu@ncess in PICOS. Next, a subsection is dedicated t
a discussion of the assurance planning, execuéind, organizational structure of PICOS. Finally,
some recommendations for future PICOS developmemtarning issues that are important for trust
and privacy are put forward.

2.2.1 Goals and results of assurance in PICOS

The aim of assurance is to establish a basis ftaidars to gain justifiable confidence that theafin
product is endowed with a set of desired properimesuding privacy and security. Security assueanc
should thus objectively demonstrate, and not ottlysg that the system satisfies a determinedfset o
security properties. It is therefore importanstaess here the fact that assurance, as we vieswniot
evaluation of the final product, and neither a figation or validation of certain properties. Irete
verification and validation results should themsslhbe viewed as input to the assurance process, as
raw material for the construction of the assurarase.

The results of an evaluation would be an assessofidrdw well the final product satisfies the initia
set of requirements. The value of the final judgtrfen outsiders would depend on how authoritative
the evaluators are considered. By contrast, theadibuilding an assurance case is to eliminate this
subjective factor. The task of assurance is ngfite a subjective evaluation of the final produozit
instead to let outsiders themselves evaluate tlstwprthiness of the final product based on produce
objective facts and evidence. Outsiders themsedvesnabled to make their own assessment of the
final product. As such, an assurance case doepidgeé the product. The lack of evidence about a
feature of the system does not mean that this feasuabsent, only that no objective and verifiable
evidence about this feature is available. Hencdinab conclusions from the assurance team ab@ut th
final product can be derived, only the fabricatadran assurance case allowing outsiders to adsess t
final product with regard to a determined set afuieements and based on the objectively verifiable
evidence provided.
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Being a research project, the main objective of@3CGvas not to produce a final commercial product
with extensive documentation, but rather to advaheestate of the art in the area of privacy and

identity management for online services. On thesiotiand, PICOS assurance itself should also be
viewed as a research endeavour. The aim of PIC&8ase work would be not only to produce an

assurance case for the PICOS Platform and CommBnitiptypes, but to advance the research in the
area of assurance.

These facts set some limitations with regard toctieation of an assurance case. On the one haed, on
cannot expect the same level of documentation ttietdevelopment of a product for commercial
purposes would require in order to provide a cotepdssurance case. This means that in PICOS one
should not simply create a complete assurancelb@ssal on previous standards and best practices, but
should elaborate an innovative assurance procebsalitlate it with whatever results of the PICOS
project offered. This was accomplished with theaaement of a novel methodology based on the
notion of assurance case and explained in a papitled “A methodology for security assurance-
driven system developmeft’In this paper, the PICOS assurance methodology presented. The
methodology was intended to integrate assuraneeaasation with system development. The leading
force behind the approach was the ambition to dgval methodology for building and maintaining
security cases throughout the system developmientyicle in a typical system engineering effort,
since it is at this stage of development that nofdhe information relevant for assurance is predic
and feedback can be provided to system developers.

It is important to note finally that no standardmecerning assurance case has been adopted so far,
although it has been under discussion during tine #ICOS has evolved. We were thus forced to
adopt an own version of an assurance case, whigll d® of help in the elaboration of a future
standard. An assurance case shows how a top Ikl is supported by lower-level claims, which
recursively are shown to be supported by othemdai

The gist of our methodology is to create a hieraroh goals encompassing different levels of
abstraction and different phases of system devedopnthus facilitating linking and tracing. In this
way, assurance links are established between assusaguments and development artefacts at each
phase of development. In this way, the assuranse a#lows outsiders and non-experts to judge
themselves, without the need to fall back upon jtildgment of experts, whether the high-level
security objectives have been satisfied. It offersreviewable, repeatable, maintainable, and
improvable process allowing outsiders to determimether and how high-level security objectives
have been satisfied. Finally, it offers also a whgetermining the impact of changes in the system

its components on the high-level security requingtmand goals.

2.2.2 PICOS assurance planning, execution and organisatial structure

The software assurance effort in PICOS integratstirance aspects early in the project, i.e. during
the project concept and initiation phase. The assé activities were properly phased, with thegtesi
phase preceding the implementation phase and ppetatonstruction in a two-cycle approach. The
holistic approach adopted was very beneficial lfier assurance work, and bringing assurance aspects
early in the project has clearly helped in elimimgtmany risks and threats already at the design
phase.

The types and amount of the planned assuranceitizstiin PICOS have proven to be adequate.
However, the formality of the assurance activitipgnned were a bit too high, since the

2 Jost Luis VIVAs, ISAAC AGUDO, JAVIER LoPEz A methodology for security assurance-driven system
developmentRequir. Eng. 16(1): 55-73 (2011).
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documentation produced by the other work packagesless formal than expected at the beginning of
the project. This also forced the assurance teamdpt another strategy than initially plannedhveit
much less formal assurance analysis than previsksitched.

Assurance planning should be tailored to refleet @issurance needs of a project. In PICOS, this
concerns the privacy and trust requirements ofptgect. We believe that the amount of work
dedicated to PICOS assurance reflects fairly visgldriticality of privacy and trust within PICOSdn
the size of the produced software.

Assurance functions in PICOS was led by an entithinvthe project which was separated from the
entities performing engineering activities, an @agh which experience has shown to be the most
adequate one. Experience has shown that assurhookl $e organisationally separated from the
engineering teams, which has been the case in Bl@@®ugh contributions from several partners
were also provided.

It is generally accepted that in large softwaredpming organisations the software assurance team
should report to top management, since this is ya twaguarantee that standards and procedures are
followed. If the assurance team is not independemgartial assessment would be difficult. In PICOS,
these guidelines were followed. However, assurammeé was carried out in the form of proactive
measures from the assurance team. We believe himtapproach has some limitations, since
assurance may be thus seen as an add-on to tleetmather than an integral part of it. In the calse
PICOS, three work packages were directly involvéth wssurance, namely WPs 4, 5, and 6. Only
once was assurance mentioned in the descriptiorok for these work packages, in Task 4.1 of WP
4. On the other hand, assurance was not mentidnatiia the descriptions of WPs 5, 6. Assurance
was thus not very well integrated in the work plahshese work packages. Proactive measures from
the assurance team helped in minimising this probldowever, we believe that, in general, assurance
must be embedded more clearly in the descriptiomaok of each involved work package, minimising
the need of external proactive measures, and ¢ualired proactive measures are more effective if
carried out by the project coordinators directlytufe projects involving assurance as an integaetl p

of it should consider these issues carefully.

After considering several possibilities, among aththe use of Common Criteria, an assurance
program based on the notion of assurance case stablished at an early phase of the project
development. This initial plan was carried out wibme modifications due to the amount of
documentation provided, the way the project evolaad new documents and research results that
appeared during the development of PICOS. The afremline communities, as well as assurance
itself, are under constant development, and theraisse team has made an effort to incorporate the
most important new findings, standards and recondiaions in the assurance work. For instance, an
evaluation of the PICOS architecture design, ptatfand prototypes was performed based on the
threats and recommendations put forward in severairts published by ENISA (European Network
and Information Security Agency).

One important decision made by the assurance teasntlre selection of a set of privacy principles
related to the legislation that PICOS should satisince one of the most important requirements
established for PICOS was that PICOS should comitly all relevant legislation, specially the EU
Data Protection Directive. Since to our knowledgeamithoritative source was available at the time,
we decide to use the classification given in thEA& Analysis of Privacy Principldsin which 11

® ISTPA (INTERNATIONAL SECURITY TRUST AND PRIVACY ASSOCIATION), Analysis of Privacy Principles:
Making Privacy Operational, Version 2.0, May 2007, available online at
http://www.istpa.org/pdfs/ISTPAAnalysisofPrivacyReiplesV2.pdf(last accessed 27.04.2011)
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main privacy principles were specified. HoweverNiovember 2009 the so called Madrid Resolution,
a Joint Proposal for a Draft of International Stald on the Protection of Privacy with regard ® th
processing of Personal Data, was adopted in trexniational Conference of Data Protection and
Privacy Commissioners, held in Madrid on 5 Noven@9. One of the objectives of this consensus
document was “to define a set of principles antitsgyuaranteeing the effective and internationally
uniform protection of privacy with regard to thepessing of personal dataThe resolution provided

a set of privacy principles classified into sevaralegories including basic principles, legitimaxy
processing, rights of the data subject, and sgcuWe observe that, with a single exception
concerning the principle of International Transtdt,included principles were covered by some ef th
privacy principles included in PICOS as a resultthé classification provided by the ISTPA
document. Hence, we may say that the results oas#iserance analysis of PICOS are valid for the
Madrid Resolution document. The only missing ppheiconcerns international transfers of personal
data, which “may be carried out when the State kickv such data are transmitted affords, as a
minimum, the level of protection provided for ingDocument.® This issue was not discussed in
PICOS, since all information is kept within thetfdam at a determined location.

2.2.3 Recommendations for further PICOS development

We give in this sections a series of recommendsatlmsed on the results that emerged during the
assurance process in PICOS.

Several documents with recommendations targeting@y, trust and reputation issues with regard to
online communities have been produced lately by Eaeopean Commission, ENISA and other
advisory bodies We recommend that these recommendations becorneffihe requirements of the
PICOS platform in the future. PICOS should alsolude among its requirements the principles
adopted in the Madrid Resolution.

4 Jost Luis VIVAs, ISAAC AGUDO, JAVIER LoPEz A methodology for security assurance-driven system
developmentRequir. Eng. 16(1): 55-73 (2011).

® Jost Luis VIVAS, ISAAC AGUDO, JAVIER LoPEz A methodology for security assurance-driven system
developmentRequir. Eng. 16(1): 55-73 (2011).

® EUROPEANNETWORK AND INFORMATION SECURITY AGENCY (ENISA), Security Issues and Recommendations
for Online Social Networks, ENISA Position Paper.NcEditor: Giles Hogben, October 2007, availabiéna

at http://www.enisa.europa.eu/act/res/other-areasiboetworks/security-issues-and-recommendations-for
online-social-networks/at_download/fullReporflast accessed 27.04.2011); UROPEAN NETWORK AND
INFORMATION SECURITY AGENCY (ENISA), Reputation-based Systems: a security amghENISA Position
Paper No. 2, Editors: Elisabetta Carrara and Gilésgben, December 2007, available online at
http://www.enisa.europa.eu/act/it/oar/reputationstsgns/reputation-based-systems-a-security-
analysis/at_download/fullRepoffast accessed 27.04.2011)JHOPEANNETWORK AND INFORMATION SECURITY
AGENCY (ENISA), Online as soon as it happens, February 020lavailable online at
http://www.enisa.europa.eu/act/ar/deliverables/2@iliheasithappens/at_download/fullRepoftast accessed
27.04.2011); AVISORY BOARD RISEPTIS (RESEARCH & INNOVATION ON SECURITY, PRIVACY AND
TRUSTWORTHINESS IN THENFORMATION SOCIETY), Trust in the Information Society. A Report oetAdvisory
Board RISEPTIS, October 2009, available online attp://www.think-trust.eu/downloads/public-
documents/riseptis-report/download.htrflast accessed 27.04.2011); INTEGOINFORMATION SECURITY
OBSERVATORY, Study on the Privacy of Personal Data and orSdeurity of Information in Social Networks,
February 2009, available online dittp://www.inteco.es/file/vuiNP2GNuMhe53XLtJgjzv(last accessed
27.04.2011); The Madrid Resolution, ‘InternatioB&ndards on the Protection of Personal Data and

Privacy’, November 2009, available onlinehdtp://www.gov.im/lib/docs/odps/madridresolution@®vpdf (last
accessed 27.04.2011).
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Reputation is an issue that should be further rebed within PICOS, since there are open research
questions concerning reputation that to some extemain unanswered in PICOS, including the
transparency of the reputation system for PICOSsudehe rating system is not transparent to users,
who do not know how the reputation score is catedlaand reputation cannot be customised by the
users. No open description of the reputation metsg@vailable to the users.

Concerning privacy, we believe that PICOS shoulso atlevelop further the Privacy Advisor.
Although privacy is clearly enhanced by the notioh Partial Identity, we consider that the
trustworthiness of a system based on this conceptiil an open issue that should be further
researched in the future.

The notion of partial identities seems also notveey well understood by users in the trials, and it
would be helpful if the platform were to make infation about his topic available to users online.
Finally, multiple forms of authentication should ibgplemented.

3 Technical results and recommendations

3.1 Community focus

3.1.1 General considerations

During the evaluation process we used on the ond haop-down approach to determine in how far
the Architecture, the Platform and the Client Piyjie are able to fulfil the gathered requirememis a
features of the selected communities. On the dihad, we used a bottom-up approach to evaluate
whether the implemented features and functionsagp@tely put the associated requirements into
practice or not. So it was evaluated if the techinimplementation of the gathered features and
requirements realises the corresponding PICOS fapeoncepts in an appropriate way. It was not the
goal of the technical evaluation of the commundgus to evaluate architectural decisions, quality o
the code itself or quality of usability.

The sub community features were identified in ceaft3.2 “Community focus” of the “Evaluation of

the Platform Design & Architecture” of D8.1 as lpithe key features regarding the community
focus. Additionally, the public community and thevate room functionality are also part of the
community focus.

Therefore it is hard to give special technical reocendations for upcoming projects regarding the
community focus of the PICOS project. Other prgeeill have a focus on different communities and,
because of that, different community specific regmients. For instance different communities have
different requirements in regard to the treatmehit® content elements. Content elements in a
community which deals with the medical conditionitsf members need to be treated with more
respect to privacy than content elements of a oamaunity. Hence, we can only focus on general
community specific features and requirements.

3.1.2 Functional recommendations

Private Room

Each member of the community must have his ownaRinRoom. The Private Room should be
attached to the user in his entirety, not to hifedint representatives /partial IDs. The Privat®m is
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an area where the owner is able to store contentiary entries (catch reports), files and phetios
No other members of the community are able to acthess private room. The Private Room can also
be used to prepare content for publication.

It should be possible to transfer content fromRhigate Room to a Sub-Community or to a repository
in the Public Community. In PICOS in the Sub-Comitwror in the repository of the Public
Community a copy of the original content is stored.

This concept has to be examined by further resaarolder to determine what meets the users’ needs
best, storing a copy when publishing content dirget reference to the content in the Private Room
Another approach is to make specific content eleseisible for external users for a given period of
time. This feature has been declined, becausestasaumed that it would weaken the Private Room
concept. Further research is needed to prove $bigaption.

Sub-Community and Shared Desk

The Sub-Community concept introduces the possibitit form a certain group in order to discuss
about a specific topic or to discuss with specp®ople. To achieve this there are public Sub-
Communities and private Sub-Communities the usansceeate.

The private Sub-Community is only visible for itembers and is therefore invisible for other users.
The administrator of a private Sub-community caviteamembers from his contact list to become
member of his private Sub-Community. The inviteesgecorresponding notification and can confirm
or decline the invitation.

A public Sub-Community is visible for all users/pak identities of the community and each partial
identity can freely join the public Sub-Communities

During the development process, a third kind of-Sanmunity has been created, the Shared Desk.
The Shared Desk is a kind of “show room”. The aeatn invite other users similar to the private
Sub-Community, but these members have a read-coBsa to the Community.

In PICOS, for all types of Sub-Community, it applihat only one partial identity of a root identity
can be a member of the Sub-community. The privatk gublic Sub-Communities offer a forum
where the users can create certain threads fonsdism. Additionally, the users can publish spedifi
content elements like Catch Reports (in case ofeasigto the Sub-Community. For each publication
or post the user can define who can read this resou

For Sub-Communities and the Shared-Desk espediadlyaccess rights do need further research.
Especially the way access policies are handlecdcsrated has to be examined.

Public Community

The Public Community is formed by all members & tommunity. The Public Community should
offer:

Links to different components like (in case of ang) Watercourse Advisor, Species
summary etc.

A Public Forum

A Public Repository
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The Public Community should contain the same pd#gilof setting access rights as the Sub-
Communities. Additionally it should be possiblecteate repositories for different content elemdhts.
should be possible to restrict the access to tlgsmEsitories by setting up policies.

In PICOS, for the second (Online gaming communpsgtotype a new functionality was added that
allowed users to modify the content of a post wihdras not been rated yet by other members of the
community. Consequently, this new feature offers tiser the option to modify subsequently his
previously posted contribution.

Similar to the Sub-Community, it has to be examitgdfurther research how users want to use
policies to restrict access or if the users prpfedefined sets of policies like the Sub-Commusitie
and Shared Desk offer.

3.1.3 Technical recommendations

Mobile client vs. web access

From D7.2b it can be seen that the sub-communiitufes were used by most of the users
participating in the field trials and were oftercassed by using the web-frontend.

Taking into account the usability reports that preduced in the frame of WP7, it can be stated that
the sub-community feature was a useful communiyuiee for most of the participants. But following
D7.2b it is important for the users to have notydhk mobile access to the community but also aweb
frontend to create postings and other entries. iBHigcause of the fact that creating text entrethe
small mobile device is very inconvenient.

Therefore it is recommended for mobile communiteebave an additional web-frontend and not only
access via the mobile device.

Coordination of platform and client(s) especially br usability purpose

Having a look at the technical implementation pescéhere are some remarkable issues. Again, due
to the fact that we have a given architecture lier filatform prototypes and client prototypes inrthe
entirety it is not possible to make a special aglanly for the community focused components.

During the implementation, it became obvious that API description of the platform functionalities
should have been more detailed and consistent.cEdlyefor the community focus it can be stated
that there were similar functionalities at the peildommunity and sub community level but with a
different API. This issue has been addressed duhieglevelopment process but could not be solved
perfectly. Despite this there were functionalitrdsich have not been described sufficiently; thees w

a lack of semantic description of the parametaysthat it was not clear e.g. what the “requester”
parameter should contain; the ID of a user or ¢éggiesting platform component.

For further projects it is therefore strongly recoemded to describe a detailed and consistent API. |
is also strongly recommended to have a detailed Uftidel as a basis for defining the API,
especially with distributed development teams.

The Private Room and Sub-Community components baem implemented by extending an open
source community system (elggFinally the use of this open source system labro advantage,
because it was only used by these two componedtsiespite the data structure and storage most of
its functionality could not be used. But it hadtstated that the customization could be an adgant

" For further information about elgg see: http://wwlgg.org
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when most of the components are built as pluginsadules for this community system, because it
features a full web access to the community.

Because of the parallel implementation of the platf and client prototype, the client development
team had to deal with missing functionalities oe gerver side which had some impact on the
implementation process. During the client impleragah, it especially came obvious that some
functionalities were not designed to the clientsed. Regarding the usability there came some
demands during the implementation phase which cootcdbe implemented because the platform did
not support the needed functionality.

For further projects it is therefore strongly reecoemded to integrate usability experts during the
requirements and design phase of the project.

3.2 Location data

Location data is highly sensitive user informatamd needs to be treated in a very trusted marner. |
the user gets the feeling that his location infdiamais used in a way he is not aware of and heatan
control or if the information is even misused, edtion based service will be rejected. In the cawfs
the PICOS project, several techniques have beeleimgnted and evaluated to protect the information
on one hand but also to enable secure services.

The following sections summarize major findings aotential for further investigations.

User Consent and Privacy Advisor

Before any processing of location data is possitie,user’s consent needs to be obtained. A major
problem was that in all use cases more than onewesee involved and needed to be online or

available at the same time to allow a synchron@gmest/response communication. To avoid this
necessity, an asynchronous mechanism has beenluo&d in the second prototype, so that other
users, for which the location access is requedted, respond when available. Nevertheless, the
asynchronous mechanism prevents a user from camgiruith his use case and makes him postpone
it to a later time, when all user consents have lbegieved.

In order to improve this situation, more researebds to be done on how to define and set up pslicie
in a more generic way so that valid policy ruleseatly exist prior of their usage. A good balance
between data protection and usability needs t@bed.

The definition of policy rules in advance was c@&eein the PICOS prototypes by a privacy editor.
The first version turned out to be a bit too comguied to define all aspects of a policy rule in step.
The situation could be significantly improved byroducing a policy wizard with a step by step
approach. Here we see an entry point for furthmpkfications, where the user could be enabled to
define more generic rules in an easy manner phierusage with the help of a wizard. The privacy
rules could be defined more related to user graughe user’s context rather than to particularsise
or fixed situations.

The steps to obtain the user’'s consent usuallyenitice user to proceed with the original task aned a
somehow felt as an obstacle. Therefore the usenofigrees quickly without thinking of all
consequences. The introduction of a privacy adwasothe user’s best friend makes the user aware of
consequences related to his privacy settings ar kdenarios and provides a kind of “self healing”
mechanism to adapt privacy rules in a more appatgmvay to the user’s demand.

The privacy advisor concept could be picked upfiother research and applied to location based
scenarios.
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The gamer application offers the option to seaoctghmers nearby in order to meet them. A user who
wants to be visible to another user needs to abmeess to his location, ideally by the whole

community. The privacy settings were the same ashi® scenario where one user wants to locate a
specific other user. A more general privacy pokould be introduced, where unknown users can
locate someone only if they are nearby with a diffié precision. On the one hand this would

introduce more freedom to define policies for specuse cases, on the other hand additional

complexity needs to be handled in a way that da#sconfuse the user. Research on finding a
reasonable balance and a way to define easy tastadd but also powerful enough privacy rules is

recommended.

Social Presence Awareness

One major improvement to ease the dealing withcpadi for different user contexts was the
introduction of social presence awareness. Thigufegenables the user to define special sociakarea
where specific privacy policies shall be appliedr Example, the user defines his working place and
when he approaches the place, location based pripaticies for disclosing his location are
automatically - without any user interaction - ddesed.

The new concept of adapted policies depending emuser’'s context frees the user from dealing with
privacy policies all the time and adds an additidiexibility for defining rules for dedicated use
cases.

We recommend integrating the concept in furthereassh projects to investigate automatically
adjusted privacy policies not only with regard ke tuser’s location but also with regard to other
context attributes like the presence state, theilmphone capabilities etc.

The challenge is to find a user friendly and easyde policy setup for much more complex privacy
policies.

Usability and Network Issues

We have seen in the course of the PICOS projectempecially during the user trials, that the
evaluation of new privacy concepts requires an lesxae usability. This requirement contradicts

somehow with the status of a prototype, becausenneffort needs to be spent on the application
design. Although we have improved the prototypesagh release, we finally did not end up in an
application without any usability issues.

In addition, some problems were out of our conffble LBS scenarios are quite complex and require
many client-to-server interactions in the backgahuburing the angler user trial, it turned out that
the regions where the anglers are active, the mktamverage is often poor. As a consequence the
response times are high and the usability suffarerder to improve the application, several caghin
mechanism have been introduced in the second ppatoto reduce the network traffic. A fast
application with short delays is very important ahérefore the data traffic should be as low as
possible.

Ratings and Reputation

In the PICOS prototypes, the reputation of a usedldrived from the ratings of his contents. The
ratings are done anonymously. To achieve a linkvben the online world and the real world, a
recommendation or a rating of a user could be d@sed on the fact, that two users met each other
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physically at one place. As a proof for a physioaeting, the establishment of a near-field-
communication, e.g. a Bluetooth connection, coddibed. Then another quality of ratings is possible
and could be added to the existing rating. Moreassh on this topic seems to show promise.

LBS Advertising Services

Customers are often used to get location basedcserfree of charge. In order to generate any
revenue advertisement is a valid business modethénsecond Picos prototype the concept of
commercial point of interests (POIs) has been nateg. A commercial entity, e.g. a gaming shop or a
wifi hotspot, defines attributes of the target grpe.g. the age or hobbies. If the user opens #petm
see nearby users and POIs, the commercial POl$witdgch the user profile are shown. The user can
also recommend such a commercial POI to other user.

Based on the number of recommendations or pregamadf POI the advertisement partner can be
charged. Further research on how to optimize thssness model and how to find an adequate balance
between generating revenue and not annoying thdsusscommended.

Overall comment

All LBS requirements have been successfully impletee in the course of the two prototypes and
were available from the pure technical perspecti@vever, due to usability and/or network issues
the evaluation by end users was difficult. Either tisability could be more improved (difficult far
prototype) or some more training for the trial ws&r get more familiar with the application and the
new concepts are recommended.

4 Usability results and recommendations

4.1 Introduction

The implementation of PICOS concepts was evaluaiitil two different user groups (anglers and
gamer) in different settings (lab and field) withbead range of different methods (qualitative and
quantitative). The first PICOS prototype lab tesisd respective field tests with the angling
community took place on the 2728" November 2009 in Vienna and on thé"123" December 2009

in Kiel. The lab test in November took place at ke of CURE in Vienna and the respective field
tests on the next day took place at a fishing ak&rof3-Enzersdorf near Vienna. The lab tests in
December took place at the lab of Leibniz Institft&arine Sciences in Kiel and the respectivedfiel
test was conducted at two fishing lakes in Jevehstdose to Kiel. In total 24 users in Vienna and
Kiel have been observed and interviewed to gatler tesults. Results were reported and
recommendations were made to improve the Angleriéajon vl (documented in D7.2a). After 5
months the upgraded Angler Application v2 was redelband evaluated by 19 users in Vienna and
Kiel again. In contrast to the first short term leradion in a controlled setting, a long term evéhm
approach was considered for this second evalugh@se. These field trials aimed first of all tottes
the PICOS Angler Application under real world s& on a 4-weeks scalhich allows a more
thorough evaluation of the user’'s behaviour comgpare the short two-day lab and field tests in
November/December 200Buring the field trial phase participants were asi@ solve tasks on their
own (without the help of the test conductor). Thegeived the tasks via their application. An online
questionnaire was sent out afterwards and a finali discussion was conducted to gather users
feedback during and after the trials (Organisatiad results are documented in detail in D7.2b). In
October 2010 the PICOS gamer prototype v1 was setkarhis prototype was based on the Angler
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Prototype and enriched by gaming specific functitea collected in a previously conducted
requirement analysis. Similar to the first commynmétsts and trials, the Gamer Prototype was tésted
a controlled lab setting and during a one monttirigdield trial in October/November 2010 in Brno
and Vienna as well. In total 26 users participaktethe lab tests and 25 participants tested th€&OBIC
gamer application during the following field trii Brno and Vienna. The results are documented in
detail in D7.3.

22
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Figure 1: Overview organisation first community vs.second community trials

Based on the experience from the first trial of éngling community and the different arrangements
of the work plan for the second community, the sécoommunity trial was arranged in a slightly
different way described in detail in D7.1. Spea#brt was applied to the evaluation of the PICOS
PET features on a concept level with respect tadifiieulties during the first community evaluation
phase to gather feedback on PICOS concepts uredfbgtusability problems.

4.2  Concepts and usability evaluation of PICOS privafeatures

From the results of the first and second commuilaibytests and field trials it became obvious that
technical deficiencies in stability and usabilitgsiies of the mobile applications often have
camouflaged users’ perception of the realisationthaf PICOS concepts. Participants’ feedback
showed that usability constraints have deep impacthe ratings of the PICOS concepts. On many
occasions, the trial users were annoyed from faifeatures; consequently they were busier with
mastering the functionalities instead of trying timnovative functionalities, representing the

translation of the PICOS concepts into a real weaxbglication. Nevertheless, from the numerous
interviews, questionnaires and general comments @rdussions in pre- and post-preparation
meetings with the trial users in Vienna, Kiel anch® sufficient information was gathered, which

allows a quantitative and qualitative classificatiof the users’ opinion about the PICOS concepts,
leaving aside the usability constraints. In théofeing sections user ratings about the PICOS cascep

on trust, privacy and identity management should cbesidered independently from usability

constraints in the trials. Additionally, possibdi to improve the implementation of PICOS concepts
are recommended.
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4.2.1 Feedback on content rating and reputation managemen

The reputation system was implemented with the @insupport the PICOS community members
regarding the reliability of content. This approddiowed the example of commercial reputation
systems of e.g. Amazon and Ebay. Community memimessrate contributions from other member
and the resulting rating may increase the trustamt individual member (the higher the reputattba,
higher the trust of other members).

Basically, most users were familiar with the vatfiehe reputation of e.g. an online shop or a selle
the e-bay platform. However, during the trials tieiature was not used besides the task that resgliest
it. From comments during the group discussion dalpge obvious that the users of both communities
were not really convinced how rating will be accdistred; as an example it was mentioned, that a
low rating of a reported fish catch could have digant effect on the members personal reputation,
which was not the intention of those who rateddbwetribution. One participant of the gamer trials i
Brno assumed that the application “somehow” rabedoerson.

Obviously the users were not able to transfer tbaiicept of reputation from commercial servicea to
social community. Reputation within the PICOS sbeitanmunity context was perceived as a value of
a person and was not attributed to specific contigins. Thus, almost all trial users did not apibly
rating feature. From an interface design perspechis mental model is probably rooted in the digpl

of reputation directly below the username e.g. lom ¢tontacts screen instead of next to the rated
content. Additionally to the question of the digplaf reputation, it could be interesting for funthe
research to examine on what kind of variables ategjon system could be calculated within a social
community. The question to what extent a commereipltation system could be adapted to a social
community should be considered in further reseprofects.

4.2.2 Revocation

This feature allows community members to leave dbmmunity without leaving traces (personal
information). However, contributions to forums arepositories are not deleted by the revocation
process in order to maintain e.g. discussion tt&ead

This feature, which allows a community member tovéethe PICOS community without leaving any
personal traces (in contrast to the Facebook pdia@yexample), was not used in the trials, siree t
field trial was aiming to have as many active usasspossible and it was not desired that trial
community members would leave the community. Néngess, during the debriefing of the gamer
trials questions addressing the revocation of diatan the community were raised indicating the
relevance of this feature. From personal commemntsg the angler trials it turned out, that thaltri
users are very sceptical concerning the promisesntihe community providers that data are
completely withdrawn when a member revokes his nestlip. The users asked for a mechanism
which allows to cross-check whether personal dadaed are deleted or user data is distributed to a
number of different servers. This indicates thatrfra user perspective the feeling of privacy ansittr

Is not only satisfied by individual possibilities tontrol the release of private data but it alses
guestions with regard to the storage of the ustr. de this issue falls outside the scope of tied3
project, it is an additional finding that is relewdor future research in the fields of privacy dangt.
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4.2.3 Private room management (including diary entries ad content
transfer)

The aim of the private room management feature twgwovide a private room, where community
members may administrate personal files such at ecaports, notes and pictures with the option to
move and release this content in a sub-communiyt@ithe Public Community Content Repository.

During the first community lab testmany trial participants did not understand that tReivate
Room” hosts the “Catch Diary” and additional notesl files. In general, the submission of a catch
record was considered somewhat difficult, mainlgehese of connection problems; in some cases it
was not possible to attach photos. There was ciomfs how to make the photo (from the technical
point of view). For the following first communityeld trials, the private room was renamed to “My
Catch Diary”.

During the first community field trials it was apoiated from the trial users that they may first
complete the diary with all the desired informateloout a fish catch and subsequently decide what
kind of information they want to submit to a prigair public sub-community. The granularity which
allows selecting information for publication wagegriated. Criticism addressed the time consuming
typing of a full catch report on the mobile handsgte field trial participants appreciate the web
interface of the PICOS angling community in orderbe able to add more text and photos in a
convenient manner. Typically, at the fishing sdaly a photo, the size and the geo location skall b
uploaded by using the handset. All other annotatanrd information was entered using a web browser
environment.

For the gamer community lab tests and field titlaésfeature was renamed to “My Files” according to
the requirement of the gamers. The feature wasli§i@apto a simple file upload possibility. My fite
screen was evaluated as clear, well arranged ayd@ase. Suggestions for improvement were made
regarding the display of properties of the uploafiled For instance, some participants suggested a
preview or the size of a picture.

Concluding, the possibility to upload files to avpte space and transfer and release it later was
appreciated by anglers and gamers. For furtherarelseit should be taken into concern that the
complexity of such a feature implemented on a neobivice should be reduced for an effective
usage on the way.

4.2.4 Contact lists management, privacy rules managemerdand privacy
advisor

With the help of the Contact lists management pttieacy rules management and the privacy advisor
functionalities, it is possible to add or deletentemts in a personal contact list and manage the
personal information which is visible to a contdatiring the first community lab tests and fieldtses

it was not obvious for many trial participants tttz policy creator is behind the wheel icon, pthat

the right top of the application. The intention wasndicate the possibility to create privacy s
here but obviously this was not easy to recognidest glance for the test participants. Furtherejo
many participants found it confusing, that theres\wa acknowledgement with a feedback screen that
the rules for a certain profile were changed. Iswat clear, that by default, all personal inforiomt
was hidden to the contacts and that this had whbhaged actively for each detail. Horizontal sangll

in order to cross-check the policy settings wasfuging (all other functionalities are primarily
vertically orientated). Moreover, the participadtd not really understand how to operate the policy
creator. It was suggested to rename the “policwatoré to “privacy manager”, which links to the
overview of privacy rules. Additionally, it was @omended that the privacy manager should provide
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a function “add new privacy rule”, which leads e wizard or screen to create a new privacy rube. T
enhance the contacts management, a contact coméext was suggested, that would ease the settings
for certain contacts (comparable to “send messaggetn).

During the following first community trials usersd different positions regarding the privacy rules
management. About 50% of the users rated the digedgrivacy and data protection functionalities
of the PICOS application as very important and wiskef support privacy. Half of the users were not
sure about the concepts or wouldn’t use it. Howetlese who had doubts about the usefulness of
these features noted also, that it is apparenity domplicated to handle or they did not even
understand these functionalities. It was criticifgdthe anglers that the important information (the
“attribute”) of the privacy manager was not visilitethe upright format. The privacy manager was
rated as more usable in the landscape format. $este participants argued that the list of ruleg ma
become confusing if many rules are applied and eediiack was received after successfully
generating a rule. The concept of hiding certaformation or attributes from certain contacts on a
very granular level was in general appreciated weugh.

During the second community field trials with thanger community the Privacy Manager received
positive feedback for providing a well-organiseagosew on the already applied rules. Especially the
tab structure of the Privacy Manager was positiesgluated. During the usage (especially during the
lab tests), the participants had problems findifene to create a privacy rule (the “Create Rule”
Button was overlooked). The Privacy Manager fumalities were expected in the main menu (e.g. in
the context menu of the Contacts menu) becausdutiwionality of the Privacy Manager always
affects the contacts (in fact their access rightsersonal data of the user).

Concluding, the Privacy Manager concept was apatetiby the users but its implementation in the
mobile application led to some confusion. The apphoto simplify the rule creation process with the
help of a wizard should be maintained and couldagsgned to the overview of the created rules.
Screen changes could hardly be avoided regardengube amount of information.

Main critique from anglers and gamers related orthtifications (Privacy Advisor function) because
due to technical reasons these notifications {Ea.contact tried to locate the user) were dispthy
when the participants want to logout and were floeeeperceived as annoying due to the timing and
their amount. Already during the angler trials, tiodifications lead to an overwhelmed message box.
Concluding from the user statements after the Gisshmunity trials, the storage of privacy advisor
notification is not necessary. Notifications shoafgpear more unobtrusively during the usage of the
PICOS application. How to design such unobtrusitreagy hints and warnings without interrupting
the user fundamentally is part of on-going research

4.2.5 Sub-communities management (private and public, irading
forum, diary entries and files)

The Sub-Communities management feature allows ah@ranity members to either create and post
in public communities and sub-communities (whiclke apen for all community members), or in
private sub-communities where the administratoit@svother members to participate. During the
initial lab tests with the angling community no waproblems were encountered from the majority of
the users.

Some suggestions for improvement were made, eeglisted forums do not indicate the number of
contributions; that would be considered as usefidrimation. Additionally it was remarked that the
creator of a contribution is not visible; this infaation was requested as well as the title of ineatd.
The test participants asked for an improved graghiayout, such as a clear delimitation between the
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different posts (e.g. alternating grey and lightkmround). New posts should appear in the first
position.

The qualitative results of the angler trials showreat the trial users appreciated the privacy ecingn
possibility to create private Sub-Communities. Theajued the option that a private Sub-Community
enables them to discuss certain topics only wiltxcsed buddies and friends, and participants céyn on
join upon invitation; in addition it was apprecidtaghat such private communities are hidden from
entire public community. The trial user mentionedusmber of opportunities in online communities
where they would appreciate such an availabilitythe private room and private sub-community
concept.

During the second community trials the participamsntioned that if private communication was
necessary, they used the private Sub-CommunityinAiipe participants appreciated the distinction
between private and public Sub-Communities. Somggestions for improvement were made
regarding the feedback if a new post in a subsdribeb-Community was released, or the placement
of the search button on the initial screen. ThiedfsSub-Communities was expected to be displayed
below the search field.

Summarising, most of the private communication agntive trial participants was realised with the
help of private Sub-Communities. The distinctionpablic and private community was easy to grasp
for the users. For future design solutions, it $thdae considered that the application should hggftli
new posts in subscribed communities to supportrgoing communication among the community
members.

4.2.6 Location Based Services

The Location Based Services feature allows thesuserelease watercourse/fishing spots (PICOS
angling prototype) or POls (PICOS gamer prototype)locate themselves and to locate buddies in
their area. Additionally it is possible for the S users to blur their position which means that no
exact position is displayed.

The location based services (watercourse/fishirggssmanagement and locate my buddy) including
the blurring options were among the most appregdidéatures in the mobile angling community
during the first community field trials. Specifibgl the trial users appreciated the option eitleer t
restrict unwanted access to their location andrfgslspots or to apply a blurring to their locatiamd

the location of a fishing spot respectively. Sonie@ users were specifically interested in the bihg
functionality and even suggested improvements ssch different algorithm for the blurred area to
avoid that a user could draw conclusions concerting blurred position of another community
member user (in the present version, a simple,amhddistributed rectangle represents the blurring,
not taking into account if there is only a smalttpaf the rectangle at the waterfront). Regardimg t
blurring function the gamers mentioned that therbig could be improved by adding a broader range
to blur their position or set a range on their own.

Here further research may provide improved visa#b® methods to improve understanding of the
blurring algorithm at first glance. Unfortunatetite LBS features had always problems to work, thus,
the trial users were only occasionally able to tese services, which prevented them from a more
extensive testing and subsequent feedback. In swnritee LBS services were among the most
appreciated features which demonstrate that thes isgeed were interested to protect their privacy.
Users mentioned they want to hide their actualtionaand their e.g. favourite fishing spot, or tow
their exact position just to good friends to inuten to join for an angling event.
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During the first community lab tests this functitityadid not work properly in most cases in theldie
trial without a clear reproducible pattern (repdrtEom users). It was assumed that either the
connection was too slow or it was affected by pprogbugs (java errors appeared). In some individual
cases it was working, and in those cases it washmappreciated from the trial candidates. It was
suggested, to allow to be able to locate also ptsly unknown angling buddies around (those who
allow to be located), e.g. in a distance of 5 knd(those who are not in the contact list yet) itheorto
establish new contacts. If once the blurring fumttivas detected, it was not difficult to apply.
However, many trial participants had problems toate this functionality. The functionality was
mostly detected in trial & error mode. Some triattitipants expected an exit command behind the
“red cross” (which shows up when the location min the “Off” mode), since this is common in
the Microsoft Windows environment.

The possibility to locate buddies was mentionedh@smost appealing function during the gaming
community field trials. Especially at the beginniafjthe trials the participants mentioned that they
used the function to check who is at the univeraitthe same time. Already at the kick off for thle
tests the gamers showed interest on the blurrimgtionality. The gamers mentioned that the
application should save the last status set byiske. The POI function was appreciated by the gamer
as well. Especially the fact that they are integgtah the map context menu was evaluated as efficie
Additionally, ordering options were requested witdgard to estimated growing content. The POI
feature should be maintained in similar applicaias a valuable feature from which each individual
community member could benefit.

4.2.7 ldentity Management Concept

The identity management concept feature allowsuser to be a member of the community under
different pseudonyms. This function allows the toem of various partial identities within the
community and profiles with individual settings paentity.

During the first community lab tests the partiatridity concept was either not well understood er th
necessity was not accepted. However, the generalepd to have different identities for different
communities (e.g. Facebook and Xing) with differealume of personal information was very well
received. In practice, it was not obvious for jgrants who were creating a new identity, that som
personal data from the root profile cannot be chdnguch as age and gender (a trust-enhancing
feature in the PICOS community). Some particip&axisected that the other identity could be set up
within the profile of the first identity. Therefoexamples of how the partial identity concept cdudd
used in the context of an angling community woulel &ppreciated (IFM-GEOMAR provided
sounding examples in the briefing sessions foffitie trial). Some participants stated that theyulgo

like to have the functionality “new partial id” assub-menu of the wheel icon.

After the field trials of the anglers, only a fewens stated that they appreciated this idea; otliend
understand the sense behind the use of differentitees and some were even strongly declining this
function. The degree of agreement to the stateméhlike to have different identities to get cooit
over the amount of data shown at a certain poiritnoé and present myself on different platforms
(PET-Uses item) was rather low. However, in som&rdal discussions it was considered interesting
from a number of trial users that for different comnities different identities with different sets o
personal information may be of advantage. Othemaents from trial users indicated that this concept
may become even interesting in the same commumipécial cases, such as when an angler does not
want to be known in his flyfishing sub-communitysasneone who also tortures worms as bait. In this
case, different identities would allow the useshow up in the worm fishing community as well in a
flyfishing sub-community without any obvious contien between both identities.
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In practice, it was also not obvious for the usens tried to create a new identity how the rooffifgo
is associated to other identities. Some candidaxpected that the other identity could be set up
within the profile of the first identity. In thisase, the feature seems to be too complex to bby easi
grasped by the users. This is also an exampleatifediture which isn’t understood within seconds is
rated as too complicated to use, although in hegfelldiscussions the concept was rated as useful.

During the initial discussion with the gamers beftine second community lab tests and during the
discussion after field trials it became obvioud tha participants were interested in the partiahtity
feature on a concept level. The participants apgiest the possibility to handle different accounts
one platform instead of cumbersome creation ofedffit accounts related to login with different
usernames

During the gamer trials, the participants stateat they did not create additional partial idengitie
avoid an increased amount of notifications and tiesluated it as confusing to have several partial
identities in addition to their Travian pseudony®eme of the users remarked that they did not enter
profile data (e.g. profile data) at all, if theymtdo keep it private in any case. The gamers oprexd

the data security on the server side and raisedjdlestion where their profile data is saved, which
indicated a much broader experience of privacyteust. This is not an issue in the PICOS projett bu
could be of interest for further research. The ganfead concerns that if they filled out several
profiles, all the saved data would give a full oxrew on their personal data. This indicates thanfia
user perspective the feeling of privacy and trgshot only satisfied by individual possibilities to
control the release of private data but also atouresf the storage of data. It was announced by th
test facilitators that this is out of the scopehaf project which focuses on the user managemeeat si

4.3 Summary and Conclusions on the PICOS PET features

The first and the second community lab tests agld firials were successfully accomplished during
November/December 2009, May/June 2010 and OctobeefiNber 2010, according to the planned
schedule. The majority of the trial users of bathtéd communities agreed on questionnaire items
(PET-Uses) related to privacy and data protectioportance such &s.. for me the protection of
privacy is an important issue when | use online mmities...” and “for me data protection is an
important issue when | use online communitiddiese resultsonfirm that most of the users of both
test/trial communities are concerned about thaa geotection and privacy, during the usage ofranli
communities.

The PET-USESquestionnaire was applied to gather quantitataeslback especially on the privacy
functionalities of the PICOS prototype during ttab Itests/field trials of both communities. The
guestionnaire evaluates the extent to which theveoé assists the user in learning and understgndin
the specific privacy features of an applicatidihe degree of agreement from the PET-USES
questionnaire indicated that the users rated tkOBI application during the first community field
trials mostly in between and during the second camty field trials “fairly agree” (lab tests) to &b
sure” (field trials). In turn this underpins thaketimplementation of the concepts into functioresit
and the design in the PICOS mobile application wpagtly perceived as good and partly as
complicated. The participants stated that in pplecithe PICOS concepts were interesting but they
didn’t use the implemented features during thdstia a desirable extend. Only if these new PICOS

8 WASTLUND, E., WOLKERSTORFER P. AND KOFFEL, C. (2009) PET-USES: Privacy-Enhancing Technology —
Users’ Self-Estimation Scale, in M. Bezzi, P. Dugayg S. Fischer-Hibner, M. Hansen & G. Zhang, Rgva
and ldentity Management for Life, 5th IFIP WG 926/11.4, 11.6, 11.7/PrimeLife International Summer
School, pp. 266-274, Boston: Springer.
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PET concepts are presented well and the interactaorthem are easy to apply and support to develop
an adequate mental model of them, users are goingderstand and finally use these concepts.

Many problems which occurred during the field sialoncerning the handling of the application
became exclusively apparent during an extensive land-term - thus realistic - usage of the
application. Although it was announced before #stst and trials that the PICOS application is still

a prototype level, the users complained about theuat of error messages the long response time of
the system which was frustrating for the users @afe during the long term usage of the trialsisTh
became especially apparent after the first commufigld trial: Participants reported to be
demotivated to use the application after on-goiagative experiences caused by the performance of
the application. This resulted in several carryroaffects affects regarding the detailed evaluatibn
the application especially its PET features on mceptual level. Participants were not able to give
detailed feedback on the PICPS PET features nagiecheir negative experiences with the
application.

Nevertheless, the trial participants appreciatedsitveral possibilities to control their releaselata

on a very granular level, which was perceived ats aoonmon within a social community. One
additional observation was that the feeling of @aci and trust in online communities is not limited
the setting possibilities of data release only.defmily users who are experienced in the usage of
online communities question the protection of datathe server side as well. This was the case in
both communities. Summarising the results of thiiainangling lab test and field testindicate that
the trial users appreciated the location basedcssrynost and could imagine using them for angling
specific activities. Additional privacy mechanistoscontrol the release of location based infornmatio
such as the blurring functionality were apprecidtgdhe angling community but could not be tested
properly during the trials caused by technicalidifties. Regarding the more complex PICOS PET
features such as the policy creator were diffitmlhandle and understand during the first evalaatio
phase for the users; the concepts are difficugirésp and a mental model is not easily developed fo
several reasons described in the section 4.2.4ealdéar instance concerning the partial identity
concept, it became obvious that the angling commurial participants do not really feel the need t
use different identities in the same community.cémtrast during the second evaluation phase the
gamers mentioned that they would appreciate thsilpiy of a central management of different
identities for different online environments, whigtakes sense, since gamers certainly are involved i
more online communites compared to anglers, wteaokl to register in one angler online community
and stick to this online resource for a longer qebriHowever, the gamers mentioned that further
community identities additional to their Traviareidity were not created during the trials. Theyesta
they would have afraid of an increased complexitgpplication usage.

Many of the overal features which were mentionedaakighlight from the angler trial were
appreciated by the gamers as well (e.g. privatecsofiunities, location based services such as
blurring, show contacts on map, the dedicated WNitsilbo other community members etc.).

Although the focus in the PICOS project is not sahility, it has to be considered as prerequisite f
privacy enhanced user interfaces and interactiwwhsh is a result of both community tests and srial
Out of the results of both community tests anddriacan be concluded that some basic usability
issues had a huge impact on the evaluation of IB®® Anglers and Gamers Applications and the
particular privacy features. Basically the usershaf first and the second community stated that the
entry of text and information was very extensivel ime consuming caused by the handling mobile
device and the detailed information which were sstigid within the application (e.g. diary entried an
profile settings). The usage of the application wastly evaluated as interrupting during outdoor
activities, due to disruptions caused by the amadiribformation which was requested. The size of

Copyright © 2011-05-13 by the PICOS consortium Hights reserved.

The PICOS project receives research funding fromCbemunity’s Seventh Framework Programme.

Page 35 of 97



e

i ‘(
, l B
Grant Agreemento. 215056

the screen elements, such as scroll bars and timennesu tabs, was criticized and should be enlarged
allowing a finger touch usage of the applicatiomomon for today’s mobile devices and applications.
However, from our experience such discerning oibilisaon research prototypes is quite commonly.
Additionally the correlation of user satisfactiomdgperformance of a system is not linear. Evenna fe
interruptions in workflow can cause a huge effactlte overall user satisfaction.

Furthermore, it could be concluded from the usatestents of both trial communities that the mobile

application should be characterised by providirfgrimation as fast as possible. Therefore, the users
during the first and the second community trialggast the decrease of text/information entries to
guarantee an effective and non disturbing handifrthe application on the way.

Provision of extended possibilities to enter teXtimation the users suggest using a web frontend.
This may additionally foster the understanding evnand complex concepts introduced within the
PICOS project, as the web is a well-known environtrier online communities. Although the users
showed their interest regarding the PICOS PET featon a concept level during the pre and post
discussions of the tests/trials there is a gaprdaggtheir usage during the trials.

Already Berlyné refers in his novelty seeking approach to the efation of affect and arousal
potential of a stimulus. According to his theoriyrstli create a feeling of boredom or negative dffec
(excessive demand) when the degree of noveltyhereioo low or too high. Transferred to the PICOS
project context this could have been of importafocehe mentioned results. The implementation of
complex concepts such as the Privacy Manager opdhigal ID concept into a mobile environment
which is additionally demanding due to the dynaml@nging context caused a very high arousal
followed by negative affect which ended up in ari@ation of interaction with the application. The
users terminated their exploration of the new cptgalthough they were interested on a conceptual
level. The curiosity of the users could be suppbiltg a slight increase of novelty regarding the
implementation of new concepts in familiar and ldesmanding context. We conclude that the usage
and the comprehension of PET concepts should beposigel by multiple ways to access the
community.

Regarding the PICOS PET features implemented iflPtl®S angling and gaming prototype we can

conclude that the PICOS PET features were intewg$tir both test groups and especially the gamers
would appreciate their implementation in a broaagplication context, e.g. as an add-on in popular
social communities such as Facebook.

5 Gathering angling community requirements: from
guestionnaire results to functional PICOS features

5.1 Introduction

Since angling per se is an outdoor activity, mopik important in accessing promising fishing spot
and related mobile communication becomes increbssignificant in the angling community. Thus,
in combination with the traditional perception afidt, the Angler community was considered as an
excellent opportunity to develop, to test and ewalty to evaluate and to verify the PICOS concepts
on enhanced privacy, trust and data managememiimccommunities and in a mobile environment.

° BERLYNE, D.E., Conflict, arousal and curiosity. New YoNcGraw-Hill, 1960
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The underlying methodology of gathering requireraentithin the PICOS project was mainly
characterised by collecting end-user requiremetitsvever, input given by end-users was strongly
driven by their own experiences and it was expettiat breaking innovations are mostly hard to be
expressed by the end-user. Thus, the PICOS comsowias required to “translate” user requirements
into new concepts which meet the user needs (asluged by the PICOS consortium from the
requirements gathering process) for more privaspeeting community environments in a user-
friendly manner. This chapter presents the re$udta an anonymous online questionnaire which was
broadcasted in the beginning of the PICOS projethe analysis of the users responses were an
important background for the development of the®3Cconcepts and subsequent functionalities in
the mobile angler applications which were testeldlinand field tests and in a 4 —week’s user &fa
later stage of the PICOS project. The conclusairihiose user trials were compared with the results
from the online angler questionnaire in order taleate, if the trust and privacy respecting
applications which were developed, based on thg eaquisition of requirements, have met the user
requirements in trust and privacy in practice and real world context.

In summary, this chapter provides the final consilens if the requirements which were gathered in
the beginning of the PICOS project and used asiading basis for the translation into functionati
for the user applications met the users demandtiansl were appropriate to evaluate the user's
perception of the PICOS concepts.

The evaluation is specifically based on

a) the approaches to gather the community-spemfiairements of the Angling Community which
are here briefly re-introduced;

b) the results from the anonymous online questivanaddressing angling community needs for
privacy and trust issues which was submitted irfilserequirements phase;

c) the results from the lab-and field tests andha field trial with trial users from the angling
community;

The following flowchart (Fig. X) depicts the appobaon how to turn user requirements into real
applications for the Angler Community which demaeatgs the PICOS concepts, the verification steps
and the final evaluation of this approach.

Copyright © 2011-05-13 by the PICOS consortium Hights reserved.

The PICOS project receives research funding fromCbemunity’s Seventh Framework Programme.

Page 37 of 97



[N

T
Iy

4
PICOS

( N Experience

: FishBase )—b FIsh:}VVI;rt-'cher

=T -
Face to Face \
Interview, Bristol May 2008 J

'

Grant Agreemento. 215056

Presentation PICOS-Cencepts
IGFA, Nov, 2008

-

Continuous Individual
Angler Interviews

Online Questionnaire Angler,
Dec 2008 - May 2009

Architecture
& Design

First Prototype

: IC
Angler -—h Community
Appﬂcahun i Testing

A

A — '

E Improver 5, :

Lab/Field tests ¢ IIL’! :_-::n:-.nl:."‘ |

! Requirements |

oo L é

2nd CyeE

.
=

\4

2nd Prototype
Angler
Application

Field Trial
~_

This paragraph briefly re-introduces the requiretmegathering process. The gathering process
benefited from the following applied methods angdrapches:

(1) Background and experience of partner IFM-GEOMARhveihgling communities;
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(2) Internet-based information system FishBase witiFisBWatcher (where angler can upload
their observations), a firm starting point for thevelopment of community features following
the user-centric approach;

(3) Afirst face-to-face interview with anglers whiclasvconducted during the Requirements
Meeting in Bristol on May 15th, 2008;

(4) Presentation and broad discussion of the PICOS: tgs at the 5th World Recreational
Fishing Conference, November 10 - 13th, 2008, DBeiach, Florida, USA,

(5) Communication and dissemination of the PICOS coinaeg dissemination of a related
guestionnaire in a number of angling communitied @nother angling-related opportunities;
feedback and results of a comprehensive questianaaian important step to substantiate
findings and assumptions;

(6) Personal opinions of and individual interviews witlividual angling experts;

(7) Elaboration of end user focused use cases thatdasinput for development activities.

5.2 Results from an anonymous online questionnaire addsing
angling community needs for privacy and trust issue

Based on the experiences made and feedback recdiveng the interviews and at the World

Recreational Fishing Conference, a special questioe, targeting specifically the angling

community, was compiled as a follow-up of the dixi of the PICOS consortium to focus on the
Angling Community as first exemplary community chgithe 3rd PICOS General Meeting in

September 2008. The intention of the questionnams to gather users opinions about trust and
privacy in online communities and to address mqrecsic and functional PICOS requirements

related to privacy and trust issues that would teacbncrete PICOS features and components.

The questionnaire had 59 questions in total (52ymakestions, 7 questions on Demography) divided
into five topics: (1) Demography, (2) Sportfishi&dnternet, (3) Privacy, (4) Trust, and (5) Mobylit

The questionnaire was first communicated at theVdtinld Recreational Fishing Conference Florida,
November 2008; the final version was online sincel mf December 2008, well before the
commencement of the development of the PICOS ptatiand the applications. The questionnaire
was available in English and German; requests i&e rawareness about the questionnaire were
disseminated to various angler journals, online @amities (mainly in Germany) and some angler
websites. Specifically the distribution of the dimnaire was supported from the online angler
communities www.XXL-angeln.de, Ribolovacki FishiMpagazin8, Fishing Magazine International9,
Royal-Flyfishing10, European Anglers Alliance (EAB)nd the International Game Fish Association
(IGFA)5. Since the addressed online communities araazines for the dissemination of the
guestionnaire URL represent all age classes (frooutaage 16 to 66), it was assumed, that the
statistical population addressed represents theeemtriety of angling communities.

Until May 2009, 111 responses from 9 countriesafiinl outside of the European community) were
received, respondents age ranged from under 2@eto6d years. Fig. X provides an example how the
guestionnaire was presented in the Internet.
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The responses of the online angler questionnaire pcessed with the Statistical Package SP$S©
The descriptive analysis of the results is beirggented in detail in the Annex (x). Where applieabl
the responses of the participants in the onlinestiprenaire were compared with the trial user
responses gathered in the user trials (based stigueaires and interviews) in the case of the same
or similar questions. The comments of the trialrsisere based on the evaluation of the angler
application in the lab& field tests and in the digfial. With this approach it was possible to enzé,

if the requirements from the first gathering pracaad the resulting features for the angler apjidica
were finally the right translation of the PICOS cepts from the user’s point of view.

Datei Bearbeiten Ansicht Chronik Lesezeichen Extras Hilfe

y C o % L httpi/survey.usecon.comfadmin/admin.phplaction=showprintablesurveyGsid=48398&lang 77 - | |2~ Google Plwy -

2 Meistbesuchte Seiten | | Erste Schritte & Aktuelle Nachrichten The Meozilla Blog
g k- P4~ & 95 Google [picoy | 29 Siichien =4 Y Froigehen~ kgl Sidewviki ~ 2 Eesezeichen 2 &« Anmelden
|| LimeSurvey > | || bttpi//survey.u...=483988lang=en X | & -
[ Privacy i

0025: Are you aware by subscribing to an online angling community, you disclose a substantial amount of personal information?
Bitte wihlen Sie nur eine der folgenden Antworten aus:
T Yes. I'm aware
1 Yes, I'm aware but this does not really concern me
"I No, I'm not aware

0026: Are you aware that personal profiles in online communities and networks can be downloaded and saved by third parties, thereby potentially leading
to the creation of a digital dossier of your activities in the Internet?

Bitte wihlen Sie nur eine der folgenden Antworten aus:

["I¥es T know, and this is extremely worrying me

[T Yes I know, but I don't mind

CINe

I m
—

0027: Are you aware of that information (e. g. about your person or hobby), entered into Internet sites, can have high commercial values for third parties
(vou might get unwanted advertising)

Bitte wihlen Sie nur eine der folsenden Antworten aus:

[T¥es, I am aware and I am worry about this issue
[7!1 am aware but I am not concerned
[TIT don't know that this would be possible

0028: To what extent are vou concerned that search engines might reveal parts of your private identity?
Bitte wihlen Sie nur eine der foleenden Antworten aus:
" Highly concerned
"I Concerned to a certain extent
[T/1 do not care at all
[ZIT did not know that this was possible

0029: Would you rely on a tool that copies personal data from one online community to another with the purpose to avoid entering the same information

I B O

reinigtes Kanigreich: Mi, 14:07 E= Pacific Standard Time; Mi, 06:07  GMT/UTC; i 14:07 ’E Deutschland; Mi, 15:07  Fertig IP: 79.223.70.238 T

!
#1 #

An example for this analysis is cited from Graph ABINEX I*% the question here was, “Which kind
of information about sport fishing would you like share and with whom? Please indicate in the free
text field with which you would share the informati (e.g. angling buddies, other anglers at the
watercourse, loose friends, online community, beslidiiom your angling club etc....)".

19 |BM SPSS Statistics©, /www.spss.com
Y Compiled by using the Lime-Survey software, htgpnw.limesurvey.org/

2 Annex | presents the full report of the analyskthe online questionnaire and the verificationtia user
trials.
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From the responses it was possible to conclude ithahany cases, anglers want to share their
information, but rather with known buddies from Iregorld as well as with contacts in online
communities with whom they are familiar with dudrtensive exchange of personal information. The
responses to this question were, for example, waiwgoortant driver for the design of improved trust
measures of the PICOS angler application. In thgecthe user requirements were the trigger for the
compilation of the “private room” and “private sabmmunity” features in the PICOS Angler
application.

The related results from the user trials demoreddram fact, that the most used features were the
Public- and Private Sub-Community, the Catch Diding, Species Summary and the location based
services (e.g. locate a buddy, watercourse advisanmther the users reported that they liked the
privacy enhancing features (Privacy Manager), dafpecthe blurring of their own geographical
location. The trial users confirmed more or less d¢ipinion of the online participants in the initial
requirements gathering process: they are interdetéave their private room within the community
and just to share selected content with the othemaunity members.

5.3 Results from Lab and Field Tests

The following results are depicted from various gfiemnaires on privacy and trust compiled from the
lab-and field tests and in the field trial withalriusers from the angling community in Kiel and
Vienna. These results are very useful in relati@responses from the online questionnaire because
they can demonstrate that the applications whichevpeovided in the trials, based on the initial
requirements gathering process, were an approptiaeslation” of the requirements analysis in the
beginning of the PICOS project. The following résuhdicate that the participants in the trialstfia
majority different from the respondents in the palguestionnaire) were already sensible for privacy
and trust issues (example here from participanigi@mna), very similar to the conclusions from the
online questionnaire. This was in fact a favouraimedition to compare the trial users’ opinion in
relation to the PICOS applications with the respns from the online questionnaire

$
" " = > 5%%
" " " = > 5&
= > &5
" " = # > 5)
1 = # > $5
1 # # = > 5*
" " 1 #
% " & ' #
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Summary Lab and Field Tests:

The lab and field test indicated a trend that usgyreciated the location based services most and
could imagine using them for angling specific atid. The PICOS privacy enhanced technology

features such as the policy creator were diffitoilbandle and are naturally more complex and the
concepts are difficult to grasp mentally.

The following list is a summary of the user rankofghe features of the PICOS application which
was compiled at the end of all user trials (ranteddasis of frequency):

Following things need improvement (ranked on thgisaf frequency):

D $ BII GDII
D Mmoo 5 " < 5 E I'"
$ D / % 5 F 5B" 2?25 5
5 1 #4 3 65 /#3
65! # nn

Following things were most annoying for the useasked on the basis of frequency):

User Citations gathered in the lab- and field tests

Some citations, which do not fit in any scheme &have provided in the following paragraph,
demonstrating user’s ad-hoc comments during theng@éshment of the users trial. In the majority
they demonstrated, that the translation of the FI@@ncepts into applications, based on the
requirements gathering process, was successfallized in order to trial the PICOS concepts.
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| think the pursued strategy of the Picos applimatis very useful one...If | could use these idestiti
in a simple way and | could define a profile ordy y friends who are allowed to know that I'm an
angler ...at facebook | added only contacts of mykimgr life because | couldn't refuse their
friendship request...but | don’t want that this peopte aware of that I'm an angler because some
people think anglers are animal torturers. Thatlsyw never upload angling pictures at facebook. If
have the opportunity to do so by using another Bgsaym | would use it for sure.”

The data protection is well implemented in the egapilon (sometimes too good). | received a lot of

authorization requests. In combination with the lpemns related to the message box it leads to the
fact that | couldn’t receive the trial tasks. Thatvhy | changed my privacy settings and allowed all

users to locate me... In my opinion this is not ihe @ data protection. | changed my setting because
I knew most of the trial participants but in “relate” | would reconsider this kind of setting.”

Conclusions Field Trials

The user trial comments are based on the experigihttee user with the real application during the
various trials and it was interesting to examirfiehé features, which were compiled on the basis of
the requirement process, were accepted from thkusier in the real world context. Thus, in those
cases where the trial results related to topicthefonline questionnaire, it was compared to what
extend the trial user's opinion matched with thepomses of the online questionnaire. In most cases
there is a correlation among the responses of tiestmpnnaire participants and the trial user and
confirms, that in the early phase of PICOS decsifor features were made, which were finally
proven to acknowledge the PICOS concepts. The larareslation into real applications and was in
most cases appreciated in the user trials undewoell conditions.

5.4 Conclusions and consequences for the PICOS concepts

The thorough requirements gathering process iméginning of the PICOS project was an important
step on the way to provide finally applications fiwe angler user trials which met the user’s
requirements in combination with the “translationf’ the PICOS concepts on the improvement of
privacy, trust and data management in online conitiesn To achieve the goal to trial the PICOS
concepts in an environment which meets the anglguirements in real world scenarios, various
features were realized in the angler applicatiollofiong the preferences of the user's opinions,
mainly gathered from the online questionnaire, lilgo concluded from various face-to-face
discussions.

The ultimate aim was to provide the PICOS conceptn environment (as real applications) which
allows the trial user to experience the value eféhhanced privacy in online communities under real
world conditions. It turned out, that specificalhe online questionnaire was an essential steprttsva
concept building and ultimate feature compilationtihe angling application. The majority of the
user’s requirements which were extracted from #sponses in the online questionnaire in relation to
an improved privacy found their way into real featiin the angling application.

The user trials clearly demonstrated that the ka#iogs of the requirements into privacy enhancing
features such as "Private Room", "Private Sub-Comityiy "Privacy Manager", "Partial Identity" and
"Blurring of locations" were appreciated from theeu as appropriate measures to improve the trust
and privacy in social/online communities.

Although the mobile applications were partiallyechtweak in usability which prevented participants
in the user trial from more intensive testing, theerall trial user rating confirmed, that the PICOS
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concepts were developed into the right directioerioourage new standards on an improved privacy
management in online/mobile communities in general.

6 Economic results and recommendations

6.1 Methodology and documentation used

This final evaluation is conducted mainly via doamntation provided by the PICOS development
teams, namely the Deliverable series D4.x, D5.x BB, the trial documentation D7.x and the

PICOS Deliverable D2.4 “Requirements”. The evalwatprocess was supplemented by interviews
with the developers, conducted by the economicuaai. Additionally the developed prototypes

were installed and tested with the focus on thdeémpnted advertising feature and privacy features
affecting advertising.

The evaluation is performed taking the view frora thday’s online community service providers. It
is examined how the PET features developed in PI®@8Id economically affect the service
providers in terms of current revenue models anteims of user satisfaction, due to the service
provider's reputation on preserving the privacytioé user. Furthermore the implementation and
integration costs for inserting the PICOS PET fesguinto the PICOS Use case scenarios are
examined.

In the end, from the service provider's view, thwegration of privacy features into existing
community platforms should increase the value a$terg business models, and support the service
provider to be in line with international standaea&l best practices.

Therefore in this chapter the necessary requiresrfenprivacy enhancement of community platforms
are examined from an economic point of view, cowgrdirect and indirect economic impact for
privacy adoption in community platforms, as wella$tware quality and technology aspects.

The first part of the evaluation focuses on an itggctural assessment and is based on the work of
Boehnt®* and McCall’, how to economically assess software quality irtjpaconsidering costs,
product operations, product revisions, productditions and maintainability of software products.
The second part elaborates an organizational amseassfocusing on the service provider’'s privacy
requirements and risks, leading to the cost/bemitte-off of the business case. Both tangible and
intangible benefits of privacy features for comntuisiervices are examined.

6.2 Use cases and the role of privacy for economic aspe

PICOS Deliverable D4.2 “Platform Architecture anédiyn 2 identified a set of use cases which
describe how the key features of the community @dad handled by the architecture. From this set
three Use Cases are selected as relevant for aomagm analysis, as they describe current revenue
models for community services:

3 BoEHM B. W., R. Ross Theory-W Software Project Management Principlesl &xamples, |IEEE

Transactions on Software Engineering, v.15, JuB91$.902-916.

1 BoEHMB.W., Some Steps Toward Formal and Automated Aid3dftware Requirements Analysis and
Design,Proc. IFIP 74 North Holland, Amsterdam, 1974, pp. 192-197.

> McCALL J.,RICHARDS P.,WALTERS G., Factors in Software Quality, Tech. Report 702 SGeneral Electric
Command & Information Systems, Sunnyvale, Cal®77.
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PUC 19: Marketing Advertising:

An advertising service wants to attract gamergyéoning related products and services (virtual items
hardware equipment, etc.). Advertisements are glédesed on a set of individual characteristics of
players (target profile, e.g. age, hobbies, overalying time (~ experience)) or average playimgeti

per day/week/month. Advertisements are highly peabped based on these characteristics and based
on the context of a user (e.g. location). Playeeive a small hint at first, which indicates an
advertisement. The advertisement screen furtherigge a possibility to forward an ad to contacts,
which might be interested as well.

PUC 21: Enhanced social ads:

An advertising service wants to attract gamergyéoning related products and services (virtual items
hardware equipment, etc.). Advertisements are gldmesed on the social and mobile context of
players (e.g. current location, characteristics cofrent friends, location of friends, alliance
memberships, playing experience, etc.). Advertisémeare highly personalized based on these
characteristics players can give feedback on ddgdlslike).

PUC 23: Advertising Service:

If a player visits an interesting place (e.g., @eFi access, good restaurant or bar) he/she @k m
this place as a Point of Interest (POI) and stiof@r iother members of his/her (sub-) communityl$2O
can be marked either — private or — public as requoy the owner/player who created them.

Grant Agreemento. 215056

For current Community Services advertising playseatral role for their revenue model. Social
Networks with a business focus (e.g. LinkedIn, Xietg.), also rely on charging the users directily b
always mix it with revenue via advertisements. Witecomes down to personalized advertising, a
perceived lack of transparency and control foruker, can lead to distrust towards the community
service, which can be a crucial thread for the camity service in the end. The implemented
advertising service in the PICOS prototypes showed a community platform provider is able
enhance an existing community platform with PETptovide transparency and control to the users
and at the same time integrate features for marketdne PICOS prototypes provide an interface to
the users and marketers to configure their adesnst settings via the community client application
whilst the platform enforces the policies and rulgmis providing the user with transparency and
control over the usage of his personal data. Alghatihe PICOS prototypes implement strong privacy
mechanisms, they are able to integrate featureméoketers, and make use of personal information
provided by the community. The implemented scenaficommercial POIs showed that context
sensitive advertisement is possible even withitsuprivacy friendly setup.

Along the selected Use Cases for the gaming comntgngoenario, the role of a community service
provider is taken, to analyze how PET can proviglee to its business:

Members in gaming communities are used to actingaasnymous individuals. The use of
pseudonyms is widely spread and accepted, e.peasptrise of users showed when Blizzard tried to
force the users of the Online Game World of Watdmfise their real names in the commuiiitpne
central aspect for Online gamers is to form a wirtdentity, which not necessarily has to be a onirr
of their real world identity. As online gamers pefate in different games and thereby often move
between different communities it is important foem to be able to create different identities. Aama
element of each identity is its reputation in tlenomunity. PET features like the PICOS Partial
Identities Concept or the Privacy Advisor Comportegip the user manage his multiple identities. By

® Kotaku, Blizzard Forums Will Soon Display Your Real Nameavailable online at

http://kotaku.com/#!5580585/blizzard-forums-willesedisplay-your-real-name (last accessed on 27004
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offering transparency and control to the user'dimghess to provide personal information rises, as
does the trust towards the community service it&d6ed on the gathered information the community
service provider is able to generate highly perboe@d marketing profiles of the users, while
preserving trust due to the fact that informatisnnot forwarded to third parties. The community
service provider is able to deliver highly persared advertisements to the users, by that being mor
attractive to marketeers.

6.3 Architectural assessment

The PICOS prototypes are assessed based on tileneiit of the functional requirements, such as the
privacy enhancement of community services. BasedhenSoftware Quality Model for evaluating
COTS Components by Rawashtetend-users are concerned with observable attspsiech as
Functionality, Reliability, Availability, and Effiency. While from an enterprise view,
Maintainability, Scalability, Portability, and Mageability is in the focus.

Maintainability

As for maintainability the PICOS prototypes aredsh®on a component based architecture, defining
the interfaces of each component using the WSDLkrg#®on language and xsd types. This enables
the management and audit of the data flows betwéepstem components and furthermore the future
maintenance of the components to adapt to newrergants. Furthermore the architecture is divided
in a routing layer, a function layer and a dataetayallowing the components to be designed
independent from each other, to be distributed aiftiple servers and to be easily customizable in
terms of inter component communications and compiosterage.

Scalability

The PICOS prototypes are implemented as web semviedaces, making use of Remote Procedure
Calls (RPC) rather than managing protocols forntiserver communication, which allows excellent
scalability. RPC can be configured to work with Wetk Load Balancing (NLB). Each RPC client
opens a connection pool, with all connections fthmpool of the given client ending up on the same
server. As long as this condition is met, an NLBstér can be configured to function as one large
RPC server with potentially excellent scalabiliéythough it has to be stated, that actual perforrean
data is necessary for availability and capacityipiag for an increased amount of users.

Portability

Portability is defined as the resources needed deena system to the target environment, resp. to
adapt the target environment to meet the requiresnéie efforts for system adoption depend on the
IT architecture and application management prosest¢he organizations involved. Therefore it is
difficult to make a general statement how easy toiport the PICOS platform. Working with existing
communities and technologies was part of the PI@G@Ritecture and design process. The chosen
PICOS Toolbox approach combined with a servicethamehitecture supports the portability to
existing environments, already suported by the F8Gnsortium with porting the PICOS client
prototype from the Nokia / Java Environment to amd®id environment. The internal and external
interfaces of the second platform prototype havenkd#efined using the WDSL language, describing

" Rawashdeh A, Matalkah B., A New Software Qualityddbfor Evaluating COTS Components, Journal of
Computer Science 2 (4): 373-381, 2006
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the platform interface in a single WSDL documeritering transparent APIs to other platforms, and
being flexible as new features can be added tpldiéorm in future.

Manageability

Manageability includes Flexibility, Reusability, Rbility and Testability. The PICOS architecture
was designed with flexibility and reusability inmdi. The PICOS design principles make it flexible
enough for different system environments and apptio prototypes, with a component based
approach. Reliability was covered via the PICOSui@s®e process. Refer to the assurance section in
this document. Testability in regards to the PIQ@&otypes has been covered by the development
teams. Each component ran through module testiegtiog PHP scripts for each web service entry
point of the component. For components that welrggusther component services, emulation of these
components were made available. E.qg. in order lidata the 200 web service requests defined in the
WP5 PICOS platform interface, a test suite has beeveloped that covers around 230 usage
scenarios.

6.4 Organisational assessment

The business case of applying PET features in carityngervices is examined from a cost impact
assessment, to identify where community serviceigens will possibly benefit from early adoption
of privacy enhancement for their community servidestoday’s community services rely on revenue
models based on advertising, a cost impact assassvilehelp to assess whether community service
provider would benefit from the adoption of PET:

Personal Control: Providing the user with more $p@rency and control over his personal data, he is
encouraged to involve himself more in the commuriMgre active members offer more opportunities
to present appropriate marketing messages, theagisg the turnover via advertising.

User Trust: A further effect of providing the useith PETSs is that it increases trust of users tolwar
the service provider. A higher trust towards thevise provider leads to an increased usage and
customer base, as new customers join the commuhigyto word to mouth.

Risk of perceived privacy breach: If users have fdading that their personal data is available or
accessible to third parties without their knowledgeconsent one can talk of a perceived privacy
breach, which can be fatal for a community serposvider. Implemented PET features help the
service provider to manage this risk, reducing nizstional costs.

Organizational costs: Integrated PET features allmwautomation of privacy policy enablement,
which means less reliance upon procedural or czgdinnal measures. This reduces the efforts of the
organization, providing more certainty on data @ction.

Furthermore, additionally to the benefits of thivacy enhanced community service, the intermediary
role of the community service provider for targesetvertising creates further benefits:

Convenience: An intermediary simplifies privacyipigs for the user, as he only has to interact with
the service provider.

Reliability: The user is not confronted with mulépdiffering privacy policies of different third
parties, but can rely on the service provider.

The role of the service provider as intermediagypla central role in the PICOS architecture. The
privacy of the user is protected by the communigtfprm which is perceived by the user. This will
create a positive image amongst the users of a cmitynservice and further more will help create a
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positive public image of the community provider.eTfollowing highlights the main benefits of a
community platform based on the PICOS prototypes:

Reducing risk of damaging the service providersgendue to privacy leaks and misuse of user data

Reducing organizational costs for the service mhewi by reducing lergal costs for lawsuits or
consultancy

Competitive advantage over non privacy respectorgrounity services
Increased usage and customer base
Enhanced and personalized privacy policies withattmore privacy cautious users

But the implementation of PET features develope®Il@OS also is related to certain risks for the
service providers. PICOS will have to inter-operatigh established communities and existing
technologies. PICOS architecture relies on cerf@imacy management components securing the
access and communication on personal user datae Tdeenponents are split up between the platform
and the client. The optimal split in functionalityetween client and server is not obvious.
Functionalities can be distributed on the clieng server or both sides, introducing an extra level
complexity. To achieve a deployment of PICOS fezdun existing community platform technology,
existing middleware and services, e.g. servicesdonmunity management, content sharing, identity
management, have to be considered. This meansPi@®S has to offer extensions to existing
middleware/services, rather than being a set afprddent services.

Although costs for adapting existing community fidem technologies as Ellg have been shown to be
feasible in PICOS, investments for enhancing astigg system environment needs to be evaluated
individually.

Furthermore the offered anonymity to users viaigladentities may impose problems in case of legal
disputes, as users might deceive other users Vigphapartial identities, having a negative feedba
on the image of the community provider. Active commity management and clear rules of behaviour
for the community aid the community provider.

Finally the introduction of PET solutions affectarious parties and systems throughout the value
chain. This integration of all parties and systemilé pose limitations and problems increasing the
implementation costs for the community service mter Therefore investments from the
intermediary might be delayed.

6.5 Conclusion

Based on the architectural and organisational enan@valuation, we can conclude, that for a
community service provider, the benefits of enhaggprivacy in an existing community service
would outweigh the costs and business process m@sisociated with implementation. Current
community service business models rely on the wls$ts community members towards the service
provider. At the same time the revenue models oglyenabling marketers to place personalized
advertisements in the community. The intermediatg of the service provider addresses both issues
in a way that provides a positive benefit for @ithe need of the user for transparency and contex o
his personal data is met, and regarding the marketarketing profiles are utilized, to allow the
marketer to describe and focus on his target gro@p#ting the balance right between protection and
usefulness is not easy, and challenging for privaspecting advertising.

Current community services try to address thisadspienhancing privacy settings for the usersabut
the same time deny to take the responsibility ésnmediary between the community members and
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third parties like plug-in developers and adveris¢hus losing control, risking the core conceipt o
their business model: The trust of the communitynimers towards the service provider. Therefore a
privacy enhanced community service that meets atguyl requirements, the privacy needs of the
users, while still enabling existing revenue modgkhe road to take for community service provéder

Today's social networks providers, act as servia@iders to Online Communities, relying on the
features their community platform provides. Althbug 2010 the Social Networks started to enhance
their privacy features, they still not support pdy features, as multiple identities and privacyisat.

As more and more specialized communities emerge, ubers start to participate in multiple
communities at the same time. Existing platfornevigte few features to successfully transfer user
data between communities or even comply with pgivaattings from other communities. The internal
and external interfaces of the second platformgbype have been defined using the WDSL language,
describing the platform interface in a single WSBacument, offering transparent APIs to other
platforms, and being flexible as new features caratdded to the platform in future. Flexibility and
interoperability is a central success factor fdufea platforms, as members of a community not only
work with one device or technology in one communhiut with a wide variety of technology and
hardware, switching between various communities.

PICOS showed the technical feasibility and the asmeptance for privacy enhancing features. To
help decision-makers, a business case should lietblassess the financial impact of integrating
PETs in a community platform. A central aspectuifife business models for community services is
the intermediary role of the service provider.

7 Legal Results and Recommendations

7.1 Introduction

Compliance to the European legal and regulatompérsork on privacy and data protection has been
an intrinsic element of the PICOS project. Thisrfeavork defines the limits within which the PICOS
applications should be both designed and deploleid. framework was taken into account since the
early stage of the drafting of legal requiremewtsthe PICOS Architecture, the PICOS Platform and
the PICOS Application Prototypes to the evaluat@intheir final versions. The relevant legal
framework has been extensively presented in previBlCOS deliverables, mainly in D2.3
“Contextual Framework'D2.4 “Requirements’D7.1 “User Evaluation Plan”.

In brief, the legal research in the PICOS projest,well as the legal evaluation of its results, was
based on a cluster of relevant legal documentspaowsions. The European Convention of Human
Rights (ECHR) was concluded in 1950 and aimed exfptiotection of human rights and fundamental
freedoms of the individuals. The right to respectgrivate and family life is protected in ArticBeof

the Convention. At an early stage of technologdmtelopments, it became obvious that reliance on
Article 8 of ECHR for issues relating to the praies of privacy and data protection in view of
technological challenges presented specific shionitogs that had to be overcome. First of all, it was
questionable whether Article 8 was sufficient tovaroall types of personal data. Secondly, Article 8
did not cover the right of individuals to accessitidata. Finally, the protection offered by Aréic®
does not cover actions that are conducted in tivatprsectof® The procedures set up by the ECHR

'8 CouNCIL OF EUROPE— PARLIAMENTARY ASSEMBLY (Rapporteur: @ERNETZ Karl), Human rights and modern
scientific and technological developments, Doc 2328.01.1968; B HERT, Paul and GUTWIRTH, Serge,
‘Making sense of privacy and data protection: Agprective overview in the light of the future of idiy,
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do not allow its direct enforceability from indiwéls. A complaint against an individual or private
party is ‘inadmissible for reason of incompatibility with tBenventiorratione persona&'™.

Convention 108 of the Council of Europe for the tpation of individuals with regards to the
automatic processing of personal data (CoE Corweritd85° was adopted in 1980 in order to cover
the gap that was created. As the European MembatesStdid not rush to ratify the CoE
Convention108, the European Commission proposecddoption of a directive that would regulate
the protection of individuals in relation to theopessing of personal data in 1990. The Data Priotect
Directive (1995/46/EC) was adopted in 1995 and @etshe general rules relating to the processing o
personal data. As already clarified in earlier PEC@rliverables, the ePrivacy and the Data Retention
Directives are not applicable to the current impatations of the PICOS project. Both these
Directives apply to providers of publicly availabédectronic communications services in public
communications networks, leaving outside their scppvate or semi-public services, as well as
information society services, and were therefore specifically examined during the PICOS legal
research.

The Charter of Fundamental Rights of the EuropeariJ (hereinafter “Charter”) was proclaimed
and published in December 2080Since the Treaty of Lisbon entered into force ba f' of
December 2009, the provisions of the Charter bedegedly binding for all EU Member States and
the Charter is considered as the “European Conetitu In relation to privacy and data protection,
the Charter provides for the respect for privatd gamily life (Art.7) and the protection of persdna
data (Art.8).

The legal research of PICOS has been conducteishenwlith the provisions and principles of the
aforementioned legal documents and has contribtotélde legally-compliant design and deployment
of the PICOS results.

7.2  Privacy by design

The choice of the PICOS project to take into actdhe legal rules that relate to privacy and data
protection from the design phase of the projecttanely on them through all the stages of thegltesi
and deployment, not only of the architecture, e ghe PICOS platform and Application prototypes,
complies with the “privacy by design” principle. &Hprivacy by design” principle is understood as
meaning that “privacy and data protection are embddthroughout the entire life cycle of
technologies, from the early design stage to tdeployment, use and ultimate disposalThe
“privacy by design” principle has been high in the Agenéldhe European Commissioithe “privacy by
design” principle has been promoted in relatioerieuring trust and security in the Digital Agenda f
Europe: “The right to privacy and to the protectafrpersonal data are fundamental rights in the EU

location-based services and virtual residenceNSTITUTE FORPROSPECTIVETECHNOLOGICAL STUDIES-JOINT
RESEARCH CENTRE (IPTS) (ed) Security and privacy for the citizen in the pospi®mber 11 digital age: A
prospective overview report to the European ParBammCommittee on Citizens Freedoms and Rightsicdust
and Home Affairs (LIBE(j2003, IPTS-Technical Report Series, EUR 20823, pN] 18.

19 VAN DK, Pieter et al.Theory and practice of the European Convention ammBin Rights(4th edn
Intersentia, Antwerpen - Oxford 2006), p. 29.

%0 CouNnclIL oF EUROPE Convention for the Protection of Individuals witbgard to Automatic Processing of
Personal Data (ETS. 108) (28.01.1981).

?10.J. C 364/1, 18 December 2000.

2 EUROPEAN COMMISSION, Communication from the Commission to the EuropRarliament, the Council the
European Economic and Social Committee and the Gtearof the Regions “A Digital Agenda for Europe”
COM(2010) 245, 19 May 2010, p. 17 (fn. 21).
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which must be — also online - effectively enforaesing the widest range of means: from the wide
application of the principle of “Privacy by Desigii the relevant ICT technologies, to dissuasive
sanctions wherever necessafy.”

Recently, the European Commission discussed thealyr by design” principle in the frame of the
upcoming review of the European Data Protectior@ive and the issues that need to be examined in
order to develop a “comprehensive and coherentoagprguaranteeing that the fundamental right to
data protection for individuals is fully respectedthin the EU and beyon&" The European
Commission admitted that “the ‘Privacy by Designihgiple could play an important role in [ensuring
compliance with data protection rules], includimgeinsuring data securify”’and is going to examine
possibilities for the concrete implementation a girinciple.

In the beginning of the PICOS project the legaluregments were drafted, with which the PICOS
Architecture, as well as the PICOS Platform and ligpgion Prototypes, should comply. In this way,
PICOS realised the privacy by design principle andured the compliance of its results with the
existing European legal framework on privacy anthdaotection. The evaluation of the results of
both development cycles was conducted against tegserements and specific issues were dealt with
during the deployment of the prototypes. Mainlye thgal evaluation focused on the compliance to
the data protection principles (specifically thenpiple of fair and lawful processing, the prineipf
obtaining data only for specified and legitimatergmses, the principle of data minimisation, the
principle that personal data shall be accurate arbre necessary, up-to-date, the principle that
personal data shall not be kept for longer thateisessary for the purposes and the principle @& dat
security. The legal evaluation of the results & finst cycle of PICOS (PICOS Platform Design &
Architecture, PICOS Platform Prototype and Angli@mmunity Prototype), as included in
Deliverable D8.1 “Legal, economic and technical lesion of the first platform and community
prototype”, concluded that PICOS is designed aroged respecting the data protection principles
and the protection of the rights of the data subjacPICOS.

7.3  User control via the Policy Manager

A major contribution of the PICOS project to théhancement of the protection of the privacy of the
users and the strengthening of their control oveir personal information is the Policy ManagereTh
Policy Manager enables the user on the one haratette rules about his Presence, Location or
Profile information, for a contact, a Sub-community the whole public community and on the other
hand to modify or delete them at a later stage. ddwdiguration of policies via the Policy Manager
expresses the consent of the user to the procee$ihgs personal data for specific purposes. For
instance, the policy manager has been found vesfulig relation to the processing of location data
of the users for the provision of a location basetvice. The user consents to the processing of his
location data defining the details relating to lbma and is given the opportunity to even blur his
location in order to protect his location privacy.

23 EUROPEAN COMMISSION, Communication from the Commission to the EuropBarliament, the Council the
European Economic and Social Committee and the Gtieeof the Regions “A Digital Agenda for Europe”
COM(2010) 245, 19 May 2010, p. 17.

24 EUROPEAN COMMISSION, Communication from the Commission to the EuropBarliament, the Council the
European Economic and Social Committee and the Gtieeof the Regions “A Digital Agenda for Europe”
COM(2010) 245, 19 May 2010, p. 4.

5 EUROPEAN COMMISSION, Communication from the Commission to the EuropRarliament, the Council the
European Economic and Social Committee and the Qtesrof the Regions “A comprehensive approach on
personal data protection in the European Union” G2MMO0) 609 final, 04 November 2010, p. 12.
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7.4  Targeted advertising

A major contribution of PICOS in the research orbitesocial networks lies in the advancement of
privacy friendly methods for the provision of tatge advertising. Such targeted advertising can be
achieved either as direct marketing from the marketr the advertiser to the user (B2C
communication), or in the form of viral marketingiin a user to another user (C2C communication).
The techniques developed for the delivery of tadeadvertising do not necessarily respect the
privacy of the users. A prominent example is therRhtechnology that resulted in the referral of the
United Kingdom to the European Court of Justicgtmnway it transposed the European rules relating
to the confidentiality of communications.

Grant Agreemento. 215056

“Phorm” functions by taking a copy of the infornmatithat passes between end-users and websites,
which involves the use of Policy Based Routing (f8Br Deep Packet Inspection (DPi)Each user

is allocated a unique identifier, a unique numlvenich is stored on their computer in a codKie.
Phorm technology examines the browsing habits arsusn order to determine categories of
information, in which they are interested, knowrf@sannels”. These channels are associated with the
browser’s unique identifier, so that advertisingn dae targeted to the user's interédtShe U.K.
telecommunications operator, BT, carried out in@8ad 2007 two trials of Phorm on its broadband
customers, without informing them and obtainingrtipgior consent. In the end of 2008, BT carried
out a new trial of the Phorm technology, for whiblke consent of the participants was requestedeSinc
April 2008, when it was revealed that BT had ségredrried out the Phorm trials in 2006/2007, the
European Commission received numerous questions . citizens and Members of the European
Parliament and started an investigation on the hay the U.K. has implemented the European
provisions relating to the confidentiality of commications. This investigation led to the initiatioh

a legal action against the U.K. and its referrahi Court of Justice.

The example of Phorm illustrates the degree to lwite privacy of the users can be infringed via
targeted advertising techniques. The abundancesrspal information on the users, their interests
and their relation that is currently available kiséing social networking services, makes the gdoun
fertile for such infringements. PICOS, as a platfdhat values the privacy of its users, introduaed
privacy-enhanced model for targeted advertisingath aforementioned expansions, B2C and C2C.
The legal evaluation of these models resulted iecifip suggestions for the improvement of the
systems and criticised the deployment of viral ratirg techniques in PICOS applications.

7.4.1 Business to Consumer (B2C) Communication for advara targeted
advertising

The current deployment of direct marketing techagjis based on the direct communication between
the advertiser and the user. Instead of enabliog girect communication, PICOS proposes that the

% According to the Glossary of the company CISCdicydBased Routing is the method of using route sn@p
alter the route selected for a packet, availablmemt
http://www.cisco.com/en/US/docs/switches/datacésiweb_x/nx-
os/unicast/configuration/guide/I3_glossary.hf{takt accessed on 23.03.2011).

2 CLAYTON, Richard,The Phorm “Webwise” System (last revised 18 May8200. 2, available online at
http://www.cl.cam.ac.uk/~rnc1/080518-phorm.fldist accessed on 23.03.2011).

28 CLAYTON, Richard,The Phorm “Webwise” System (last revised 18 May8200. 3, available online at
http://www.cl.cam.ac.uk/~rnc1/080518-phorm.fldist accessed on 23.03.2011).

9 For a detailed technical description of Phorm,@eerToN, Richard,The Phorm “Webwise” System (last
revised 18 May 2008available online atttp://www.cl.cam.ac.uk/~rnc1/080518-phorm. fidfst accessed on
23.03.2011).
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social network provider serves both the advertiseis the consumers, while respecting their specific
interests (e.g. privacy of user§)n particular the PICOS platform needs to provideome hand an
interface for advertisers, which allows them tofigure what they want to advertise and to whom. On
the other hand the provider needs to identify thersifor which a particular advertisement might be
relevant and provides them with this advertiseni@nThe legal research in PICOS examined the
compliance of the model for B2C Communication falvanced targeted advertising that was
developed in PICOS and came to some interestiraj fieglings.

Article 5(3) of the ePrivacy Directive is applicalib any entity that stores information or gainseas

to information that is already stored in the terahiequipment of the user and specifies that such
actions are only allowed on condition that the Uses given his consent, after having been provided
with clear and comprehensive information. One #ggng issue that came up in the application af thi
provision related to the concept of “terminal equgmt”. The PICOS Architecture allows for the
storing of user information both at the clientvwaal as at the server side. While the gaining axtes
information that is stored at the client side by focial network provider falls undoubtedly undes t
provision of Article 5(3) that requires the consehthe user, it is questionable whether the sgpah
information at the server side fulfils the condiigofor application of the provision. Our suggesti®n
that even in this case, the concept of the termgégalpment should be understood in a broad way and
the consent requirement should apply. In any dasee is fertile ground for future legal reseanch i
cases where the “terminal equipment” of the useesdhot comply with the traditional model of a pc,
laptop, handheld device etc.

The legal evaluation examined whether the procgseinuser information by the social network
provider for the delivery of targeted advertisimgthe PICOS model fulfils the two conditions set ou
in Article 5(3): (a) the user has given his congerthe processing of his data for targeted adsiagi
purposes, and (b) the user is provided with clear@mprehensive information that the data will be
processed for targeted advertising purposes. Therduprocess for setting up a rule by the user via
the Policy Manager that allows the processing sfitiormation for targeted advertising purposes is
in principle in line with the conditions of Articlg(3). However, in view of the fact that PICOS aiais
the offering maximum protection to the privacy bétusers, it has been recommended that, when the
user wishes to establish a rule for targeted aidusgt he is provided with clear and comprehensive
information, possibly via a pop-up. The informatisimould cover not only the types of his data that
are going to be collected, but it should also dpetiat the data are going to be used for targeted
advertising purposes. Additionally, the consenttlté user should be obtained before the social
network provider realises any matching activity.eTéreation, configuration and activation of the
relevant rule can be considered as consent of ¢ke 10 the processing of his data for targeted
advertising purposes. The consent of the user eanalid for subsequent collection of data for
targeted advertising purposes, but only for a Bohiperiod of time, for example one yéhFinally,

the user should be given the opportunity to améwdtargeted advertising rule and object to the
further processing of his information for targetadvertising purposes. These recommendations
should be taken into account not only for futur@ldgments of PICOS applications, but for future
research on targeted advertising techniques inrgene

%0 D4.2 “Platform Architecture and Design 27, p. 125.

%1 The Article 29 Working Party made a similar sudigesfor the expiration of cookies that are usedtéwgeted
advertising purposes:RXICLE 29 WORKING PARTY, Opinion 2/2010 on online behavioural advertis{f 171,
adopted on 22 June 2010, p. 16.
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7.4.2 Viral Marketing — Consumer to Consumer (C2C) Communcation
for advanced targeted advertising

PICOS is designed to support also Consumer to QoaisyC2C) communication for targeted
advertising. The PICOS model for C2C communicat®iased on the principle of viral marketing
and allowed the marketing message to be spreadgtherPICOS users. The PICOS deployment of
viral C2C advertising enables various methods, sigcthe spreading via a context link on a specific
website or the use of banners with possibilitycioviard.

The PICOS model for C2C targeted advertising, wastrot only to identify adequate users and
provide them with the advertising message, but tdgarovide or support a motivation to these users
to forward the advertisements they receiXeThe legal evaluation examined the value of offgrin
such viral marketing techniques for a privacy-fdgnidentity management system. The legal
evaluation analysed the relevant provisions thatagplicable for the sending of targeted advedisin
via viral marketing and came to the conclusion tteppending on the technologies used, the PICOS
users should either give their consent to receivangeted advertising messages or they should be
given a means to express their objection to reegiguch communications. The proposed model in
PICOS does not seem to provide such alternativ@samnote the protection of privacy of the PICOS
users. Therefore, the legal evaluation recommemeglsibandoning of the adoption of viral marketing
techniques in their current implementation for PECOhis could be an interesting area for conducting
further research on.

7.5 Conclusions

The protection of the users stands high in theesbf the PICOS project. Abiding by the “privacy by
design” principle ensured the compliance of the@3Gesults to the data protection principles ard th
safeguarding of the privacy of the user. The leyaluation focused also on specific issues thatearo
in relation to PICOS. The configuration of policie@a the policy manager is a valuable tool for the
users to control and monitor the transmission andgssing of their personal data. For instance, the
policy manager gives the opportunity to the userspecify the conditions on which their locationada
will be transmitted for the provision of a locatibased service. Specific recommendations were made
in relation to the offering of targeted advertisivig B2C communication, while the offering of viral
marketing techniques in PICOS was criticised angbis recommended that they are not implemented.
PICOS identified areas for future research esggaiegarding the offering of targeted advertising i
privacy-friendly identity management systems, whoelm serve as an inspiration for future research
projects.

8 Conclusions and open issues for further research

Principal objective of the PICOS project was toealep an open, privacy-respecting, trust-enabling
identity management platform that supports the igiom of community services. To achieve this
objective, the PICOS consortium realised multi-ghisieary evaluations of the PICOS results in two
cycles. This present deliverable contains the eégpees deriving from the evaluation of the PICOS
results (PICOS design and architecture, PICOS@tatprototype, PICOS application prototypes) and
contains recommendations for future implementatiafisprivacy- and trust-enhancing identity

management systems in Europe.

%2D4.2 “Platform Architecture and Design 2”, p. 129.
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The PICOS project paid special attention to theeafassurance Assurance aspects were integrated
early in the project, i.e. during the project cgotcand initiation phase. The assurance activitiesew
properly phased, with the design phase precedirg ithplementation phase and prototype
construction in a two-cycle approach. The holisipproach adopted was beneficial for the assurance
work, and bringing assurance aspects early in tbgg has clearly helped in eliminating many risks
and threats already at the design phase. The rdegatopments relating to privacy and trust within
the European Union, such as initiatives and guidslifrom ENISA, as identified by the assurance
team, should be taken into account in future imgletations of PICOS or similar identity
management systems. The assurance evaluationfiertie need for further research relating to
reputation and the relevant rating systems. Moneae concept of the Privacy Advisor, which
presents a significant added-value for PICOS, shda further researched in the future. Finally,
multiple forms of authentication should be implenteehin future implementations of PICOS.

Thetechnical evaluation focused on various aspects of the PI(9dts.

The technical evaluation conducted witlt@mmunity focus revealed that it was very beneficial to
allow the users to transfer content from the Pe\rdom to a Sub-Community or to a repository in the
Public Community. Further research is needed irrmto prove whether the assumption made in the
PICOS project that making specific content elemearfitthe Private Room visible to external users
would weaken the Private Room concept. The PIC@fpr made extensive use of the concepts of
Public Community, Sub-Communities and the SharedkDEelowever, further research is required,
especially on how access policies are created andléd. The PICOS evaluation resulted in the
recommendation that mobile communities should lzaweb-frontend and not only be accessible via a
mobile device. The evaluation concluded with theoremendation that future projects with a
community focus and identity management systemeritbesa detailed and consistent API. Finally, it
recommended the integration of usability expertsnduboth the requirements gathering and design
phase of the systems.

The technical evaluation relating ltmcation data focused on the importance of the user consent. The
PICOS project, valuing the privacy of the userkved the provision of location based services only
after the user has given his consent. This wadseghlvia the introduction of an asynchronous
mechanism, which raises the limitation that a wseds postponed until details of user consents hav
been obtained. Future research is needed in hoefilme and set up policies in a more generic way in
order to overcome such limitations. Similar to fmelings of the assurance evaluation, the technical
evaluation relating to location data recommended &liture research on the privacy advisor and its
specific application to location based serviceswalt as on the privacy advisor itself. The PICOS
project introduced the social presence awarenassept, which was found to be very beneficial. It is
recommended that the concept is integrated in dut@search projects that can focus on the
investigation of automatically adjusted privacyip@s not only relating to the location of the ser
but also with regard to context attributes, suctp@sence state, mobile phone capabilities etc. In
general, further research is needed on findingbtlance between the privacy of the users and the
processing of location data of the users for theaanement of additional functionalities of location
based services.

The usability evaluation of PET features revealed that the users appreerdtanced PICOS privacy
mechanisms, such as the blurring functionality, amication using the private sub-communities and
the privacy management on a granular level. Howeat@ras difficult for the users to understand the
concept and value of some PICOS features (e.gatt@l identity concept) especially during thesfir
community trials. The usability evaluation of th&TPfeatures was partly overlapped by effects of
overall device related usability and performancebpgms particularly during the field trials. The
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separate conducted concept evaluation during tbensecommunity lab test and field trials showed
that the users appreciate the implementation oOBIConcepts in a broader application context than a
singular community specific platform. Furthermoreltiple ways of accessing the platform (e.g. via
web frontend) are appreciated by the users. Furdserarch especially on quantitative methods should
be conducted to facilitate measurement of satisfacdf users regarding usability with research
prototypes. Common methods measuring user saisfiasith usability are mainly developed for an
industrial context and results are hard to intdrjpra research context.

In the beginning of PICOS there was an anonynwusie questionnairebroadcasted, which aimed
at the gathering of user opinions about trust aindgpy in online communities and at addressing more
specific and functional PICOS requirements relategrivacy and trust issues that would lead to
functional PICOS features and components. The teesfl the questionnaire demonstrated that
concepts on improved trust, privacy and data mamagein online communities should be developed
in close co-operation with the requirements af-asers. It also showed that the PICOS approach to
translate user opinions on trust and privacy frotarviews and questionnaires into “real world
applications” was successful. Based on the resdltse trials (users rating) the PICOS project was
able to evaluate and to verify that the translat@inthe requirements as concluded from the
requirements gathering process into functionalitiese in the majority successful.

The economic evaluationshowed the importance for the community serviaaviplers to take the
role as an intermediary when offering third pargrvices. By preserving data sovereignty, the
community service provider avoids privacy breachied misuse, and provides the user with control
over his privacy and data. This helps to preseneettust between the community members and the
service provider. The PICOS project demonstratexl tdchnical feasibility of privacy enhancing
features, especially relating to the delivery afjtded advertising in a privacy friendly way. Ferth
research is needed in the assessment of the falamepact of integrating Privacy Enhancing
Technologies in community platforms and in the rtbiat a service provider can play in them. Further
research is recommended on the optimisation ofnlessi models for the delivery of targeted
advertising in a privacy friendly way.

The compliance to the “privacy by design” princigasured the legal compliance of the PICOS
results to the data protection principles and thé&eguarding of the privacy of the user, as
demonstrated via tHegal evaluation The configuration of policies via the Policy Mgea has been

a valuable tool for the expression of user con$senthe processing of their personal data and it is
recommended that the concept of the Policy Managéurther exploited in future research. It was
recommended that further legal research is conducte the refinement of offering targeted
advertising via B2C communication in a privacy-fiiidy way, while the offering of viral marketing
techniques in PICOS was criticised. It is theref@eommended that viral marketing techniques are
not implemented in privacy-friendly identity managent systems, at least in their current
implementations. There is, thus room for futurecagsh in this field.
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Appendix A

The online questionnaire was compiled and rele@séde requirements gathering period of PICOS.
Many of the results and user comments were coreidén the PICOS concept compilation,
architecture and subsequent programming of feafiarethe PICOS mobile application which were
tested in the user trials. Along with the annotadi@n the questionnaire results, it was mentioned

which features of the PICOS application have bedected from those responses of the questionnaire
participants.

In order to verify if the selected PICOS applicaip based on the responses of the online
questionnaire, were useful under real world coadgj the user opinions from the trials were alledat

to the respective question in the online questisan@nentioned as “Related Results from the User
Trials”).

1. Demographic questions

Some demographic questions aimed to acquire inftiemabout the background of the participants,
such as country of origin, age and income. Thisrmftion is useful to evaluate the potential finahc
background which e.g. allows purchasing rather espe types of smart phones which is important
information related to the goals of the PICOS mbje
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This question aimed to get an idea, where the regmowere coming from. In total, responses were
achieved from 9 countries plus some other count&&sce recreational angling has pretty different
social reputation in different countries it is udeb consider responses across Europe and even fro
the US. The significant number of responses from WS are due to the participation of IFM-
GEOMAR representative and presentation of the PIG®&munity Concepts at the 5th World
Recreational Fishing Conference, November 10 -,17288, Dania Beach, Florida, USA.
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The question about the range of the income of éspandents was not specified from 23% of the
participants, which reflects a common behaviourve¥theless, it is obvious, that most of the
participants are supposed to be able to afforderatixpensive mobile devices. This confirms, that
there is hardly a bias in relation to questionsemgparticipants were asked what kind of deviceyg th

want to use in relation to outdoor activities ldegling. Apparently most of the participants wohbéd
able to purchase an advanced smartphone.
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The majority of the participants were between 20 @@ years, reflecting well the age structure al re
world angling communities. Angling is an activityhigh is not limited to a certain age range
(compared to the gaming community, where partidipane in the majority rather young). Virtually,
all age-groups are participating; in fact, anglingoeing considered as a life-long pastime actjvity
creating very stable real world communities, whigas a significant reason to target the angling
community in PICOS.

Related Results from the User Trials:

The selection for the participants of the PICOS-Lafd Field Tests and the Field Trials in Kiel and
Vienna had been accomplished with respect to thawfimg characteristics:

Being an active angler

Interested in innovative and mobile technologies
Experienced in using mobile phones

Participants can deal with an application in Enrglis
Diverse demographic background

Some anglers should already know each other

In Vienna, finally twelve persons, nine male (758ay three female (25%) in the age of 22 - 36 years
(M = 24,41) participated. In Kiel, 12 persons, onhalein the age of 18 - 55 (M = 29,83) years
participated

With this background of the participants and thiatesl age range, the trial participants were in a
similar range compared to the participants in théne questionnaire and it is certainly valid to
consider both groups as random samples from the papulation.

2. Sportfishing & Internet

Related to the topic “Sportfishing and the Intetnitere were in total 24 questions, the resultslie
majority of these questions is being presented.h&hes topic was chosen in order to get an
impression to what extent angler are using theooptivhich are available in the today’s Internet and
what kind of applications, community memberships. e&fre being used. The results from these
guestions were considered as a very important ifgruthe conclusion on the requirements of the
angling community related to the subsequent desfighe PICOS applications.
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Most of the participants were very experienced emglhich demonstrates that even the older, very
motivated angler are significantly interested ipgamentary tools that could enable angler to catch
more fish and have more fun doing it. Concludimnfrthe participation of many of the individuals

who responded to this questionnaire, the anglimgnoonity apparently would you take advantage of
such new tools.

Related Results from the User Trials:

The trial participants reported that they are tyainterested in “sports” (75%) and “travelling”
followed by “computer” (50%), “education” (50%) \nitall trial users are active angler with angling
being in most cases the leisure time activity with highest priority. The participants had diffaren
angling experience ranging from 12 - @@ = 21,75) years; the mean value compares to thétgesfu
the participants in the online questionnaire.
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For the majority of the respondents, fishing is tiest important pastime activity, indicating thia t
results of this questionnaire were highly relevémt the design of the PICOS angler applications
which were designed to be useful in real world aces.

Related Results from the User Trials:

All trial users are active angler with angling bgim most cases the leisure time activity with the
highest priority, which corresponds to the statenoéthe participants in the online questionnaire.
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Considering the replies to the questions abowwag not a surprise that most of the participarngs ar
frequently out for fishing. Thus, there commentd answers were highly significant for the design of
the PICOS angling community application.

Related Results from the User Trials:

On average the patrticipants of the user trials iishing 1-3 times per monthihey spend on average
5,5 hours with fishingAll participants (100%) answered to the questiorattould be a reason to
deter them from anglinghaving not enough time”.

The angling frequency of the participants in thdinen questionnaire was significantly higher
compared to the participants in the user trial. elosv, the reason given for not being fishing more
frequently was the same“lack of leisure time...".
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This result clearly underpins the significance oglang as the major lesiure time activity; thoseowh
are dedicated to this hobby frequently go fishimgl gust other responsibilities prevent them from
being out for fishing more frequently.

Related Results from the User Trials:

The majority of the participants answered to thesgjion what could be a reason to prevent them from
angling: “having not enough time” (91, 67 %) folled/ by “no friends with the same interest” (16,
67%).

The major reason for the limited number of fishings was the same as mentioned in the online
questionnaire (70% replied “not enough leisure timige
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The responses to this question clearly demondtratehe Internet and its facilities (e.g. chatmsan

online angling communities) are the most importantirce for acquiring information about sport
fishing. The result confirms that the member oflerggcommunities was an appropriate target group
for the PICOS concepts and applications.
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This question relates to the previous one (whatcgsu..) and demonstrates, that at least those angler
who were interested to complete this questionnaimrgsider themselves as experienced user of the
Internet (this was also an important criteria fog selection of the trial users for the lab antiifiests

and trials).
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This last question relates to both previous questi@2 and 13. Since the participants confirmeat, th

the Internet is a significant resource for inforimatabout angling and the majority also confirmatth
they are frequent users of the Internet, the resgmhere are consistent.
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The answers here are somewhat ambivalent. As eeqyettie acquisition (“download”) of knowledge

from other community members, from expert systebmitfish and angling experience is appreciated
from most of the participants. However, concerring active participation (“‘upload”), specifically

from mobile devices split the participants. Manytledm want to use the mobile device for immediate
communication with the community members (e.g. lcatport and photo); but many others do not
consider this feature as significant. It is assuntieat here experience is the major driver forrtarire
of the response; those who have already experienite uploading information from the mobile
device are in favour of such options, and others hdwe not yet tried it, rather neglect it.
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It was important to know, to what extent Anglerse grarticipating in virtual (online) angling
communities. It was expected, that those who amember of an online angling community would
rather appreciate the PICOS mobile applicationafmier and would like to try it.

Related Results from the User Trial:

A number of trial participants mentioned that thase registered members in online angling
communities (“Anglerboard”, “AngelnXXL”, “Tightlines™, “Barsch-Alarm®, “Angler-Online”).
Two participants (20%) already were member of alinenangling community, which provides
already mobile access (“iAngler”).

These statements corresponds well with the re$ulieoonline questionnaire, where about 50 of the
participants confirmed that they are participaiimgnline angling communities.
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This question was a very important acquisition efuirements for the design of improved trust
measures of the PICOS angler application. In masgs, anglers want to share their information, but
rather with known buddies from real world as wedl kmown contacts in online communities. The
evaluation of this kind of questions was a triger the compilation of the “private room” and
“private sub-community” features in the PICOS Amgieplication.

Related Results from the User Trials:

The most used functionalities in the user trialgenthe Public- and Private Sub-Community, the
Catch Diary, the Species Summary and the locatased services (e.g. locate a buddy, watercourse
advisor). Further the users reported that theydlitkee privacy enhancing features (Privacy Manager),
especially the blurring of their own geographicaidtion.

The trial users were in common with the opiniorihaf online participants: they are interested teehav
their private room within the community and juststtare selected content with the other community
members.
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This question was providing indications, if theatrcommunity would appreciate a link to a global
online information system on fish (FishBase) inesrtb verify a catch, to read about maximum size of
a certain species, their feed, spawning seasonSiette the reaction was positive from the majaoity
the participants, a special version of FishBase in@grated into the PICOS angler application (and
rated very positively in the user trials).
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This question was a follow up of the previous gestThe majority was interested in such a service.
Those who are probably familiar with the FishBaserises, voted for such an option. In the PICOS
application, generic features as described above designed (the service was not offered from the
FishBase facilities in the user trials).

Related Results from the User Trials:

In the user trials, the participants were askettiéfy would you use the PICOS angler application or
several of its functionalities in the future. Mogsers answered that they would use several
functionalities of the application, mainly the coommty functionalities and the catch report feature.
Additionally the location based services and infation on watercourses were of interest for the
users.

Basically, the trial users were interested in samifeatures of an online angling community as
compared to the participants in the online questiine (since there were no discrete features fized
the PICOS application at the time when the onlinestjonnaire was submitted, a straight comparison
of features is not feasible here).
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ipants have a profound insére protect their personal information and relate

data. This result was considered with the impleatgor of the “privacy manger” functionality and
the “private room” (my diary) facilities in the PGIS angler application.
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The response to this question indicates, that emghho were registered in an online angling
community not necessarily wants to see the samef $eatures as compared to the usual online social
communities. Anglers are apparently very much fedusn their specific target, to catch more and

bigger fish. Thus, the social features in the PIC&§ler application were targeted to provide the
maximum usage for angling.
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This question relates to a previous question ablovéhis case, just advertisement was mentioned as
one source of information for angler in an angloogmmunity. Only a minority reject completely to
receive information about e.g. trends and techrdram tackle shops. Most anglers are interested to
be informed once new equipment is available. Thnsthe PICOS project, this approach was
discussed as a feature for the trials (implementésgs on receiving advertisement from a certain
tackle shop owner, including a score system, bgteated because of limited time resources.
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This question was targeting the reasons, why asiglesuld decide to join an online angling
community. One of the stronger arguments was tmlabhout new trends and techniques, to exchange
experience and general interest in this topic.

Access to your online angling Community

Afterwards

While fishing
(Mobile)

4 3 ) *

This question provided important information abthg envisaged access to an online community.
Although in the majority, angler apparently preferdeal with their angling community before and
after finishing fishing activities (most probablgdause of the more convenient access through laptop
or desktop PC) there was a number of participahts would use the mobile version of their angling
community while fishing (e.g. to upload catch répa@nd to inform buddies about their location).sThi
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result was providing a strong argument not jusiebver a mobile version of the PICOS application
but also to provide access through a regular bnoingerface from the PC.

Related Results from the User Trials:

In the user trials, participants were asked in Whiontext they guess they will use the PICOS
applications. Most of them replied that they wanuse it before, while angling and behind at home
(using the web interface). Frequencies of the actesthe PICOS application and the specific
functionalities for each context situations are icksol in Error! Reference source not found.
(example for the Vienna trial, similar in Kiel).
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Most of the participants used the mobile applicatioring angling, at home and during leisure time
activities. In comparing expectations and behavitass people expected that they will use the @evic
after angling compared to the frequency they altueded it beyond angling activities. In almost all
cases people used the mobile application more aftethe specific situations than they expected.
Interacting with the mobile application, the mosed functionalities were the passive functionaitie
(reading something). Contrarily the web interfacgswnost of the time used to create a catch report
and to add contacts.
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This question aimed to get information if the pap@nts are rather experienced user of online #§oci
networks. It was expected, that experienced angter rather more interested in new angling
community concepts and applications.

Related Results from the User Trials:

About 70% of the user trial participants reportedttthey are a member of an online community and
mentioned that they are using online communitieawerage 1-5 times per week. The majority of the
participants are member of Facebook (41,67%), S8#Zi83,33%) and MySpace (25, 00%).

This result demonstrates that significantly mora wsers are member of social community compared
to the participants of the online questionnairee Téason may be that the age structure was somewhat
different comparing both sources of information.eTparticipants in the online questionnaire were
more equally distributed over the age scale, heret were younger participants in the user trigds (
common that younger people tends to be more opgmtsocial networks).

3. Privacy

In the “Privacy” section, in 14 questions the papiints were asked to provide their opinion abbet t
topic privacy, related to online media. Since ofeghe major goals of the PICOS project was to
improve the privacy in online and mobile commurstithe information which was gathered here was
a firm ground to provide requirements to the amttiiire level of the PICOS angler application.
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This question was to achieve indications, if thetip@ants are aware that they provide a substantia
amount of personal data to the provider of the canmity in the registration process and related to
their participation. Obviously the majority of tiparticipants were aware that they disclose seesiti
personal data in the process of participating. Tédgsilt was important to consider raising awareiress
the PICOS angler application whenever personal ata#eing disclosed to the community.

1) ) 5 )
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Many of the participants were aware, that persdagh which are disclosed in various networks and
online communities can be accumulated across thgopins and can result in a detailed personal
dossier which can easily be misused. Thus, thenhajeplied, that they are very worried about this
potential misuse of their data. For the PICOS mipjhese statements were an important starting poi
to develop the concepts for the angler prototyg#iegtion.

*

This question relates to the previous question taldaital dossiers and continued to mention the
nature of possible misuse of personal data accuionland the commercial value of personal data.
Again, the majority, at least those who are awdia such misuse is feasible, replied that they
consider this fact as worrying.
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Most of the participants are concerned, that tlesgmt Internet search engines (e.g. Google) may be
able to gather personal data of a person acrossitnimet and provide it to third parties withouya
kind of feedback mechanism with the owner of thiada

7) g
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The majority of the participants are obviously retged to apply technologies which can help them to
protect from the risks which were addressed inpievious questions, but only a minority knows
about those kinds of options and how to use thesanm It is obvious, that there is a lack of
knowledge about protection measures and this wksoadedged in the user trials in the PICOS
project.

Related Results from the User trials:

Most of the trial participants embraced the geneoalcept of the angling application and the privacy
functionalities of the PICOS angler applicationt louticized the implementation, the feedback it
provides and the design.

In general, the user obviously appreciated newagmbres to enhance trust and privacy, however there
can be a failure in applying such means becausge dhe too complicates to use; this statements
confirms the opinion of the online questionnairetipgpants, who knows about methods to improve
protection of private data, but had no clue howse it.

23 8)
8 #) *

For the majority of the participants it is importéan be able to verify, that all personal datadeketed
when cancelling a community membership. In PIC®S, kind of user requirement in an improved
security of their personal data was consideredras@king functionality which ensured that no trace
of a person are left behind when cancelling théigpation in the PICOS community.
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*

There was no common sense in response to the guiestiuser interfaces in networks and online
communities are easy to manage, specifically theagy settings. Obviously, there is much desire to
improve this part of online communities. PICOSdrie consider this concern in their applications.

) *
The majority of the participants do not like thetfahat their data are stored in countries whiateh
different level of data protection. Facebook wastiemed here as an example.
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From the replies to this question it can be cormilidhat the terms and conditions about the hagdlin
of privacy in online communities are not transpsreso much to read and not presented in a streictur
which is easy to understand for the majority of tiser. In PICOS, simplification of such terms and
policies was discussed related to the conceptePliCOS applications. There was a common sense
that the aim must be to provide only short and senterms and conditions which can be read and
understand in a few minutes, otherwise no user dviaad it.

Related Results from the User Trials:

The trial users were asked, how they would rateddi@a protection and identity functions of the
PICOS application. Most of the users appreciated dption to hide specific data in the personal
profile on a detailed level. However, most useliticized that the means which helps to protect
private data such as the policy creator is hadigcover and was very complicate to handle.
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*

Protection from unwanted advertisement and spama Mish of most of the user of Internet
applications. In this question the opinion of tlsemabout the handling of their personal data imen
communities was requested (e.g. e-mail addredsésins out, that the majority of the participadts
not believe in the protection of their personaladai online communities (although it is often
mentioned, that data are not provided to othermetefacilities).

C ) 5
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This question aimed to compare the behaviour opHré&cipants in online communities and with their
real world social contacts. Since many more indigid have access to personal data sets in Internet
communities compared to the real world contactsyds expected, that the participants are more
careful in their online communities. However, theras only a minority, who supposes to be more
careful when dealing with Internet facilities. Anyonity, as usual in online communities and

networks, obviously decrease attention relatetheécstibmission of personal data compared to the real
world.

1) ) 5))

*

This question connects to the question on the egh of technologies which can help online ueer t
protect from the risks of unwanted use of theirspeal data. The result here correlates to the
responses on the previous question: only a min&ntws about these agencies and how to use these
means for personal protection. It is obvious, tthetre is a lack of knowledge about protection

measures and although PICOS is not an “awarenegscrthese facts were acknowledged in the
user trials in the PICOS project.
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User names & passwords Use of pseudonyms
257 124
20 10
8,
154
6,
101
4,
5 2J
0 0
1 2 3 4 5 1 2 3 4 5
Biometric authentication (face, voice, fingerprint... ) Anonymous web-surfing
10+ 14+
124
8,
104
6 8
41 61
4,
24 2l
0 0
1 2 3 4 5 1 2 3 4 5
Privacy policy & settings assessment tools Abuse reporting
16+ 124
144 101
124
101 81
8 61
61 "
4
2] 2]
0 0
1 2 3 4 5 1 2 3 4 5
4 748" 8+ 9 )

The rating about the most interesting methods dtept privacy in the Internet is in common with the
presently most used measures: user name & passpsgddonyms and anonymous websurfing. The
PICOS project considered these ratings in theihitacture of the applications, although new
approaches such as biometric authentication werisised.

Trust

In the “Trust” section, 7 questions tried to verihe users view about trust in the Internet in gane
and specifically in online communities. The findsngn the trust section had a significant impact on
the design of the PICOS trial angler applications.

The following question required written commentsnfrthe user, which are cited below without any
editing.
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!
The following comments are selected as the moséeseptative about this question:
(1) Personal interaction, continuous exchange onlimatimg system and reputation of members;
(2) Maybe e-bay type to a certain extent, if not tisstiways a risk;

(3) Trusting to people in online communities is simitarhow | trust people in the real world.
Sometimes it is better to communicate online, beedius written;

(4) Over time, if you used the same site over againyandsee the same folks posting you can
weed out the folks who make sense and those whastrblowing smoke;

(5) Repeated communication and personal interaction;
(6) I don't trust anything that goes thru computers;
(7) Rating system of community members;

(8) All of the above. There are some people | haveandtfished with after meeting them online
and it has worked out well. There are otherslthatuldn't dream of ever meeting in real life;

(9) Trust the communities i visit because | know thepgde behind them;
(10) Repeated communication over time;
(11) Personal interaction in the real world;

(12) A combination of all mentioned mechanisms but mayer knowledge is the most important
and then communication and assessment of behawvibe ivirtual world over time;

(13) People | know from the real world;
(14) A rating system as applied e.g. in e-Bay;
(15) Good reputation about the info people provide duedt tboehavior;
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*

This question is asking for an essential conditioifonline) communities: to what extent user trust
into other members of the community and in the comitg owner. The responses indicate in the
majority a medium to a low trust level, i.e. theeuslo not expect in general an intention of other
community member and community owner to misuse thetisonal data, but they do not overlook the
possibility that personal information can be mislse

13 ) )
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The previous question dealt with the trust levelde of a community and among their members; this
question continues with the opinion about persdasd which are used outside their own community.
The majority strictly rejects, that their persodata and private information are being used outside
the dedicated community. The PICOS project has@eladged these results and provided means in
the angler application which allows the user toehthe full control over their personal information

(“privacy settings”, “private room”) and the optidga post information only to closed private sub-
communities where only invited member have access.

23 8 ) )

*

Most participants would appreciate an indicatothieir browser which indicates confidence into the
site. The background for this question was to aegmformation if Internet users care about privacy
and trust. It was obvious, that such an indicatoulel enhance the trust level for Internet user.
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The question if online community member care aliiotiieir personal data including their site actvit
are being disclosed to other community members avassvered equally with “yes” and “no”, with
some participants in between. In general, the tfpesponse to this question is supposed to depend

very much from the type of the community, if mensbare familiar with each other, if the user is a
frequent visitor of the site etc.

Related Results from the User trials:

The trial users were asked how they would evaltisedata protection and identity functions of the
PICOS application which relates to the questiorvabo the online questionnaire.

The majority of the users evaluated the data ptiotedunctionalities as very useful and positive. |
was obliviously for the users that the developerns gitention on these concerns.

This is a clear statement of the majority of thal tparticipants, that enhanced privacy and data
protection is appreciated in online communitiesjolwhis somewhat different from the results of the
online questionnaire.
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The presently used access controls to online contimsirare mostly user name and password. The
majority of the participants in this questionnaite not consider this means as really safe, but
obviously they are prepared to accept it since & iconvenient approach. This result indicated, tha

even more save access controls still need to beeoent to use and should not take more time as the
present means.

(3 ) )
6) ) *
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There is a clear voting from the participants tthety want to be warned, if their personal data are
shared in other resources without any kind of agesg of the user. In the PICOS project, this was
acknowledged with the “privacy manager”, which aioa fine granular permission setting and with
the “privacy advisor”, which warns the user if Isegoing to share sensitive personal data with other
members of the community. This concept may helpat@ about the users concern, as expressed in
the response to the above question, that no undiatatta submission will take place in the online
world.

Related Results from the User Trials:

The trial participants appreciated the Privacy Mgmaand the option of the fine granular settings an
the Privacy Advisor which warns the user when dmmspersonal data are about to disclose to other
community members which corresponds to the degiteeomajority of the participants of the online
guestionnaire; more than 95% of participants waritet warned when their private data are distributed
in a context they do not like.

Mobility

The questionnaire provided 4 questions which shinditate the requirements of online community
members who want to access their facility from rfelnevices. The results of this section were
important for the type of device which was supposetie used in the user trials and in general to
what extent applications will work on the type oévites most of the user prefers in their
communication.

What type of mobile device

Smartphone

Common mobile
phones

(4 3 ) 5 ) ]

The majority of the participants in the online gimmaire were obviously still using common mobile
phones which provide only limited options for a ri@laccess of online communities. However, since
the market of mobile devices quickly evolves argttirnover rate of mobile phones is very shors it
probable that many more users will switch to maneghssticated devices pretty soon (in 2010, about 7
millions of Smartphones were sold in Germany, addutillion are expected for 2011). In the PICOS
user trials, an up-to-date Smartphone was proviti€aKIA 5800) which allowed to take advantage
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from more sophisticated applications to accesstarmbmmunicate online and mobile (e.g. location
based services).

Related Results from the User Trials:

All participants were owners of a mobile phone. Thajority of the participants use their mobile
phone for “calls” (100,00 %), “SMS/MMS” (100,00 %hhd the “calendar” (75%). Only few are using
their device for web surfing and e-mailing.

The question how they like the text entry in thebifeodevice and how much text you would write
they answered from “as less as possible” to “SMBgtle’, indicating, that only with more
sophisticated Smartphone devices apparently moifuns will be used in the mobile context.

The assumption is in accordance with the onlinestjolnaire participants, where most of the
participants still own a common mobile device, véheo sophisticated features can be used while
being mobile.

The following question required written commentsepresentative selection of answers is presented
below.

0 !
1) Communities (e.g. GPS-like features, including tegging (latitude, longitude), navigation,
bluetooth, WLAN-Access, location based serviceg;etc

2) gps + LL, Bluetooth;
3) GPS, Camera, UMTS, WLAN-access;

4) | would need to think of specific examples of usafjthese features and know the cost to
assess if they would be interesting for me andhatwontexts;

5) GPS-like features, including geo-tagging (latitudegitude), navigation;

6) Where | am is irrelevant to the community, exceptwhere I live for commenting on local
iSsues;

7) Navigational mapping

8) GPS, WLAN, UMTS, camera, navigation software, inetraccess

From this list, it can be concluded, that mostipgrénts would like to switch as soon as possibla t
Smartphone, in order to be able to use all thoa&ufes mentioned here (GPS including , WLAN
access, Bluetooth).
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This question aimed to acquire information, if conmity member would use certain feature of their
Smartphone to access and to communicate with ¢beimunity while being mobile. This information
was specifically interesting in relation to thettea design of the PICOS angling applications, esinc
angler have to be per se to be mobile to be ahjesittice their hobby.

Related Results from the User Trials:

The trial participants mentioned, that they wouss the mobile features while fishing to a limited
extent; features specifically where more text isedesl, or photo processing, would be rather
accomplished from the PC at home. In summary, vetemessages and photos is welcome with the
mobile device, but submitting messages is limitedh@ntioned in the comments above (send text only
with typical SMS size).

There is obviously still a technical obstacle, ivhising mobile devices and the options to postemor

than simple text messages (which is common, asletded from the questionnaires and user

statements). Thus, it can be expected, that witteasing distribution of smart phones, the usage of
more sophisticated features will certainly incredsg. a comfortable “speech to text” feature may

change the user behaviour while being mobile.
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This question aimed to acquire information how ukahgler would consider location based services
which requires a Smartphone. The majority ratediaggelated location based services as interesting
and useful features of a community application l@n@re very pragmatic in their leisure time
activities), however there is some concern aboetftéte of the personal data which needs to be
broadcasted in the context of location based sesvie.g. my current position, thus the “Blurring”
functionality was introduced to the applicationhelTPICOS project acknowledged the results from
this question and provided related location bassdices which were much appreciated in the user
trials (e.g. “locate your buddy on a map”, “finddpide a fishing site/fishing spot”).

Related Results from the User Trials:

The trial participants were asked which functiotiedi of the PICOS applications they appreciated the
most in the mobile context. Among those featureglwitvere the used are the location based services,
the species summary followed by the watercoursesadvThe blurring option was hardly been used
in that context; apparently the user were familidh each other (already friends or becoming faamili

in the user trials) and most of them did not seentkbed to hide their position.

Summarising

Two questions tried to summarize the consequercdbd user behaviour of all those issues raised in
the previous questions about identity managemeaidt tind privacy and the other question tried to
verify, if the participants had experience with I@iTgeneral.
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In summary, only a minority of participants consiteto change their behaviour when dealing with
online networks and online communities. This wastaurprising, since in a number of the previous
questions about trust and privacy, many particavére concerned by the rather poor private data
protection in present online communities. It isuased, that the user stick to their behaviour bezdtus
is more convenient not to change the behaviour amdtedures (e.g. when visiting an online
community). Nevertheless, the PICOS partner arevinoad, that many user will apply better
protection means when they become available, whey are easy to use and would not take more

time.

(3 6 '
) ) *
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This question aimed to confirm that the majoritypafticipants in this questionnaire are experienced
user of ICT. This is an important prerequisite te fure that the responses provided in this

questionnaire were significant for the selectiod anmpilation of the features for the PICOS angler
applications.
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