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With the emergence of services for professional@ndite online collaboration via the Internet, man
European citizens spend work and leisure time Imercommunities. Users consciously eave private
information; they may also leave personalized sabey are unaware of. The objective of the ptojec
is to advance the state of the art in technologies$ provide privacy-enhanced identity and trust
management features within complex community-supmprservices that are built on Next
Generation Networks and delivered by multiple comiwation service providers. The approach taken
by the project is to research, develop, build téall evaluate an open, privacy-respecting, trust-
enabling platform that supports the provision ahaaunity services by mobile communication service
providers.

The following PICOS materials are available frora groject websitéttp://www.picos-project.eu

Slide presentations, press releases, and furthelicpdocuments that outline the project
objectives, approach, and expected results;

PICOS global work plan providing an excerpt of toatract with the European Commission.

PICOS Foundationfor the technical work in PICOS is built by thetaegorization of
communities, a common taxonomy, requirements, acdnéextual framework for the PICOS
platform research and development;

PICOS Platform Architecture and Desigprovides the basis of the PICOS identity
management platform;

PICOS Platform Prototypelemonstrates the provision of state-of-the-arvgmy and trust
technology to leisure and business communities;

PICOS Community Application Prototyge built and used to validate the concepts of the
platform architecture and design and their accéiaby covering scenarios of private and
professional communities;

PICOS Trialsvalidate the acceptability of the PICOS concepid approach chosen from the
end-user point of view;

PICOS Evaluationsassess the prototypes from a technical, legal sodal-economic
perspective and result in conclusions and policpmanendations;

PICOS-related scientific publicatioqmgoduced within the scope of the project.
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Deliverable D6.2a is a collective work by the WR&velopment team, whose members are listed
below.

We are very grateful to the angler community fatiteg and validating the first prototype and also t
those members of the PICOS consortium who congibtd its refinement and improvement.

The WP6 Team
ATOS, CURE, GUF, HPF, IFM-GEOMAR, ITO, and TMO,

Reviewers:
Bernd Ueberschaer, Leibniz Institute of Marine 8ces. Germany (IFM-GEOMAR)
Eva Ganglbauer, Center for Usability Research & Hegring, Austria (CURE)

Editors:
Rosa Vieira, Atos Origin, Spain (ATOS)
Elsa Prieto, Atos Origin, Spain (ATOS)
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The success of a software product is not only basesbphisticated technologies and developments.
The usability is key to the acceptance of this pobdy a targeted community, especially when the
ultimate goal is providing a marketable solutiomttltan reach a large amount of users and be
applicable under different conditions.

This general idea of acceptance and marketabditgiso pertinent for PICOS prototypes. Therefore,
after a fist implementation phase (angler v1 psgie}, it was critical to collect the user’s impriess
and feedback to make the necessary correctiongrgogrdvements.

Consistently the major goal of D6.2a is providingecond prototype (angler v2) for the angling
community that improves the first prototype by adasing thoroughly the reaction of the user to the
first prototype.

This deliverable D6.2a is the result of the workfpened by WP6 development team from January
2010 to March 2010, in line with the planned atitdg for the second cycle [1] and in synchronizatio
with WP5 work (platform side).

The starting point for this phase were the comnyunger trials in Vienna and Kiel [2][3], which
served for validation of the existing infrastruetyorovided by anglers v1 [4][5].

From the client-side perspective, the results dafs¢h trials pointed out the need for further
development on the angler v1 prototype accordirtgitomajor lines:

1. Enhancements on the mobile client application franfunctional and chiefly a usability
perspective.

2. Since a number of tasks could not be accomplisheal ¢onvenient manner on the mobile
device, the angling community was in need for areniof the mobile applications in a web
browser environment.

Additionally, from a didactic point of view, the ysical restrictions of the device (e.g.:

reduced screen, inconvenient keyboard), in comioinatith the complex structure of the

PICOS application, make it difficult for the user ¢valuate the PICOS concepts. This is
supposed to be much easier in a well known web $goenvironment.

The internal R2 investigation report (WP4) [7] gattd these features in a compiled set of priodtize
requirements. This was the main input for D6.2avegt Other important inputs were the results from
assurance perspective (WP3) [6].

This is a summary of the main changes performed:
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Improved stability by fixing reported bugs duringet WP6 test phase and WP7 trials.
Additionally this better performance is perceivadive end user as an improvement.

Optimization of certain application processes ideorto provide better response time to the
user.

Improved look and feel (GUI) including a betterusturing of the layout and navigation bar,
differentiation of elements and sub-elements, adhditian of icons, links and buttons that
clearly based on the user evaluation in order fwawve the usability of the device.

Inclusion of contextual help and context menu thapport the user guidance through the
application.

Implementation of new functionalities and extensioh the capabilities of the existing
features.

Development of a Web frontend (AnglersBase [8]pasirror of most functionalities of the
mobile application (except those related to LBSgrti@l IDs, Contacts, Public Community,
Sub-communities and Private Room.

The main output of D6.2a is an improved prototyaeg(ers v2) that will be used by the trial angling
community in the upcoming WP7 field trials (May 2)Jand will be validated during the subsequent
WP8 evaluation task.

The present deliverable D6.2a documents the mappravements on the first PICOS prototype
(angler v1) to produce angler v2.

The document is divided in two major parts:

The first part (Chapter 2) is an explanation ofritest important features of the second mobile
application prototype (angler v2) built as an immment of the first prototype (angler v1).
The structure of this chapter follows the use caappearing in Section 2.2 of D6.1
Community Application Prototype [4] for better coangon between both deliverables.

We strongly recommend consulting deliverable D&d further information on the client
application.

The second part (Chapter 3) provides the descnippbthe Web frontend (AnglersBase)
functionalities: Contacts, Partial IDs, Public Commnity, Repository, Sub-communities and
Private Room.

After the conclusions (Chapter 4), an Appendix MAemis the technical information (classes, methods
and diagram sequences) related to the web froréplication. We have preferred to leave this
information in the Appendix in order to ease thadability of the document and to keep coherence in
the description of both main sections of the deéisée.
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This chapter explains the new functionality in thent mobile application (angler v2) with regaad t
the first prototype (angler v1). The descriptiofldes the uses cases breakdown shown in D6.1
Section 2.2 [4]

Two items were added to this use case:

Help functionality: an “” icon is available at the bottom on the right @ame screens of the
client application. Help information is displayedhen the user press this icon (see Figure 1).
This new functionality aims at concisely explainthg user specific functionalities (e.g. map,
public community) and PICOS concepts, such asdbddintities.

Profile completion: during the registration processl after login in the community, the user
gets the option to enter personal data into hé firofile or to postpone this activity to a later
point in time. A notification with the questiob you want to fill out the profile NOW or
LATER? shows up when the user press thdl‘Profile” button. (see the figure below).

Figure 1: Registration
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No major changes were accomplished in thecess to the Commuriityse case.

As shown in Figure 2, only a house icon was adddtie login screen in order to enhance the visual
appearance and the mentioné&di¢on to display a help text.

Figure 2: Access to the Community

$ %

Two major changes were made in this use case:

GUI modification: existing button elements werelaggd by links in combination with icons
(as shown in

Figure 3).

Fill profile: The same than registration screenesiioning a Dialog the questioD6 you
want to fill out the profile for this new identityOW or LATER?is asked.

This enables the user to complete the profile aatmt to the new Identity that s/he is
creating. The profile can also be completed later o
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Figure 3: Partial Identities
& %

The changes on this module include:
The field “pseudonyrhin the root profile was renamed tbdgin Namé.

Profile fields had been regrouped and renamed ttah& platform restrictions about
policies to a single field and to a group of fields

The profile fields are now listed this way:
“Main Infd’ has the sub-fields:Ag€’, and “Gendet
0 “Location Infd has the sub-fields:Country and “Zip Codé

o]

0 “Messaging Info has the sub-fields: Email’, “Instant Messaging Narheand
“Preferred contact meahs

0 “Hobbies Infé has the sub-fields: Hobbies descriptioh “Fisher Typé
“Experience”, Fishing Method§ “Favourite Watercoursés” Target Speci€s

o “Misc Infd has the sub-fields: Membership clubds “Favourite fishing
destination’

As shown in Figure 4, direct rules can be appleedlavel 1 fields. The platform does not currently
allow creating a rule for Level 2 fields (sub-fislto Location Info, Messaging Info, and Hobbies
Info). Therefore these fields are found as a wlilthe policy creator. The rest of the sub-fielas o
the other hand, are available to make a rule ecathem alone.
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Figure 4: Objects in the Profile

% #

Some changes were made to the contacts screetieintorease the managing of the user’s contacts:

Addition of a context menu: when the user pickaop of his contact from the contact list and
press on hold, a context menu is displayed, showagral actions to execute (the same
options available inOptions command): send a message, show profile, show ap amd

create policy. Figure 5 shows how this context mendisplayed in relation to a specific
contact.
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Figure 5: Contact List

“Add contactslink: a new link was added to launch the seamhdxisting members in the
Public Community.

“Create Policy” Option: this new option was addedhe search, so when a user selects it, the
Privacy Manager will be displayed in order to assagprivacy rule to this contact.

Button elementsSearch and “Add contactadded (see Figure 6):

0 When user pressSearchi, a searching of contacts into the public commumitll be
performed, filtering by the string entered as patminto the field text.

0 When user presAtd contact, the selected contact is added to the user ctliat

Figure 6: Search Contacts
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The modifications on this module are:

(

Fixed bug for policy not correctly applying wherethcope was a single contact, and for
policies not being correctly created for groupsesources.

The former Policy Editor’ was renamed toPrivacy Managet in the wheel menu to
avoid confusions from the users.

The “Policy Creatot was deleted from the wheel menu, and can nowcbessed from a
button in the Privacy Manage€teate new rulé

Figure 7: Policy Manager

Meta-objects reference. The Policy Creator wasestibfl to internal rearrangement.
Policies were modified according to the level ohrgrlarity allowed in the platform. As
explained in Figure 4 (see section 2.4), it is possible to create policies on certain
objects. For example, to create a rule ergeriencg now the user has to create a policy
on the meta-objectHobbies Informatiofy where it is contained. A policy affecting
“Hobbies Informatioh will affect all its sub-objects, includinghtbbies descriptidh
“experienck “Favorite hobbies destinatiofjsetc. These meta-objects are referenced in

the Profile screen, as well.

No major changes were applied to this component.
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New functionality was added with regard to modifyithe content of a post when this has not been
rated yet by other members of the community. Comsetly, this new feature offers the user the
option to modify subsequently his previously postedtribution,

Figure 8 shows the process of editing a post #ieeuser selects the optiodisplay a Post
The steps to perform this action are as follows:
Select the post text and make the desired chamgis§ or adding new text)
Go to “‘Options command and selecSubmit changés

If this action is processed correctly on the serside, then the client will receive a
notification, and the messaggour POST was modified correcthyill be displayed to the
user.

Figure 8: Public Community

The repository speed and performance was greagyowved. Main changes include:

Category attributes edition: the category attrisw@n now be updated by the owner
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Repository performance: the repository screen lagdfaster and needs less calls to the
platform now since it only loads the content paegary on demand (only when the user
opens a category).

Container management improvement: now the conemte deleted quickly without the
necessity of update the whole list after confirmati

The content elements from a category were reorgdriar better identification.

Figure 9: Repository

% +

No major changes were applied to this component.

, HH#

No major changes were applied to this component.

##

No major changes were applied to this component.
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TMO and the rest of WP6 partners who are involved development task, added a new graphical
support to improve the usability and enrich ther esgerience for the second prototype at the client
side.

The trial user of the Angling Community were askifoy better support of direct manipulation
possibilities in order to enhance the interactiorthe@ level of the GUI. They asked explicitly to
support context menus for contacts, messages, agatses, and fishing spots and where meaningful
in the application Ul. Further, they asked for ateat-sensitive help possibilities and the usage of
adopted terminology in the respective community.

The changes were carried out in coordination wWithRE's usability experts who continuously
evaluated the changes performed (i.e. common retestesession with the real device). The main
changes applied are:

Introduction of new look and feel and widget styfes the whole application (i.e. button
styles with coloured feedback, used backgrounducsltor the screens etc.).

Support of icons in the menu bar as well as differinks and buttons for better user
perception and functionality recognition.

Adding context-sensitive help support at differlavels (i.e. context menus and explicit help
icons in all screens). The new help structure sappwavigation among the different parts of
the offered help. This application-wide help stuanetcontains help text especially for those
screens that are critical for the usage purpos€4Q@DS.

The following figure (Figure 10) shows e.g. how thew menu bar supports icons and switching
between available identities (left picture), ashaslhow the identities screen supports links vaitins
(middle picture) and help (right picture).

» momo ® momo SO0
momo <ommunity ®Map @Identities |

mohamed74 These are your identities @®

Test momo v

momo2 A
& Set as default gDelete identity

D Help

The angling
application enables
you to have several
identities within the
Picos community.
You may want to
have a different
identity when
interacting with a
different
sub-community. For
your partial identity
you cannot change
your Age and your

Gandar whirh ara

Logout New identity

[ ]

Set profile @ Create identity

Figure 10: GUI improvements
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It was also aligned the usage of the links andstjles of textual descriptions in the whole appiaa
for homogenous and consistent screen presentaiowefl as the support of context menus for
different items (i.e. contacts, messages, watesesyifishing spots etc.). In general, clicking be t
item in the corresponding screen shows the comextu and displays selected functionality for the
respective item if supported (e.g. adding or remg\a contact from a contact list, showing contdnt o
a message etc.).

Further, the support of better highlighting foresméd list elements was included. The followingifey
depicts how a selected contact is highlighted whit red colour in the contact list (left pictura)da
which context menu is shown when clicking on igfiti picture).

® momo sQoce ContextMenu
< |&Contacts mMessages box &>

& Add contacts

@ Cure.eva
reputation eeeco

= @ georg-1
L reputation eecoo Start chat

Send a message
Show profile
Show on map

@ padidi Create policy
reputation eeoco

@ testerl

reputation eeooo

@ Marc Wilhelm

reputation eeooo

Back @

Figure 11: GUI improvements in Contacts List

The navigation bar was redesigned to support easgsa to various profiles and privacy related
settings (left picture) as well as changing presestatus and location settings.
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< |4 Contacts m| Profile
Root profile
&% Add contacts ‘ P
Settings
@ cure

reputatio

vacy Manager

+ @ georg-1

reputation escees

@ Marc Wilhelm
reputation eecce

@ padidi

reputation eesee

@ testerl
reputation eesooo

Cancel

® momo L) E

< [fContacts mMessz @ 0nline

@offline

S Discreet

4% Add contacts
@ Cure.eva

reputation eeeco

+ @ georg-1

reputation seooo

@ Marc Wilhelm
reputation eecoo

@ padidi

reputation eecee

@ testerl
reputation eesooo

Cancel

soFe
< |&Lontacts mMessag| Location
@on
@ blur
€ off

@ status

& momo

&% Add contacts
@ Cureeva

reputation eee

. @ georg-1

reputation esese

@ Marc Wilhelm
reputation eecoce

@ padidi

reputation eecse

@ testerl
reputation esose

Cancel

Figure 12: GUI improvements in the Navigation bar

The new home screen of the PICOS client applicaitidorms now about online contacts. In the
following figure, the left picture represents araeple for the case where no contacts are onlinkewhi
the middle picture shows an example for what trex gee, if one of his contacts is online. The right
picture shows the available functionalities throtige context menu.

ContextMenu

B testerl ® momo

s0ce

| Home & Contacts mMessage >

coce

| ‘®Home &Contacts mMessage >

Online contacts:

‘ Marc Wilhelm

No contacts are online

Start chat
Send a message
Show an map

Startchat @

Startchat @

Figure 13: Home Screen improvements
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When choosing show on maj the respective contact will be presented onrttag like depicted in
the following figure.

Figure 14: Map

CURE's experts provided the used icons and included texts. The recent released versions of the
LWUIT library (from 1.3 on) were included at thaesit-side. In addition, the whole framework was
re-factored for the different GUI elements, whichproves its maintainability and performance.
Automatic logout is carried out after a given tiofanactivity. This inactivity time can be configed

in the “setting$ option into the Login screen

& |/ o " 12 3

The LBS use cases can be divided into three grolips:ones that use the user's own location, the
ones that use the location of contacts and the ¢mats use the location of fishing spots and
watercourses.

The LBS use cases in the first prototype of angleencountered a number of serious problems:
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Fishing spots and watercourses were retrieved frimenserver just in time. Thumbnails,
reputation and reputation history were retrieveddparate requests whenever required. Using
a slow connection (limited bandwidth) this resulte@n unbearable delay in response time.

The location of the user was retrieved from the GRBsor on demand. This usually took
around 30 seconds and often resulted in timeoutsti@r users that tried to locate this user.

The location of contacts was retrieved from theveseon demand which meant a notification
of users that were to be located every time or iogcthe location data of contacts which
resulted in obsolete data.

Fishing spots and watercourses were neither editadal removable. Once entered you had to
live with what you entered (typos and all).

The above problems were addressed by the follofuindamental changes:

1.

2.

3.

Fishing spots and watercourses are persistentlyecain the client's file system. When using
them for the first time in a session the user mayose to reuse the cached data or reload
them from the server. The user may load the lataist from the server manually when a fast
connection to the server is available and use chdhagéga when the connection is poor. The
thumbnail, reputation and reputation history atelattes of a fishing spot and watercourse
and are not retrieved in separate requests.

A location listener is registered with the GPS sefd the startup of the angler application so
that the current position is always available @&t &5 possible. The location is pushed to the
server whenever the location settings change bete®#' (set location to null), "on" (set
exact location) and "blurred" (set blurred locajioNote that this is also the case when the
current partial identity changes or a logout ort éxiexecuted. Depending on the location
settings in the Setting$ dialog the location is also pushed to the sefwaty when location

is "on" or "blurred") in a configured time intervat whenever the location changes by more
than a configured distance. Note that the listanechanism enables you to follow your
current position on the map.

An update location listener is registered with ¢gbever at the startup of the angler application
so that a user will be notified of location updati#sall his contacts. The former pull
mechanism is only used in the case that the lataifoa contact is not yet known on the
client. In this case the contact is notified tha tiser wants to locate him and can decide to
grant/deny the permission. Note that the listenechanism enables you to follow the
positions of your contacts on the map.

When fishing spots or watercourses have not yet beted they may be edited or deleted by
users with sufficient privileges (depends on thicps of the community).

The replacement of the pull mechanisms by the pstvler mechanisms has greatly influenced the
implementation of the former angler v1 LBS use sase
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Enable the Show my locatichoption in the map view options to show your catrcation on the
map. If available your position will have been fetd in advance from the GPS sensor. There is no
active call to the getLocation method of the lomatAPI. If you change your location your icon will
move accordingly to your position on the map.

Select the Centre on my locatidnitem in the map view options to centre the mapyouor current
position. If you change your location your icon lwilove around on the map and the map will be
centred again when your distance to the centreeglsca significant distance.

% /0 &'

While adding or editing a fishing spot you can year current location as the location of the fighin
spot using thel’ocate mébutton or enter a different location manually.

% /0 )

While adding or editing a watercourse you can user \current location as the location of the
watercourse using th&8cate mébutton or enter a different location manually.

313 -

Enable the Show contact locatiofioption in the map view options to show the cutrecation of
your contacts on the map. Contacts that did nadt plsir location to the server in the time sinceryo
application started are notified that you wantdoake them and can either grant or deny permission.
Whenever one of your contacts changes locationhanges the settings of the location sensor the
change is represented on you map immediately.

Select the Centre on contact locatidnitem and one of your contacts in the map viewians to
centre the map on the current location of the ainté the contact cannot be located you will be
informed of possible reasons for that (contactidfl contact's location sensor is "off", contaG@RS
sensor not working). Whenever the contact changeatibn or changes the settings of the location
sensor the change is represented on you map immdidhe map is centered again when you
contact moved out of the center by a significastatice.

Directly after registering the contact location afellistener and whenever a contact location update
notification is received the current street addreshe contact is updated in the contact list by
performing a reverse address resolution using @&ogiglps.
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Select the List watercoursésmenu item in the map view. This will display atlof all watercourses
including their photos and rating. When doing ttais the first time during the session you have the

choice to reuse the watercourses cached on yamt dr to reload the latest watercourse list from t
server. If you use the cached watercourses no ctaondo the server is required.

1)

Click the 'Reload watercoursésnenu item to reload the latest list of watercesrrom the server.
Depending on the connection this may take a wiifter retrieval the watercourses will be stored in
the client's file system for the next session.

)

Click on a watercourse icon in the map view or deuttick on a watercourse item in the watercourse
list to display the watercourse details includingrhbnail, rating and rating history. If you click the
thumbnail a zoom image is retrieved from the ser@écking on the zoom image closes it and returns
to the watercourse details.

) 1
Enable the Show watercourséoption in the map view options dialog to dispthg watercourses on

the map. The map image is retrieved from the Godddps server asynchronously whereas the
watercourses are only retrieved from the Picosesefyou decide to reload them.

")
Select the Center on watercour8détem and a watercourse in the map view optiorgodi to center
the map on the location of the selected watercoutdrnatively you can select the "Show
watercourse on map" menu item in one of the watessoviews. The map image is retrieved from the
Google Maps server asynchronously.

)

Select the Delete watercoursemenu item to delete the watercourse. You aredcasdeconfirm the
deletion and the changed watercourse list is stiordtk client's file system afterwards.

1 &'

Click the 'Reload fishing spotamenu item to reload the latest list of fishingpspfrom the server.
Depending on the connection this may take a whifter retrieval the fishing spots will be stored in
the client's file system for the next session. Nbsg all fishing spots are loaded in contrastrigler
application v1 where fishing spots where retriegadiemand either by watercourse or by coordinates.

& 1

Click on a fishing spot icon in the map view or btauclick on a fishing spot item in the watercourse
details to display the fishing spot details inchglthumbnail, rating and rating history. If youoklion
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the thumbnail a zoom image is retrieved from theese Clicking on the zoom image closes it and
returns to the fishing spot details.

& 1 1

Enable the Show fishing spotsoption in the map view options dialog to dispthag fishing spots on
the map. The map image is retrieved from the Goblglps server asynchronously whereas the fishing
spots are only retrieved from the Picos serveoif glecide to reload them.

1 & 1
Select the "Show fishing spot on map" menu iterorie of the fishing spot or watercourse views to

center the map on the location of the selectedniislspot. The map image is retrieved from the
Google Maps server asynchronously.

& 1

Select the Delete fishing spbtmenu item to delete the fishing spot. You areedsto confirm the
deletion and the changed fishing spot list is stanethe client's file system afterwards.

$"Ixx % '

Various improvements were performed for LBS funediility in the second version of the Community

Application Prototype. Those improvements affedveth, the client-side as well as the server-side
parts (WP6 Orchestration Layer) and primary tagyetehancing the performance and usability of the
prototype.

At the level of the client caching was extendedupport watercourses and fishing spots as well as
their thumbnails. Cached entries are stored inl fides and are valid until next reloads. In adalitito
this, the client performs many operations in thekigeound asynchronously in order to ease the
interaction at the GUI level. So for instance logdimages of the fishing spots and watercourses is
carried out in an asynchronous manner. Another plars the direct fetching of the location
information with the help of the GPS sensor atterdtart of the application since such operatikaga
normally an average of 20 seconds in most of thbeilmalevices. Further, the client internally uses
listeners instead of frequent calls of the WP5f&lat[5] getLocation() method. By doing this the
interested components will be informed in a pustnmea instead of pulling this data each time
needed. Finally, the configuration was improvedriggrating location related settings in the sg#in
dialog.

At the server-side the location information is tes&ch time the user is logged out and whenever the
GPS sensor settings changes. Furthermore, theatEputvalues and the reputation history were
integrated into orchestration layer (i.e. new argHactored methods getReputation() and
getReputationEvents() added to watercourse, getigishotsByCoordinates() and
getFishingspotsByWatercourse() replaced by getigspots()).
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In addition to this, many improvements at the legEIGUI were included to support better user
experience and faster interaction:

Support of additional wait cursors (showed meanavitile application is performing some
action and it’ in Map screen.

Timestamps were added to reputation history.

Resizing maps to full screen when starting fromateacontact and when turning the screen is
now also supported.

Support of user-controlled reload of fishing spantsl watercourses.
Hiding the image dialog when the fishing spots amtiercourses zoom image is clicked.

Support of context menus for fishing spots and watgrses. For instance, adding fishing
spots and watercourses, rating, commenting, angisgghem on the map are now possible.

Opening fishing spots and watercourses by doubdk @Ghstead of single click).

Showing message? and stay in contact list if contaanot be located (message? states
possible reasons why the contact cannot be located)
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Content sharing support in PICOS is provided witle thelp of the real-time content sharing
component. It supports communication functions swash those needed for synchronous and
asynchronous communication (Chat and Message$ .Box

Related to the communication means (Chat and Asgnous Messages) and the client-side
notification mechanism for the second version & @ommunity Application Prototype, there were
minor changes at the GUI level. These changeslsoebased on the outcomes of the user trials and
internal investigations documentation. The mainngfea took place at the level of the GUI primarily
those allowing for improving the interaction:

An explicit tab at the level of the menu bar alloiws directly accessing the Messages

Box while this only was possible in the first priyjoe through links shown in other
screens.

Figure 15: Real Time Content Sharing

Like in the case of contacts (see Section 3.12):

The selected message at the level of the mesdag#sthe Messages Box screen is marked/
highlighted by using a different background coléned colour). Fast access links for sending
new messages or removing them were extended t@apgumrt icons next to the text.

! The “Messages Box” was previously refereed asdkitin PICOS
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The messages also support direct manipulationoBgdr clicking on a message, a context
menu is shown where the often-needed functionsligiee made accessible (e.g. showing
content, replying to the message etc.). Some delifinctionalities, such as removing

messages, are still accessible via the Options @rmdmenus from the first prototype. The
command menus include all available functionalities

Furthermore:

The Messages Box and Chat tabs in the menu bamdioated now by icons next to the tab
names. This feature was requested by the usabiljigrts.

In the Chat participants’ selection screen, a cdnteenu was also included for selected
contacts and the fast access links supports icesstdd the text. Thereby, only online
contacts are offered in the combo box to be addguhgicipants for new chat sessions.

Figure 16: Context Menu into the Chat

The notification mechanism at the client-side wasmodified and its functionality is still simildo
the description in D6.1 Community Application Piiyfze 1[4].
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The PICOS consortium decided to concentrate ttatdtir the first prototype on the development of
mobile community applications. For this reason,ebvrontend with similar functionalities compared
with the mobile applications was not yet availablethe first user trials. Consequently, a user
evaluation was not feasible. However, in the ingme in the first user trials it turned out thaé th
angler were keen to have, in parallel to the modgiplications, access to a web interface in a cammo
browser environment with similar functionalitiesdabased on the same server platform (in order to
make sure, that all activities are reflected irhbttte mobile and the web frontend environment).

There were good reasons from the beginning forignog not only a mobile community, since the
majority of community user are adapted to browseirenment and consider the mobility rather as an
interesting extension. Specifically anglers areduts®e deal with web applications like for example
FishBase [9] and want to upload more complex cdn{emtended catch descriptions, photos,
annotations etc.) which is very difficult from thebile environment Furthermore the small screen of
a mobile device is not suitable to explain the PECEncepts and related functionalities like sub-
communities and the private room with (e.g. esslliig and handling of a catch diary), nor the
overall benefits of the public angler communitytive user surveys. With this background, a formal
decision was made to provide a web frontend (As@lase) in addition to the mobile community for
the anglers field trials (WP7).

$ -

The Picos Web Applicatidr{AnglersBase [8]) is a web-platform, providing iitsers the possibility to
operate within their community in a comfortable wgyusing the browser of their PC/Laptop. This is
especially needed for certain functionalities, sastthe edition of diary entries, uploading a numbe
of photos and dealing with forum threads.

Due to technical reasons, not all functions ofrifwbile client (anglers v1) were included in the web
frontend. Basically the web-platform reflects thgplécations on the mobile phone, with a somewhat
reduced number of functions. For example it ispussible to register a new root ID or to edit ptiva
rules from the web interface. LBS applicationsraweimplemented either.

The functions of the web frontend are classifiedive categories: Home, Contacts, My Files, Sub-
Communities, Community and Identities.

% To use the web frontend the browser must be cagalperform JavaScript, AJAX und IFrames.

V" $%

- - % - -$-* #% 0 (/ I# * #$



(" 2

After logging in with his root ID and password (ated in advance in the mobile application) the user
enters the Home page of the web frontend. On #ge pgeneral information about the PICOS Project
and AnglersBase application is displayed, as shosiow:

Figure 17: Web Frontend — Home

Navigation through the web frontend is possibler®ans of the tabs at the top, which are related to
different functionalities: “Home”, “Contacts”, “MyFiles”, “Sub-Communities” “Community” and
“Identities”. The navigation menu on the left sigeder the label Options) offers different actions

related to active tab.
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In the tab Contacts” the user receives a list of his contacts and tbeirent status, classified
according to his patrtial IDs.

Figure 18: Web Frontend — Contacts
To add a new contact the user has to click on ptiero "Add contact

The option Add contact allows the user to search for new contacts irctramunity and add them to
his contact list. After entering a search strings{jone letter or more precise name), a list iglaijged,
showing those contacts that match the searchieriter

The new contact will be added to the contact lishe user’s active partial ID.
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Figure 19: Web Frontend — Contacts: Search for a ne contact.

(v (

By clicking on the Community tab, all existing fora in the public community eadisplayed,
including short information on each with title, deption, keywords (if given) and further details
regarding to the forum creator, the creation time frum administrator.

Figure 20: Web Frontend — Public Community: PublicFora overview.

The administrator of a forum can edit the forumiladtes through theedit forum attributeslink (see
the following screenshot).
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Figure 21: Web Frontend — Public Community: Forum dtributes

To create a new public forum in the public commyiie user clicks on theCreate Forur link and
fills out the ‘Title” and “Descriptiorf fields in the creation screen. Only the fieldeywords is
optional.

Figure 22: Web Frontend — Public Community: Creation of a new forum
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When clicking on the forum title, the user accegbesselected forum. All threads previously created
will be shown there. The user has the option tatera new thread with the optiooréate threation
the navigation menu on the left.

Figure 23: Web Frontend — Public Community: Open goublic forum

I
The following screenshot demonstrates how to craatew thread in a public forum.

The user enters the thread subject and a firstibatibn. He can also attach a file (e.g. a picture

Figure 24: Web Frontend — Public Community: Creation of a new thread in a public forum.
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To contribute to a specific thread, the user sgldw option Contribute to threatin the navigation
menu. The existing content in the thread is nopldiged when editing in order to prevent the user
from too much scrolling on the web page.

Figure 25: Web Frontend — Public Community: Contribution to a public forum thread.

# $ !

The last contribution posted in a thread can beifieaddby its creator, unless a follow-up contrilmuti
is made by another member.

Figure 26: Web Frontend — Public Community: Changimg a thread contribution.
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The root categories are listed, showing associatEmmation like description, keywords, creator
(Partial ID) and date.

Figure 27: Web Frontend — Public Community Repositoy: Category list.

The category is opened when clicking on its title.

Figure 28: Web Frontend — Public Community Repositoy: content in a category.
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A specific content under a category will be opebgdlicking on its filename.
A category can only be deleted by its creator.

Published contents in categories can only be délateheir creator.

$ 1

Creating a category is possible as root categosylbcategory (a category under a root category).

Figure 29: Web Frontend — Public Community: Creatian of a new category

( $ &
The category attributes can only be updated byithator of the category.

Figure 30: Web Frontend — Public Community: updatecategory attributes.
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The user needs to enter a description and hadect $ke location of a file which is designatedbht®
uploaded to the category .

Figure 31: Web Frontend — Public Community: addition of content to a category.
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The tab ‘Sub-Communitiesbffers the user the possibility to create, joinl dgave sub-communities,
as well as to manage their contents.

The main page shows the communities that the uskmds to, according to his partial IDs.
Additionally, all other public sub-communities digted where an individual user is NOT a member,
offering him the possibility to join them (see FigLB2).

Figure 32: Web Frontend — Sub-Communities.

The list of sub-communities provides brief informatabout each of them. This information includes
the possibility to obtain a list of the memberseafch sub-community by clicking on theist all
memberslink. The current rating of each sub-communityalso shown, representing the average of
all ratings of the members’ contributions to it. idover, icons indicate if the Sub-community is
public or private and the administrator is ideetfiby his partial ID.
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In a public sub-community, any user can join withiowitation, with his active partial ID, by clickg
on "Join with active partial ID.

In a private sub-community, the user needs anatigit from the administrator of the sub-community.
The invitationnotificationwill show up on the top of the active page.

If a member wants to leave a sub-community, hedeaide to leave either with revocation or without
revocation. The first option (with revocation) meathat all the user's contributions to the sub-
community will be deleted after leaving.

Leaving a sub-community is only possible for allmieers of the sub-community except for the
administrator. He has to transfer his admin rigbtanother user before he can leave the said Sub-
community.

To create a new sub-community, any user can cickQryeateSubcommunitylink on the navigation
menu on the left.

To see the content posted in a sub-community, a adg needs to click on the name of the sub-
community (provided that the user is member ofsthig-community).

’ &)

After clicking on ‘Create Subcommunftythe user is directed to a secondary page tanddfie sub-
community general settings: name, description, agblof an avatar (Icon) and visibility ("private” or
"public"). The active partial ID will be automatigaset as administrator of the new sub-community
and become its first member.

Figure 33: Web Frontend — Subcommunities: creatiomf a new sub-community.

After submitting the creation form, the Sub-comntynvill be displayed in the list of his sub-
communities.
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Similarly to the mobile application content, thentant of a sub-community can be "diaries", "files"
and "threads".

Files and diary entries are only published via mghhem from a member'Brivate Room Each
member of a sub-community can publish a diary efrtsgn his Private Room (this is automatically
done by pushing a diary entry from the Private Rdona selected Sub-community). Furthermore
members can submit files. Both contributions wildnly visible for the members of the community.

Figure 34: Web Frontend — Sub-Communities: contentsf a sub-community.

The threads of the sub-community are displayed wiberal details: its name, its creator and the
amount of "contributions".

Every member has the option to create a new thséidih a sub-community by clicking orCteate
Thread on the navigation menu. Every member has alsorigiig to delete his own content by
clicking on 'deleté. Only the administrator of the sub-community li®waed to delete any content. In
addition, the administrator is allowed to performntifier actions by clicking orAtimin optionsthese
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are: 'Change admif)y "Close Subcommunitynd ‘invite a contact The last option is only available,
if the current sub-community is private.

3.1.5.2.1 Invite a contact

The administrator of a private sub-community cavitthnew community members to join. He will
select the new members from his contacts list ffdtial IDs). The targeted contact must be online
and cannot be a member of the sub-community.

Figure 35: Web Frontend — Subcommunities: contactivitation to a sub-community.

When the administrator invites a contact, he rexei@ notification to join the sub-community. The
contact can decide to either accept or refusedh@rastrator’s invitation. By accepting, he becoraes

new member of the sub-community. If he does noepicthe invitation or waits longer than 60
seconds, the invitation is discarded.

Figure 36: Web Frontend — Sub-communities: notificéion of invitation.
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3.1.5.2.2 Diary Overview

On the main page of a sub-community, a member eftltb-community can click on the name of a
specific Diary to see an overview of all its diamtries (including thumbnail, name, description and
current rating).

Figure 37: Web Frontend — Sub-Communities: Diary oerview.

3.1.5.2.3 Diary Entry Details

If the user clicks on a specific diary entry, deticontent of a fish-catch will be displayed, sasha
picture, fish information (species, properties,)aitid the catch (location, time etc.).

Figure 38: Web Frontend — Sub-Communities: Diary etry details.
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3.1.5.2.4 File view

The detailed view of a file shows a preview itaeltted image, as long as the file-extension is a
supported format by the system. Otherwise a dovalio& will be presented.

A member of the sub-community can also rate theéerdrand add a comment, if he is not the creator
(following the same trust principles that operatéhie mobile application).

Figure 39: Web Frontend — Sub-Communities: File viey

3.1.5.2.5 Create a new thread

A member of a sub-community can create new thrégddicking on the optionCreate thread on
the main page of the said sub-community.

V" $%

T #% I 1# * #$



Figure 40: Web Frontend — Sub-Communities: creatiorof a thread.

Here the user can enter thEhtead-Titlé¢, "Post-Title' and the Post itself. After its submission, the
new thread will be displayed in the list of threadisthe main page of the sub-community.

3.1.5.2.6 Thread-View

The detailed view of a thread displays the existirgnber’s contributions, which are labeled with the
name of the publisher and the current rating othinead. All members but the creator can rate it.

To add a new contribution (a new post) to the tthreamember only has to use the optiGost
Reply.

Figure 41: Web Frontend — Sub-Communities: thread iew.
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3.1.5.2.7 Add a new post

Members of a sub-community can add a new post texésting thread. The parametefEtle”, the
body of the post itself and a file-path for an eitied document need to be defined. The can be found
as the last added post at the end of the list nfritmitions.

Figure 42: Web Frontend — Sub-Communities: additionof content to a thread.

("4

The My Filesis a repository, on which new content can be egkaind edited. This content can be
either a diary entries or a file. This reposit@ynly accessible by the owner.

On the main page of this section, the contenttth@tuser previously created through either the web-
platform or the mobile device is displayed. To geletailed view about a content item, the useittnas
click on its name.
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Figure 43: Web Frontend — My Files.

To create new content, the user has to select @onogn the left menu: eitheAdd Diary Entry or
"Add Filé'. Also it is possible to delete content by preggime ‘tleleté button.

#

To add a new file (for example a picture or a PDEuwment) the user has the option to upload the file
from the PC and add a description.

Figure 44: Web Frontend — My Files: addition of a fie.
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If the user wants to report a new catch recordsheetan do this by adding a new diary entry. Aydiar
entry consists of a list of fields with informati@aiout the location of the catch and details abiwait
fish and the catch itself.

Is also possible to attach a file to a diary ensyd the way to upload it is similar to thadd file’
section.

Figure 45: Web Frontend — My Files: new diary entry

# ot &

The diary entry details page allows the user tg ddiete or publish an entry he created beforeth®n
main page the current diary entry is displayed.

If the user clicks on the optiordit this Entry he is navigated to a page, where he can adj&syev
parameter of the entry.

The option Delete this Entrydeletes the current entry.

L $%
& 8 (1% ( 1y $ % o+,

S a# - g #% (1 # ot #S



Figure 46: Web Frontend — My Files: diary entry desils.

By clicking on 'Publish this Entry, the user can either edit the diary entry, ortrensfer to a
community or sub-community, as shown in Figure ATe list of target sub-communities consists of
sub-communities the user is member of. The categopnly relevant if the diary entry should be

published in thePublic Community

Figure 47: Web Frontend — My Files: target communiy.
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On this page a specific file can be published @ammunity. There is also the option to delete an
opened file. The publishing-options are similatresdiary entry interface (see Figure 48).

Figure 48: Web Frontend — My Files: file details.

"I"5

This option offers the user the possibility to opathe status of his partial IDs tOriline', "Discrete
and 'Offline", in a similar way as the feature works in the felpplication. After logging in, the
user is forwarded to a screen where he can chdmgertline status of his current partial IDs. The
different partial IDs are independent, which metfuag a user can be online with multiple partial.IDs

Figure 49: Web Frontend — Identities: Partial IDs pesence.
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During the user trials of Vienna and Kiel, the amgtommunity validated the first client application
prototype (angler v1).
This first prototype provided a wide range of feati
It offered the users the ability to interact angijranyhow, anyplace.
The solution was very oriented to the angler comitguproviding specific services.
At the same time, this solution was flexible enotiglbe adapted to other environments
and communities. In fact, angler prototypes will the base for the future Gamers
prototype.
It contained trust-building processes based ontatipn and rating mechanisms.
It also contained privacy enhancement featurescbasepartial identities, privacy rules
and notifications

Nevertheless these trials also reported a neetuftirer improvement, especially from the usability
side. Therefore, angler v2 gives due weight to llisafeatures, incorporating the feedback fromnsse
to the existing infrastructure.
Major changes are related to:
Enhanced robustness of angler v1, after an exteslbugging process.
Enhanced usability due to
o Improvements on the graphical user interface (aay styles, icons, layout
0 Addition of help functionality on main screens allog a better understanding
of the application features and key concepts.
0 Addition of a context menu for operations on thataot list.
Optimization of internal processes in order to jea better response to the user.
Improvements on Location Based Services.
Addition of new features (e.g.: post modificaticgfdre rating)

Moreover PICOS client application is also partiaktended to a web based application, proving the
compatibility and interoperability of both a mob#dad static solution.
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A.1 Classes
%"l

Class: Default Model Contacts

Methods

Comments

public function GetContactsOfLoggedInUser (

Resuttme contact list of all partial IDs of the
current user.

private function AddPresenceOfContacts (arrg
$contacts)

yAdds to the contacts array the presence status
the contact.

of

public function SearchContacts ($displayNamé

2)  Sezwdor users by their pseudonym and
retrieves them.

public function CreateContact ($pseudonym)

Createsntact to the active partial ID.

Class: Default Model Diary

Methods

Comments

public function
GetPictureFromDiaryEntry($data)

Extracts the picture out of the diary entry’s XM
structure.

=

public function DeleteContent($contentld)

Deletatiaay entry.

public function ChangeDiaryEntry ($params)

Editseaisting diary entry.

public function GetFormData($diaryentry,
$diaryentrycontent)

Helper: Prepares data to populate the diary en
Form.

try

public function
MakeDiaryEntryAttributes($params)

Helper: Builds attributes from form data.

public function MakeDiaryEntryXML($params)

Help&uilds diary entry XML structure from
form data.

public function AddDiaryEntry ($params,
$contentld)

Adds a diary entry to the private room.

public function GetDiaryEntryContent
($contentld)

Retrieve base64 encoded XML structure

public function GetDiaryEntry ($contentid,

Returns the attributes of the diary entry.

$contentPublisherld)

"
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Class: Default Model File

Methods

Comments

private function detectMimeType ($doc_path)

Retimanfile type depending on file extension.

public function PrAddContent($upload, $conte

nt) Adfile to the private room.

public function PrCopyContent ($params)

Copiedeaffom the private room to a Sub-
Community.

public function ScCopyContent ($params)

Copieseaffom a Sub-Community to another
Sub-Community.

Class: Default Model Forum

Methods

Comments

private function detectMimeType ($doc_path)

Retimanfile type depending on file extension.

public function
ScDeleteThreadContribution($params)

Deletes a thread contribution.

public function ScDeleteForumThread($param

s) Deslateorum thread.

public function ScCreateForumThread($paran

s) Cseaaferum thread.

public function ScContributeToForumThread
($params, $baseb4file = ")

Adds a contribution to a forum thread.

public function ScGetThreadContributionList
($forumThreadld)

Returns contributions of a thread.

public function ScGetAttributesOfThread ($Su
Communityld, $threadld)

bReturns the attributes of a thread.

Class: Default Model Notifications extends Zend Db_TableAbstract

Methods

Comments

public function GetAllNotifications ()

Returns abt handled notifications of the user

public function MarkNotificationAsDone
($lineld)

Marks a confirmation notification as resolved
when the user has clicked on it.

public function AnswerlnvitationNotification
($lineld, $memberStatus)

Answers to “Sub-Community invitation”
notification.

public function
AnswerAttributeAuthorizationNotification
($lineld, $authorize, $doNotAskAnyMore)

Answers to “Attribute authorization” notification.

public function
AnswerChangeAdminNotification ($lineld,
$acceptRole)

Answers to “Change Admin” notification.

public function AnswerPAAdviseMember

Answers toiVRacy advisor” notification.

"
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($lineld, $proceed)

public function GetGuilnfoForNotifications
(array $notifications)

Is called when a notification needs further

information to display in GUI, displayNames e.g.

Calls helper methods for each type of
natification.

private function
getGuilnfoFornotifiChangeAdmin ($lineld, arra
$notifications)

y

Helper method for GetGuilnfoForNatifications.

private function getGuilnfoFornotifilnvitation
($lineld, array $notifications)

Helper method for GetGuilnfoForNatifications.

private function
getGuilnfoFornotifAttribute Authorization
($lineld, array $notifications)

Helper method for GetGuilnfoForNotifications.

«Q

private function checkLine ($lineld)

Checks if rimation line in database exists, is
not confirmed yet and belongs to the current
logged in user. Is called before an answer is s¢

Class: Default Model Privateroom

Methods

Comments

public function PrDeleteContent($params)

Deletegert in the private room.

public function PrGetContent($params)

Returns agrdéthe private room.

public function PrGetContentList()

Returns contisttof the private room.

Class: Default Model Reputation

Methods

Comments

public function
AddAdditionallnformationToSCContent (array
$content)

Adds current rating values to a content array o
Sub-Community.

public function
AddAdditionalinformationToSub-Communities
(array $Sub-Communities)

Adds current rating values to an array of Sub-
Communities.

public function
AddAdditionallnformationToContributions
(array $contributions)

Adds current rating values to an array of
contributions.

public function
AddAdditionallnformationToDiaryEntries
($diaryEntries)

Adds current rating values to an array of diary
entries.

public function GetReputationHistory ($entitylg
$entityType)

,Returns the reputation history of an entity.

#%
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public function GetOwnRating ($entityld,
$entityType)

Returns the rating of the user of an entity.

public function RateEntity ($entityld,
$entityType, $rating, $comment)

Rates an entity.

Class:class Default_ Model SocketSession extends Zend _Dlable Abstract

Methods

Comments

public function RefreshSession ()

Sets timestanguser session table. Called v,
Ajax, so the socket client gets the information,
whether the user is online or not (is usefull whg
the user doesn't make a clean logout)

Class: Default Model Publiccommunity

Methods

Comments

public function getCommunityAttributes
($requester)

Gets the Public Community attributes like title,
description, general announcement and policy
text

public function
getCommunityTermsAndConditions()

Gets the general announcement from the py
community

public function PcGetUser()

Gets the partialld d@hd pseudo of the curre
user

private function GetPartialldsofRootld ($rootld

tSall partiallDs of a rootlD

Class: Default_Model Publiccommunity

Methods

Comments

public function getCommunityAttributes
($requester)

Gets the Public Community attributes like title,
description, general announcement and policy
text

a

blic

public function
getCommunityTermsAndConditions()

Gets the general announcement from the py
community

blic

public function PcGetUser()

Gets the partiallD dahd pseudo of the curre
user

private function GetPartialldsofRootld ($rootld

t&all partiallDs of a rootID

Class: Default Model Publiccommunity

Methods

Comments

public function getCommunityAttributes
($requester)

Gets the Public Community attributes like title,
description, general announcement and policy
text

public function

Gets the general announcement fthen public
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getCommunityTermsAndConditions()

community

public function PcGetUser()

Gets the partiallD dhd pseudo of the curre
user

private function GetPartialldsofRootld ($rootld

tSall partiallDs of a rootlD

Class: Default_ Model Sub-Community

Methods

Comments

public function ScDeleteContent ($params)

Deletegant from a sub-Community.

public function ScGetContent ($params)

Returnsartrf a sub-Community.

public function ScListPubSub-Communities()

Retuisisof public sub-commnunity.

public function ScListPartiallds ($params)

Returssof members of a sub-commnunity.

public function ScGetDiaryEntries
($contentPublisherld)

Returns the attributes of a sub-Community’s
diary entries.

public function ScGetUserSub-
CommunityList_Indexed ()

Returns an array of a user’'s Sub-Communities
with key equals to the Sub-Community’s ID an
value equals to the Sub-Community’s name

o

public function ScGetUserSub-CommunityList

() Reta list of Sub-Communities of which the
user is member.

public function ScGetContentList ($Sub-
Communityld)

Returns the content list of a Sub-Community.

public function ScGetAttributesOfPublicSC
($Sub-Communityld)

Returns the attributes of a public Sub-
Community.

public function ScGetAttributesOfMemberSC
($Sub-Communityld)

Returns the attributes of a Sub-Community on
which the user is member.

public function ScGetPartiallnSc ($Sub-
Communityld)

Returns the partial ID from a Sub-Community
which the user is member.

public function ScGetPseudonym ($partialld)

Retuhespseudonym/displayName of a user,

public function ScGetForumThreadList ($Sub-
Communityld)

Returns the thread list of a Sub-Community

public function ScJoinPublicSub-Community
($Sub-Communityld, $partialld)

Joins the user in a public Sub-Community.

public function ScRemovePartialld ($Sub-
Communityld, $revo)

Removes the user from a Sub-Community.

public function ScCreate ($attributes)

Createsla=Goammunity.

public function ScChangeAdministrator ($Sub-
Communityld, $newAdminid)

Changes the administrator of a Sub-Communi

Y.
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public function ScClose ($Sub-Communityld)

Clos&suh-Community.

public function GetOwnerOfSCContent ($Sub-
Communityld, $contentld)

Returns the owner of a content elementina S
Community.

public function ScinvitePartialld ($Sub-
CommunityID, $partialld)

Invites a contact to a private Sub-Community.

Lib-

public function MarkMembersFromContacts | Adds a flag to a contact if is already a member of

($members, $contacts) a Sub-Community.

public function AddPublisherNameToThreads | Adds the pseudonym/displayName to an array of

(array $threads) threads.

Class: Default Model User

Methods Comments

public function login ($loginName, $password Logs user.

public function logout () Logs out a user.

private function setDefaultPartialldAsActive Set the default or first partial ID as active after

($rootid) login

private function setPartialldsOffline () Set presef all partial IDs offline when user
logs out.

public function GetldentityListOfLoggedinUser| Returns the identity list of the user from the

0O session or from the web service.

public function GetProfileFromPartialld Returns the profile of a partial ID.

($partialld)

public function Returns the presence information of the partia

GetPresenceOfldentitiesOfLoggedInUser () IDs of the user.

public function UpdatePresence (array Updates the presence information of the partial

$newPresence) IDs of the user.

public function SetActivePartialld ($partialld) Sahe active partial ID.

Class: Default_Model_Webserviceclient

Members Comments

private static $wsdlPath Default wsdl path, if revgmeter is passed to
GetPicosWebserviceClient

private static $defaultOptions Default webservilbent options, if no
parameter is passed to GetPicosWebserviceClient

Methods Comments

public static function GetPicosWebserviceClient URe$ a webserviceclient, so that used Picos

"
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| ($wsdl =", $type = "php", $options ="")

platforoan be changed easily for the webgui,

Table 1: Web Frontend: Models

%'

Class: ContactsController extends Zend Controller Action

Methods

Comments

public function indexAction ()

Lists contacts ofeus

public function addAction ()

Adds a contact.

public function addcommitAction ()

Commits the dafeadding a contact.

Class: DiaryController extends Zend_Controller _Action

Methods

Comments

public function indexAction()

Lists diaries.

public function openAction()

Lists diary entries.

public function addAction()

Adds a diary entry.

public function publishAction()

Publishes a diantry to a Sub-Community or t
the public community.

|}

public function editAction()

Edits a diary entry.

public function deleteAction()

Deletes a diary gntr

Class: FileController extends Zend_Controller

Action

Methods

Comments

public function publishAction()

Publishes a fileadSub-Community or to the
public community (shows form).

public function publishcommitAction()

Publishesile to a Sub-Community or to the
public community (commits the publishing afte
handling the form).

-

public function showAction()

Displays a file. Helpmethod for openAction.

public function addAction()

Adds a file to the paite room.

public function deleteAction()

Deletes content fr@&mb-Community or private
room.

public function downloadAction()

Shows a Save @lalog. Helper method for

$ (1% (
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openAction.

public function openAction()

Opens a file and dég it, or shows a Save file
dialog, depending on whether is it an image or|
not.

Class: ForumController extends Zend_Controll

er_Action

Methods

Comments

public function openAction()

Shows posts.

public function addreplyAction()

Shows reply form.

public function addreplycommitAction()

Handles ngfbrm.

public function addthreadAction()

Show form to adthread.

public function addthreadcommitAction()

Handles thian for adding a thread.

public function deletethreadcontributionAction

|Bees a thread contribution.

public function deletethreadAction()

Deletes a #uore

Class: IndexController extends Zend Controller Action

Methods

Comments

public function indexAction()

Shows home page.

Class: LangController extends Zend_Controller Action

Methods

Comments

public function selectAction ()

Sets language f@r web frontend. Only
preparation for multilanguage support. No
multilanguage file maintained and no language
selector available on frontend.

Class: NotificationsController extends Zend Controller Adion

Methods

Comments

public function getallAction ()

Shows all not haedInotifications.

public function okAction ()

Marks notification whicrequires only
confirmation as done.

public function changeadminAction ()

Answers to i@ admin notification.

public function paadvisememberAction ()

Answergtivacy advisor messages.

public function invitationAction ()

Answers to Smmmunity invitation
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notification.

public function attributeauthorizationAction ()

Amsrs to attribute authorization notification.

Class: PrivateroomController extends Zend Controller Action

Methods

Comments

openAction()

Displays the private room overview.

Class: ReputationController extends Zend Controller Actian

Methods

Comments

public function ratepopupAction ()

Shows and hasdbing form in popup for
rating posts.

Class: Default_Model Publiccommunity

Methods

Comments

public function getCommunityAttributes
($requester)

Gets the Public Community attributes like title,
description, general announcement and policy
text

public function
getCommunityTermsAndConditions()

Gets the general announcement from the py
community

blic

public function PcGetUser()

Gets the partialld atide pseudo of th
authorized user

(D

private function GetPartialldsofRootld ($rootld

tSall partiallds of a rootld

Class: Default Model Publiccommunity

Methods

Comments

public function getCommunityAttributes
($requester)

Gets the Public Community attributes like title,
description, general announcement and policy
text

public function
getCommunityTermsAndConditions()

Gets the general announcement from the py
community

blic

public function PcGetUser()

Gets the partialld atide pseudo of th
authorized user

(D

private function GetPartialldsofRootld ($rootld

t&all partiallds of a rootld

Class: Default_Model Publiccommunity
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Methods

Comments

public function getCommunityAttributes
($requester)

Gets the Public Community attributes like title,
description, general announcement and policy
text

public function
getCommunityTermsAndConditions()

Gets the general announcement from the py
community

blic

public function PcGetUser()

Gets the partialld atide pseudo of th
authorized user

(D

private function GetPartialldsofRootld ($rootld

tSall partiallds of a rootld

Class: Sub-CommunityController extends Zend Controller Adion

Methods

Comments

public function indexAction()

Lists Sub-Communitieswhich the user is
member and public Sub-Communities.

public function openAction()

Shows Sub-Communitgpxiew.

public function listpidAction()

List Sub-Community’'members.

public function joinAction()

Joins a public Sub-Comnity.

public function leaveAction()

Leaves a Sub-Commynit

public function changeadminAction ()

Show changmiadform for a Sub-Community.

public function changeadmincommitAction ()

Handbbsinge admin form.

public function createAction()

Creates a Sub-Comityun

public function closeAction ()

Shows close Sub-Camity form.

public function closecommitAction ()

Handles clddeb-Community form.

public function inviteAction ()

Shows invite fornoif a closed Sub-Community

public function invitecommitAction ()

Handles ingiform for a closed Sub-
Community.

Class: UserController extends Zend Controller_Action

Methods

Comments

public function indexAction ()

Shows the login form

public function loginAction ()

Performs the login.

public function logoutAction ()

Performs the logout

public function partialidsAction ()

Handles preserstatus of the user’s partial ID4.
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public function setactivepartialidAction () Setg tactive partial ID.

Table 2: Web frontend: controllers.

%"I" 6

The socket client is running as a service on thé server. It is a php file which must be
launched by the php executable. It checks, whidktrsugre online and establishes a socket
connection for each. To determine, which user inenthe client checks a session table in a
database. This table is updated on a regular bédm@s a user is logged in the web frontend by a
periodic Ajax call of the web frontend. If the lagidate below a given threshold or the user has
logged out manually, the socket connection is dose

The socket client polls the socket connections oagallar basis. If it receives a message, the
message is written in a notification database tdb&efeature isn’t supported on the web frontend
the socket client answers immediately with an appate error code.

The web frontend is polling this notification tabhdth the same periodic Ajax call which is
updating the session table. The notifications asplalyed and the user can answer or simply
confirm the notification. The answer is also storedhe notification table. The socket client
checks this table for new answers and sends thveeanta the socket connection.

Used database is MySQL.

Class: Params

Members Comments

public static $DatabaseHostname

public static $DatabaseUser

public static $DatabasePassword

public static $DatabaseName

public static $SocketConnectlp

public static $SocketConnectPort

public static $FilePathErrorOutput

public static $SessionTimeOut Timeout for sessiorseconds. A user is
considered offline when the session table is ng
updated within this time period. So the socket
connection for the user will be closed.

—
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Methods

Comments

public static function writeErrorLog

Writes message a log file configured with
FilePathErrorOutput

Class; Params

Members

Comments

private $sockets

Array of open socket connections.

private $socketConnectlp

IP address of socket serve

private $dbConnection

Database connection obje@ad session
information and write notification information

Methods

Comments

public function __construct($socketConnectlp,
$socketConnectPort, $dbConnection)

public function Run ()

Runs the socket client. Eesdl loop until Status
field of session table contains shutdown.

private function getRootldSessionObjects()

Reedss#ssion table.

private function addSocket($rootld, $datetime

/sddew socket connection to the socket
connections array.

private function refreshSocket($rootld,
$datetime)

Refreshes the timestamp of an existing socket
connection if the session table was updated.

private function readSockets()

Reads all sockéh@®focket connection
consecutively.

private function answerToNewNotification
($socket, $naotification)

Answers to a new communication if an answef
necessary anddoesn’t require user interaction,

private function answerToNotifications()

Answersmtification if a new answer is in the
notification table.

private function logOutExpiredSessions()

If an updés below a given threshold , the
partial IDs of the users are set offline, the user|
logged out and the socket connection closed.

private function closeSocket($rootld)

Closes a sbcknnection.

Class: DBConn

Members Comments
private $hostname
private $user
L $%
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private $password

private $activeDBLink

Methods

Comments

public function __construct ($hostname, $user
$password, $dbName)

, Creates the database link

public function GetDBLInk ()

Returns a new datablasie

public function GetDBLinkWithSelectedDB
($databaseName)

Returns a new database link with current
database

public function GetCurrentSessionObjects ()

Retamsipdated session table records.

public function MarkSessionLineAsDone
($lineld)

Sets a flag to a session table row that hits row
was handled.

public function InsertNewNotification($rootid,
$notification, $answered)

Inserts a new notification in notification table,
with a flag if it was already answered or not.

public function
GetUnansweredNotificationsWithAnswer ()

Returns notification tables row, which doesn’t
have the answered flag set but have an answg
that the answer can be send via socket
connection.

public function MarkNotificationAsAnswerSent
($lineld)

After the answer to a notification was sent via
socket connection the flag answered is set in t
notification.

he
his

Table 3: Web frontend: socket definition.

Structure of MySQL database:

-- table structure for table “notification®

CREATE TABLE IF NOT EXISTS "notification”

(

Id" int(10) unsigned NOT NULL AUTO_INCREMENT,

"Rootld” varchar(16) NOT NULL,
"MethodName™ varchar(50) NOT NULL,
“Notification™ text NOT NULL,

"Answer’ text,

"Received” datetime NOT NULL,

“Confirmed’ tinyint(1) NOT NULL DEFAULT '0', -- & to 1 if the user has confirmed the
notification in any way. The notification is notaskn in the gui anymore.
"AnswerSent” tinyint(1) NOT NULL DEFAULT '0', Set to 1 if an answer via the socket connection

has been sent.
PRIMARY KEY ('Id")

) ENGINE=InnoDB DEFAULT CHARSET=utf8;
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-- table structure for table “session’

CREATE TABLE IF NOT EXISTS “session” (
“Id” int(10) unsigned NOT NULL AUTO_INCREMENT,
"Rootld” varchar(16) NOT NULL,
"Datetime” datetime NOT NULL,
“Status” varchar(9) NOT NULL,
‘Done’ tinyint(1) NOT NULL,
PRIMARY KEY ('Id"),
UNIQUE KEY "Rootld" ("Rootld")
) ENGINE=InnoDB DEFAULT CHARSET=utf8;
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A.2 Sequence Diagram

%||$||!
*& '+ & ! &
Figure 50: Contacts Sequence Diagram
Figure 51: Add a New Contact
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A.2.1.3.1Publish a Diary Entry

Figure 52: Publish a Diary Entry
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A.2.1.3.2Add a Diary Entry

Figure 53: Add a Diary Entry

A.2.1.3.3Delete a Diary Entry

Figure 54: Delete a Diary Entry
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A.2.1.3.4Edit a Diary Entry

Figure 55: Edit a Diary Entry
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A.2.1.3.5Get a Diary Entry

Figure 56: Get a Diary Entry

A.2.1.3.6Get a Diary Entry Content

Figure 57: Get a Diary Entry Content
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A.2.1.3.7Display a List of Diary Entries (index)

Figure 58: Display a List of Diary Entries

A.2.1.3.80pen a Diary Entry

Figure 59: Display Diary Entry
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A.2.1.4.1Show a Diary Entry

Figure 60: Show a Diary Entry
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A.2.1.4.2 Add Content to a Diary

Figure 61: Add Content to a Diary

A.2.1.4.3 Delete Content from Diary

Figure 62: Delete Content from Diary
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A.2.1.4.4Download Content from a Sub-Community

Figure 63: Download Content from a Sub-Community

A.2.1.4.5Display the Content of a Sub-Community

Figure 64: Display the Content of a Sub-Community
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A.2.1.4.6Publish Content to a Sub-community

Figure 65: Transfer Content from Private Room to Stb-Community
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A.2.1.5.1Contribute to a Sub-Community Forum Thread

Figure 66: Contribute to a Sub-Community Forum Thread

A.2.1.5.2Add reply to an Existing Contribution

Figure 67: Reply to an Existing Contribution
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A.2.1.5.3Add a New Thread to a Forum

Figure 68: Create a new forum thread

A.2.1.5.4Delete a Thread from a Forum

Figure 69: Delete a thread from a Forum
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A.2.1.5.5Delete a Thread Contribution from a Forum

Figure 70: Delete Thread Contribution

A.2.1.5.6Get the List of Threads of a Forum

Figure 71: Get Forum Threads List
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A.2.1.6.1Privacy Advisor notifies to Member

Figure 72: Notification from the Privacy Advisor

A.2.1.6.2Change the Administrator

Figure 73: Change the Administrator
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A.2.1.6.3Get All Notifications

Figure 74: Get all Notifications
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A.2.1.6.4lnvitation

Figure 75: Invitation

A.2.1.6.5Answer OK

Figure 76: Answer OK
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A.2.1.7.10pen the Private Room

Figure 77: Display Private Room Content list
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A.2.1.8.1Rate Pop-Up

Figure 78: Rate content
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A.2.1.9.1Set the Active Identity

Figure 79: Set the Active Identity

A.2.1.9.2Get a List of User Identities

Figure 80: Get a List of User Identities
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A.2.1.9.3Get Presence of User ldentities List

Figure 81: Get Presence of User Identities List

A.2.1.9.4Login
Figure 82: Login
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A.2.1.9.5Logout

Figure 83: Logout
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A.2.1.9.6Display a List of User Identities

Figure 84: Display a List of User Identities
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A.2.1.10.1 Displaya List of Fora

Figure 85: Display a List of the Community Fora

A.2.1.10.2 Open a Forum

Figure 86: Display Forum Threads List into the Comnunity
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A.2.1.10.3 Create a Forum

Figure 87: Create a New Forum into the Community

A.2.1.10.4 Update the Forum Attributes

Figure 88: Update the Forum Attributes
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A.2.1.10.5 Create a Thread in a Forum

Figure 89: Create a Thread in a Forum

A.2.1.10.6 Modify a Thread Contribution

Figure 90: Modify a Thread Contribution
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A.2.1.11.1 Display a List of Categories

Figure 91: Display a List of Categories

A.2.1.11.2 Open a Category

Figure 92: Display the List of Contents of a Categy
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A.2.1.11.3 Create a Category/Sub-Category

Figure 93: Create a New Category

A.2.1.11.4 Update the Category Attributes

Figure 94: Update the Category Attributes
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A.2.1.11.5 Add Content to a Category

Figure 95: Add Content to a Category

A.2.1.11.6 Delete Content from a Category

Figure 96: Delete Content from a Category
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A.2.1.12.1 Change the Administrator of the Sub-Community

Figure 97: Change the Administrator of a Sub-Commuity
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A.2.1.12.2 Close a sub-community

Figure 98: Close a Sub-Community

A.2.1.12.3 Create a Sub-community

Figure 99: Create a New Sub-Community
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A.2.1.12.4 Display a List of Sub-Communities.

Figure 100: Display a List of Sub-Communities

A.2.1.12.5 Join a Sub-community

Figure 101: Join a Sub-Community
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A.2.1.12.6 Invite to a Sub-community

Figure 102: Invite a Member to a Sub-Community
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A.2.1.12.7 Leave a Sub-community

Figure 103: Leave a Sub-Community

A.2.1.12.8 List of Members of a Sub-community

Figure 104: Display the List of Members of a Sub-Camunity
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A.2.1.12.9 Open a List of Threads of a Sub-community

Figure 105: Display the List of Threads of a Sub-Cammunity

A.2.1.12.10 Get Attributes of a Sub-Community

Figure 106: Show Sub-Community Attributes
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A.2.1.12.11 Get the List of Members of a Sub-Community

Figure 107: List of Members of a Sub-Community

A.2.1.12.12 List of Public Sub-Communities

Figure 108: List of Public Sub-Communities
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A.2.1.12.13 Socket Client

Figure 109: Socket Client
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