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This deliverable D6.2a presents the second version of the PICOS community application prototype for 
the angling community (angler v2). It describes the developments and improvements which were 
applied to the mobile application, based on the feedback from the R2 investigation report (WP4) and 
community user trials (WP7) and taking into account the results from assurance work (WP3). It also 
provides the description of the web frontend which has been developed as a mirror of the mobile 
applications in order to support the usage of the more complex functionalities in a web browser 
environment. 
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With the emergence of services for professional and private online collaboration via the Internet, many 
European citizens spend work and leisure time in online communities. Users consciously eave private 
information; they may also leave personalized traces they are unaware of.  The objective of the project 
is to advance the state of the art in technologies that provide privacy-enhanced identity and trust 
management features within complex community-supporting services that are built on Next 
Generation Networks and delivered by multiple communication service providers. The approach taken 
by the project is to research, develop, build trial and evaluate an open, privacy-respecting, trust-
enabling platform that supports the provision of community services by mobile communication service 
providers.  

The following PICOS materials are available from the project website http://www.picos-project.eu.  

�����	�������������	��������

·  Slide presentations, press releases, and further public documents that outline the project 
objectives, approach, and expected results;  

·  PICOS global work plan providing an excerpt of the contract with the European Commission. 

�������	������

·  PICOS Foundation for the technical work in PICOS is built by the categorization of 
communities, a common taxonomy, requirements, and a contextual framework for the PICOS 
platform research and development; 

·  PICOS Platform Architecture and Design provides the basis of the PICOS identity 
management platform; 

·  PICOS Platform Prototype demonstrates the provision of state-of-the-art privacy and trust 
technology to leisure and business communities; 

·  PICOS Community Application Prototype is built and used to validate the concepts of the 
platform architecture and design and their acceptability by covering scenarios of private and 
professional communities; 

·  PICOS Trials validate the acceptability of the PICOS concepts and approach chosen from the 
end-user point of view; 

·  PICOS Evaluations assess the prototypes from a technical, legal and social-economic 
perspective and result in conclusions and policy recommendations; 

·  PICOS-related scientific publications produced within the scope of the project.  
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Deliverable D6.2a is a collective work by the WP6 development team, whose members are listed 
below. 
 
We are very grateful to the angler community for testing and validating the first prototype and also to 
those members of the PICOS consortium who contributed to its refinement and improvement. 
 
The WP6 Team 
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Reviewers: 
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Eva Ganglbauer, Center for Usability Research & Engineering, Austria (CURE) 
 
Editors: 
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Elsa Prieto, Atos Origin, Spain (ATOS) 
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API  Application Programming Interface 

GPS  Global Positioning System 

GUI Graphical User Interface 

HTTP  Hypertext Transfer Protocol 

HTTPS  Hypertext Transfer Protocol Secure 

ICT Information and Communication Technology 

ID  Identity (also Identifier) 

IdM  Identity Management (also Identity Manager) 

IM  Instant Messaging 

J2ME  Java 2 Micro Edition 

LBS  Location-Based Services 

LWUIT  Lightweight User Interface Toolkit 

PA Privacy Advisor 

PC Personal Computer 

PICOS  Privacy and Identity Management for COmmunity Services 

WP  Work Package 
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The success of a software product is not only based on sophisticated technologies and developments. 
The usability is key to the acceptance of this product by a targeted community, especially when the 
ultimate goal is providing a marketable solution that can reach a large amount of users and be 
applicable under different conditions.  

This general idea of acceptance and marketability is also pertinent for PICOS prototypes. Therefore, 
after a fist implementation phase (angler v1 prototype), it was critical to collect the user’s impressions 
and feedback to make the necessary corrections and improvements. 

Consistently the major goal of D6.2a is providing a second prototype (angler v2) for the angling 
community that improves the first prototype by considering thoroughly the reaction of the user to the 
first prototype. 
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This deliverable D6.2a is the result of the work performed by WP6 development team from January 
2010 to March 2010, in line with the planned activities for the second cycle [1] and in synchronization 
with WP5 work (platform side). 

The starting point for this phase were the community user trials in Vienna and Kiel [2][3], which 
served for validation of the existing infrastructure provided by anglers v1 [4][5]. 

From the client-side perspective, the results of these trials pointed out the need for further 
development on the angler v1 prototype according to two major lines: 

1. Enhancements on the mobile client application from a functional and chiefly a usability 
perspective. 

2. Since a number of tasks could not be accomplished in a convenient manner on the mobile 
device, the angling community was in need for a mirror of the mobile applications in a web 
browser environment.  

Additionally, from a didactic point of view, the physical restrictions of the device (e.g.: 
reduced screen, inconvenient keyboard), in combination with the complex structure of the 
PICOS application, make it difficult for the user to evaluate the PICOS concepts. This is 
supposed to be much easier in a well known web browser environment. 

The internal R2 investigation report (WP4) [7] gathered these features in a compiled set of prioritized 
requirements. This was the main input for D6.2a activity. Other important inputs were the results from 
assurance perspective (WP3) [6]. 

This is a summary of the main changes performed: 
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·  Improved stability by fixing reported bugs during the WP6 test phase and WP7 trials. 
Additionally this better performance is perceived by the end user as an improvement. 

·  Optimization of certain application processes in order to provide better response time to the 
user. 

·  Improved look and feel (GUI) including a better structuring of the layout and navigation bar, 
differentiation of elements and sub-elements, and addition of icons, links and buttons that 
clearly based on the user evaluation in order to improve the usability of the device. 

·  Inclusion of contextual help and context menu that support the user guidance through the 
application. 

·  Implementation of new functionalities and extension of the capabilities of the existing 
features. 

·  Development of a Web frontend (AnglersBase [8]) as a mirror of most functionalities of the 
mobile application (except those related to LBS): Partial IDs, Contacts, Public Community, 
Sub-communities and Private Room. 

The main output of D6.2a is an improved prototype (anglers v2) that will be used by the trial angling 
community in the upcoming WP7 field trials (May 2010) and will be validated during the subsequent 
WP8 evaluation task. 
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The present deliverable D6.2a documents the major improvements on the first PICOS prototype 
(angler v1) to produce angler v2. 

The document is divided in two major parts: 

·  The first part (Chapter 2) is an explanation of the most important features of the second mobile 
application prototype (angler v2) built as an improvement of the first prototype (angler v1). 
The structure of this chapter follows the use cases appearing in Section 2.2 of D6.1 
Community Application Prototype [4] for better comparison between both deliverables. 

We strongly recommend consulting deliverable D6.1 for further information on the client 
application. 

·  The second part (Chapter 3) provides the description of the Web frontend (AnglersBase) 
functionalities: Contacts, Partial IDs, Public Community, Repository, Sub-communities and 
Private Room. 

After the conclusions (Chapter 4), an Appendix A collects the technical information (classes, methods 
and diagram sequences) related to the web frontend application. We have preferred to leave this 
information in the Appendix in order to ease the readability of the document and to keep coherence in 
the description of both main sections of the deliverable. 
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This chapter explains the new functionality in the client mobile application (angler v2) with regard to 
the first prototype (angler v1). The description follows the uses cases breakdown shown in D6.1 
Section 2.2 [4] 
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Two items were added to this use case:  

·  Help functionality: an “� ” icon is available at the bottom on the right on some screens of the 
client application. Help information is displayed when the user press this icon (see Figure 1). 
This new functionality aims at concisely explaining the user specific functionalities (e.g. map, 
public community) and PICOS concepts, such as Partial Identities. 

·  Profile completion: during the registration process and after login in the community, the user 
gets the option to enter personal data into his first profile or to postpone this activity to a later 
point in time. A notification with the question “Do you want to fill out the profile NOW or 
LATER?” shows up when the user press the “Fill Profile” button. (see the figure below). 

 

 
Figure 1: Registration 
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No major changes were accomplished in the “Access to the Community” use case.  

As shown in Figure 2, only a house icon was added in the login screen in order to enhance the visual 
appearance and the mentioned “i” icon to display a help text.  

 

 
Figure 2: Access to the Community 
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Two major changes were made in this use case: 

·  GUI modification: existing button elements were replaced by links in combination with icons 
(as shown in  

·  Figure 3). 

·  Fill profile: The same than registration screen, questioning a Dialog the question “Do you 
want to fill out the profile for this new identity NOW or LATER?” is asked.  

This enables the user to complete the profile associated to the new Identity that s/he is 
creating. The profile can also be completed later on. 
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Figure 3: Partial Identities 
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The changes on this module include: 

·  The field “pseudonym” in the root profile was renamed to “Login Name”. 

·  Profile fields had been regrouped and renamed to fit the platform restrictions about 
policies to a single field and to a group of fields. 

The profile fields are now listed this way: 

o “Main Info” has the sub-fields: “Age”, and “Gender” 

o “Location Info” has the sub-fields: “Country” and “Zip Code” 

o “Messaging Info” has the sub-fields: “Email”, “ Instant Messaging Name”, and 
“Preferred contact means”. 

o “Hobbies Info” has the sub-fields: “Hobbies description”, “ Fisher Type”, 
“Experience”, “Fishing Methods”, “ Favourite Watercourses”, “ Target Species”. 

o “Misc Info” has the sub-fields: “Membership clubs”, “ Favourite fishing 
destinations”. 

 

As shown in Figure 4, direct rules can be applied to Level 1 fields. The platform does not currently 
allow creating a rule for Level 2 fields (sub-fields to Location Info, Messaging Info, and Hobbies 
Info). Therefore these fields are found as a whole in the policy creator. The rest of the sub-fields on 
the other hand, are available to make a rule to affect them alone. 
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Figure 4: Objects in the Profile 
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Some changes were made to the contacts screen in order to ease the managing of the user’s contacts: 

·  Addition of a context menu: when the user picks up one of his contact from the contact list and 
press on hold, a context menu is displayed, showing several actions to execute (the same 
options available in “Options” command): send a message, show profile, show on map and 
create policy. Figure 5 shows how this context menu is displayed in relation to a specific 
contact. 
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Figure 5: Contact List 

·  “Add contacts” link: a new link was added to launch the search for existing members in the 
Public Community. 

·  “Create Policy” Option: this new option was added to the search, so when a user selects it, the 
Privacy Manager will be displayed in order to assign a privacy rule to this contact. 

·  Button elements “Search” and “Add contact” added (see Figure 6):  

o When user press “Search”, a searching of contacts into the public community will be 
performed, filtering by the string entered as parameter into the field text. 

o When user press “Add contact”, the selected contact is added to the user contacts list. 

 
Figure 6: Search Contacts 
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The modifications on this module are: 

·  Fixed bug for policy not correctly applying when the scope was a single contact, and for 
policies not being correctly created for groups of resources. 

·  The former “Policy Editor” was renamed to “Privacy Manager” in the wheel menu to 
avoid confusions from the users. 

·  The “Policy Creator” was deleted from the wheel menu, and can now be accessed from a 
button in the Privacy Manager “Create new rule”. 

 
Figure 7: Policy Manager 

·  Meta-objects reference. The Policy Creator was subjected to internal rearrangement. 
Policies were modified according to the level of granularity allowed in the platform. As 
explained in Figure 4 (see section 2.4), it is not possible to create policies on certain 
objects. For example, to create a rule on “experience”, now the user has to create a policy 
on the meta-object “Hobbies Information”, where it is contained. A policy affecting 
“Hobbies Information” will affect all its sub-objects, including “hobbies description”, 
“experience”, “ Favorite hobbies destinations”, etc. These meta-objects are referenced in 
the Profile screen, as well. 
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No major changes were applied to this component. 
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New functionality was added with regard to modifying the content of a post when this has not been 
rated yet by other members of the community. Consequently, this new feature offers the user the 
option to modify subsequently his previously posted contribution,  

 

Figure 8 shows the process of editing a post after the user selects the option “display a Post”,  

The steps to perform this action are as follows: 

·  Select the post text and make the desired changes (writing or adding new text) 

·  Go to “Options” command and select “Submit changes” 

·  If this action is processed correctly on the server side, then the client will receive a 
notification, and the message “your POST was modified correctly” will be displayed to the 
user. 

   
Figure 8: Public Community 
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The repository speed and performance was greatly improved. Main changes include: 

·  Category attributes edition: the category attributes can now be updated by the owner 
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·  Repository performance: the repository screen loads up faster and needs less calls to the 
platform now since it only loads the content per category on demand (only when the user 
opens a category). 

·  Container management improvement: now the content can be deleted quickly without the 
necessity of update the whole list after confirmation. 

·  The content elements from a category were reorganized for better identification. 

 
Figure 9: Repository 
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No major changes were applied to this component. 
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No major changes were applied to this component. 
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No major changes were applied to this component. 
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TMO and the rest of WP6 partners who are involved into development task, added a new graphical 
support to improve the usability and enrich the user experience for the second prototype at the client-
side.  

The trial user of the Angling Community were asking for better support of direct manipulation 
possibilities in order to enhance the interaction at the level of the GUI. They asked explicitly to 
support context menus for contacts, messages, watercourses, and fishing spots and where meaningful 
in the application UI. Further, they asked for a context-sensitive help possibilities and the usage of 
adopted terminology in the respective community.  

The changes were carried out in coordination with CURE’s usability experts who continuously 
evaluated the changes performed (i.e. common remote test session with the real device). The main 
changes applied are: 

·  Introduction of new look and feel and widget styles for the whole application (i.e. button 
styles with coloured feedback, used background colours for the screens etc.).  

·  Support of icons in the menu bar as well as different links and buttons for better user 
perception and functionality recognition. 

·  Adding context-sensitive help support at different levels (i.e. context menus and explicit help 
icons in all screens). The new help structure supports navigation among the different parts of 
the offered help. This application-wide help structure contains help text especially for those 
screens that are critical for the usage purposes of PICOS. 

The following figure (Figure 10) shows e.g. how the new menu bar supports icons and switching 
between available identities (left picture), as well as how the identities screen supports links with icons 
(middle picture) and help (right picture). 

 

 
Figure 10: GUI improvements 
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It was also aligned the usage of the links and the styles of textual descriptions in the whole application 
for homogenous and consistent screen presentation as well as the support of context menus for 
different items (i.e. contacts, messages, watercourses, fishing spots etc.). In general, clicking on the 
item in the corresponding screen shows the context menu and displays selected functionality for the 
respective item if supported (e.g. adding or removing a contact from a contact list, showing content of 
a message etc.).  

 

Further, the support of better highlighting for selected list elements was included. The following figure 
depicts how a selected contact is highlighted with the red colour in the contact list (left picture) and 
which context menu is shown when clicking on it (right picture). 

 

 
Figure 11: GUI improvements in Contacts List 

 

The navigation bar was redesigned to support easy access to various profiles and privacy related 
settings (left picture) as well as changing presence status and location settings. 



.��
���

!��������#����������������	�
�

������������
����
���������	���������� ����!
�"��## ������ ��	 	�$	%���

&�	����������'	����	�	�$	 ��	 	�����(!�%����(��
��� 	���

!����) ��	$	����*��
	+��,�������

	��
�
�����-.�-
-��

!����-���#�������-��������	
-$�-*��� #�%������������������	�

��(���/� �!�#���*���#�$	� � �������

 
Figure 12: GUI improvements in the Navigation bar 

 

The new home screen of the PICOS client application informs now about online contacts. In the 
following figure, the left picture represents an example for the case where no contacts are online while 
the middle picture shows an example for what the user see, if one of his contacts is online. The right 
picture shows the available functionalities through the context menu. 

 

 
Figure 13: Home Screen improvements 
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When choosing “show on map”, the respective contact will be presented on the map like depicted in 
the following figure.  

 
Figure 14: Map 

 

CURE’s experts provided the used icons and included help texts. The recent released versions of the 
LWUIT library (from 1.3 on) were included at the client-side. In addition, the whole framework was 
re-factored for the different GUI elements, which improves its maintainability and performance. 
Automatic logout is carried out after a given time of inactivity. This inactivity time can be configured 
in the “settings” option into the Login screen 
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The LBS use cases can be divided into three groups: The ones that use the user’s own location, the 
ones that use the location of contacts and the ones that use the location of fishing spots and 
watercourses. 

The LBS use cases in the first prototype of angler v1 encountered a number of serious problems: 
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1. Fishing spots and watercourses were retrieved from the server just in time. Thumbnails, 
reputation and reputation history were retrieved in separate requests whenever required. Using 
a slow connection (limited bandwidth) this resulted in an unbearable delay in response time. 

2. The location of the user was retrieved from the GPS sensor on demand. This usually took 
around 30 seconds and often resulted in timeouts for other users that tried to locate this user. 

3. The location of contacts was retrieved from the server on demand which meant a notification 
of users that were to be located every time or caching the location data of contacts which 
resulted in obsolete data. 

4. Fishing spots and watercourses were neither editable nor removable. Once entered you had to 
live with what you entered (typos and all). 

 

The above problems were addressed by the following fundamental changes: 

1. Fishing spots and watercourses are persistently cached in the client's file system. When using 
them for the first time in a session the user may choose to reuse the cached data or reload 
them from the server. The user may load the latest data from the server manually when a fast 
connection to the server is available and use cached data when the connection is poor. The 
thumbnail, reputation and reputation history are attributes of a fishing spot and watercourse 
and are not retrieved in separate requests. 

2. A location listener is registered with the GPS sensor at the startup of the angler application so 
that the current position is always available as fast as possible. The location is pushed to the 
server whenever the location settings change between "off" (set location to null), "on" (set 
exact location) and "blurred" (set blurred location). Note that this is also the case when the 
current partial identity changes or a logout or exit is executed. Depending on the location 
settings in the "Settings" dialog the location is also pushed to the server (only when location 
is "on" or "blurred") in a configured time interval or whenever the location changes by more 
than a configured distance. Note that the listener mechanism enables you to follow your 
current position on the map. 

3. An update location listener is registered with the server at the startup of the angler application 
so that a user will be notified of location updates of all his contacts. The former pull 
mechanism is only used in the case that the location of a contact is not yet known on the 
client. In this case the contact is notified that the user wants to locate him and can decide to 
grant/deny the permission. Note that the listener mechanism enables you to follow the 
positions of your contacts on the map. 

4. When fishing spots or watercourses have not yet been rated they may be edited or deleted by 
users with sufficient privileges (depends on the policies of the community). 

 

The replacement of the pull mechanisms by the push/listener mechanisms has greatly influenced the 
implementation of the former angler v1 LBS use cases. 
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��� ������������������'�
Enable the "Show my location" option in the map view options to show your current location on the 
map. If available your position will have been fetched in advance from the GPS sensor. There is no 
active call to the getLocation method of the location API. If you change your location your icon will 
move accordingly to your position on the map. 

�	��	����'����������������

Select the "Centre on my location" item in the map view options to centre the map on your current 
position. If you change your location your icon will move around on the map and the map will be 
centred again when your distance to the centre exceeds a significant distance. 

%��/0����������&��'���

While adding or editing a fishing spot you can use your current location as the location of the fishing 
spot using the "Locate me" button or enter a different location manually. 

%��/0����)��	������	�

While adding or editing a watercourse you can use your current location as the location of the 
watercourse using the "Locate me" button or enter a different location manually. 

$"!*"$  ���������-��������.�	����	��

��� �����������
���������������'�

Enable the "Show contact locations" option in the map view options to show the current location of 
your contacts on the map. Contacts that did not push their location to the server in the time since your 
application started are notified that you want to locate them and can either grant or deny permission. 
Whenever one of your contacts changes location or changes the settings of the location sensor the 
change is represented on you map immediately. 

�	��	����'��������������
���������

Select the "Centre on contact location" item and one of your contacts in the map view options to 
centre the map on the current location of the contact. If the contact cannot be located you will be 
informed of possible reasons for that (contact offline, contact's location sensor is "off", contact's GPS 
sensor not working). Whenever the contact changes location or changes the settings of the location 
sensor the change is represented on you map immediately. The map is centered again when you 
contact moved out of the center by a significant distance. 

��� �������������	���

Directly after registering the contact location update listener and whenever a contact location update 
notification is received the current street address of the contact is updated in the contact list by 
performing a reverse address resolution using Google Maps. 
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Select the "List watercourses" menu item in the map view. This will display a list of all watercourses 
including their photos and rating. When doing this for the first time during the session you have the 
choice to reuse the watercourses cached on your client or to reload the latest watercourse list from the 
server. If you use the cached watercourses no connection to the server is required. 

1	�����)��	������	��

Click the "Reload watercourses" menu item to reload the latest list of watercourses from the server. 
Depending on the connection this may take a while. After retrieval the watercourses will be stored in 
the client's file system for the next session. 

��� �)��	������	��	������

Click on a watercourse icon in the map view or double click on a watercourse item in the watercourse 
list to display the watercourse details including thumbnail, rating and rating history. If you click on the 
thumbnail a zoom image is retrieved from the server. Clicking on the zoom image closes it and returns 
to the watercourse details. 

��� �)��	������	�������'�

Enable the "Show watercourses" option in the map view options dialog to display the watercourses on 
the map. The map image is retrieved from the Google Maps server asynchronously whereas the 
watercourses are only retrieved from the Picos server if you decide to reload them. 

�	��	����'����)��	������	�

Select the "Center on watercourse" item and a watercourse in the map view options dialog to center 
the map on the location of the selected watercourse. Alternatively you can select the "Show 
watercourse on map" menu item in one of the watercourse views. The map image is retrieved from the 
Google Maps server asynchronously. 

�	�	�	�)��	������	�

Select the "Delete watercourse" menu item to delete the watercourse. You are asked to confirm the 
deletion and the changed watercourse list is stored in the client's file system afterwards. 

1	�����������&��'����

Click the "Reload fishing spots" menu item to reload the latest list of fishing spots from the server. 
Depending on the connection this may take a while. After retrieval the fishing spots will be stored in 
the client's file system for the next session. Note that all fishing spots are loaded in contrast to angler 
application v1 where fishing spots where retrieved on demand either by watercourse or by coordinates. 

��� �������&��'����	������

Click on a fishing spot icon in the map view or double click on a fishing spot item in the watercourse 
details to display the fishing spot details including thumbnail, rating and rating history. If you click on 
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the thumbnail a zoom image is retrieved from the server. Clicking on the zoom image closes it and 
returns to the fishing spot details. 

��� �������&��'���������'�

Enable the "Show fishing spots" option in the map view options dialog to display the fishing spots on 
the map. The map image is retrieved from the Google Maps server asynchronously whereas the fishing 
spots are only retrieved from the Picos server if you decide to reload them. 

�	��	����'����������&��'���

Select the "Show fishing spot on map" menu item in one of the fishing spot or watercourse views to 
center the map on the location of the selected fishing spot. The map image is retrieved from the 
Google Maps server asynchronously. 

�	�	�	�������&��'���

Select the "Delete fishing spot" menu item to delete the fishing spot. You are asked to confirm the 
deletion and the changed fishing spot list is stored in the client's file system afterwards.  

 

$"!*"*  %������������'���	�	����

Various improvements were performed for LBS functionality in the second version of the Community 
Application Prototype. Those improvements affected both, the client-side as well as the server-side 
parts (WP6 Orchestration Layer) and primary targeted enhancing the performance and usability of the 
prototype. 

 

At the level of the client caching was extended to support watercourses and fishing spots as well as 
their thumbnails. Cached entries are stored in local files and are valid until next reloads. In addition to 
this, the client performs many operations in the background asynchronously in order to ease the 
interaction at the GUI level. So for instance loading images of the fishing spots and watercourses is 
carried out in an asynchronous manner. Another example is the direct fetching of the location 
information with the help of the GPS sensor after the start of the application since such operation takes 
normally an average of 20 seconds in most of the mobile devices. Further, the client internally uses 
listeners instead of frequent calls of the WP5 Platform[5] getLocation() method. By doing this the 
interested components will be informed in a push manner instead of pulling this data each time 
needed. Finally, the configuration was improved by integrating location related settings in the settings 
dialog.  

 

At the server-side the location information is reset each time the user is logged out and whenever the 
GPS sensor settings changes. Furthermore, the reputation values and the reputation history were 
integrated into orchestration layer (i.e. new and re-factored methods getReputation() and 
getReputationEvents() added to watercourse, getFishingspotsByCoordinates() and 
getFishingspotsByWatercourse() replaced by getFishingspots()). 
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In addition to this, many improvements at the level of GUI were included to support better user 
experience and faster interaction: 

·  Support of additional wait cursors (showed meanwhile the application is performing some 
action and it’ in Map screen. 

·  Timestamps were added to reputation history. 

·  Resizing maps to full screen when starting from locate contact and when turning the screen is 
now also supported. 

·  Support of user-controlled reload of fishing spots and watercourses.  

·  Hiding the image dialog when the fishing spots and watercourses zoom image is clicked. 

·  Support of context menus for fishing spots and watercourses. For instance, adding fishing 
spots and watercourses, rating, commenting, and showing them on the map are now possible. 

·  Opening fishing spots and watercourses by double click (instead of single click). 

·  Showing message? and stay in contact list if contact cannot be located (message? states 
possible reasons why the contact cannot be located) 
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Content sharing support in PICOS is provided with the help of the real-time content sharing 
component. It supports communication functions such as those needed for synchronous and 
asynchronous communication (Chat and Messages Box1). 

Related to the communication means (Chat and Asynchronous Messages) and the client-side 
notification mechanism for the second version of the Community Application Prototype, there were 
minor changes at the GUI level. These changes are also based on the outcomes of the user trials and 
internal investigations documentation. The main changes took place at the level of the GUI primarily 
those allowing for improving the interaction: 

·  An explicit tab at the level of the menu bar allows for directly accessing the Messages 
Box while this only was possible in the first prototype through links shown in other 
screens. 

 

 
Figure 15: Real Time Content Sharing 

 

Like in the case of contacts (see Section 3.12): 

·  The selected message at the level of the messages list in the Messages Box screen is marked/ 
highlighted by using a different background colour (red colour). Fast access links for sending 
new messages or removing them were extended to also support icons next to the text.  

                                                      
 
1 The “Messages Box” was previously refereed as “Inbox” in PICOS 
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·  The messages also support direct manipulation. By longer clicking on a message, a context 
menu is shown where the often-needed functionalities are made accessible (e.g. showing 
content, replying to the message etc.). Some delicate functionalities, such as removing 
messages, are still accessible via the Options command menus from the first prototype. The 
command menus include all available functionalities.  

Furthermore: 

·  The Messages Box and Chat tabs in the menu bar are indicated now by icons next to the tab 
names. This feature was requested by the usability experts.  

·  In the Chat participants’ selection screen, a context menu was also included for selected 
contacts and the fast access links supports icons beside the text. Thereby, only online 
contacts are offered in the combo box to be added as participants for new chat sessions. 

 

 
Figure 16: Context Menu into the Chat 

 
 

The notification mechanism at the client-side was not modified and its functionality is still similar to 
the description in D6.1 Community Application Prototype 1[4].  
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The PICOS consortium decided to concentrate the effort for the first prototype on the development of 
mobile community applications. For this reason, a web frontend with similar functionalities compared 
with the mobile applications was not yet available in the first user trials. Consequently, a user 
evaluation was not feasible. However, in the interviews in the first user trials it turned out that the 
angler were keen to have, in parallel to the mobile applications, access to a web interface in a common 
browser environment with similar functionalities and based on the same server platform (in order to 
make sure, that all activities are reflected in both, the mobile and the web frontend environment). 

There were good reasons from the beginning for providing not only a mobile community, since the 
majority of community user are adapted to browser environment and consider the mobility rather as an 
interesting extension. Specifically anglers are used to deal with web applications like for example 
FishBase [9] and want to upload more complex content (extended catch descriptions, photos, 
annotations etc.) which is very difficult from the mobile environment Furthermore the small screen of 
a mobile device is not suitable to explain the PICOS concepts and related functionalities like sub-
communities and the private room with (e.g. establishing and handling of a catch diary), nor the 
overall benefits of the public angler community in the user surveys. With this background, a formal 
decision was made to provide a web frontend (AnglersBase) in addition to the mobile community for 
the anglers field trials (WP7). 

 

$��  -.���� �������
�

The Picos Web Application2 (AnglersBase [8]) is a web-platform, providing its users the possibility to 
operate within their community in a comfortable way by using the browser of their PC/Laptop. This is 
especially needed for certain functionalities, such as the edition of diary entries, uploading a number 
of photos and dealing with forum threads. 

Due to technical reasons, not all functions of the mobile client (anglers v1) were included in the web 
frontend. Basically the web-platform reflects the applications on the mobile phone, with a somewhat 
reduced number of functions. For example it is not possible to register a new root ID or to edit privacy 
rules from the web interface. LBS applications are not implemented either. 

The functions of the web frontend are classified in five categories: Home, Contacts, My Files, Sub-
Communities, Community and Identities. 

 

                                                      
 
2 To use the web frontend the browser must be capable to perform JavaScript, AJAX und IFrames. 
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After logging in with his root ID and password (created in advance in the mobile application) the user 
enters the Home page of the web frontend. On this page, general information about the PICOS Project 
and AnglersBase application is displayed, as shown below: 

�

Figure 17: Web Frontend – Home 

Navigation through the web frontend is possible by means of the tabs at the top, which are related to 
different functionalities: “Home”, “Contacts”, “My Files”, “Sub-Communities” “Community” and 
“Identities”. The navigation menu on the left side (under the label “Options”) offers different actions 
related to active tab. 
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In the tab “Contacts” the user receives a list of his contacts and their current status, classified 
according to his partial IDs. 

 

 
Figure 18: Web Frontend – Contacts 

To add a new contact the user has to click on the option "Add contact". 

 

�������  �����	
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The option "Add contact" allows the user to search for new contacts in the community and add them to 
his contact list. After entering a search string (just one letter or more precise name), a list is displayed, 
showing those contacts that match the search criteria. 

The new contact will be added to the contact list of the user’s active partial ID. 
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Figure 19: Web Frontend – Contacts: Search for a new contact. 
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By clicking on the “Community” tab, all existing fora in the public community are displayed, 
including short information on each with title, description, keywords (if given) and further details 
regarding to the forum creator, the creation time and forum administrator. 

 
Figure 20: Web Frontend – Public Community: Public Fora overview. 

The administrator of a forum can edit the forum attributes through the “edit forum attributes” link (see 
the following screenshot). 
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Figure 21: Web Frontend – Public Community: Forum attributes 
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To create a new public forum in the public community the user clicks on the “Create Forum” link and 
fills out the “Title” and “Description” fields in the creation screen. Only the field “Keywords” is 
optional. 

 
Figure 22: Web Frontend – Public Community: Creation of a new forum 
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When clicking on the forum title, the user accesses the selected forum. All threads previously created 
will be shown there. The user has the option to create a new thread with the option “create thread” on 
the navigation menu on the left. 

 
Figure 23: Web Frontend – Public Community: Open a public forum 
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The following screenshot demonstrates how to create a new thread in a public forum.  

The user enters the thread subject and a first contribution. He can also attach a file (e.g. a picture). 

 
Figure 24: Web Frontend – Public Community: Creation of a new thread in a public forum. 
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To contribute to a specific thread, the user selects the option “Contribute to thread” in the navigation 
menu. The existing content in the thread is not displayed when editing in order to prevent the user 
from too much scrolling on the web page. 

 
Figure 25: Web Frontend – Public Community: Contribution to a public forum thread. 
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The last contribution posted in a thread can be modified by its creator, unless a follow-up contribution 
is made by another member. 

 
Figure 26: Web Frontend – Public Community: Changing a thread contribution. 
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The root categories are listed, showing associated information like description, keywords, creator 
(Partial ID) and date.  

 
Figure 27: Web Frontend – Public Community Repository: Category list. 

 

The category is opened when clicking on its title.  

 
Figure 28: Web Frontend – Public Community Repository: content in a category. 
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A specific content under a category will be opened by clicking on its filename.  

A category can only be deleted by its creator. 

Published contents in categories can only be deleted by their creator. 
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Creating a category is possible as root category or subcategory (a category under a root category). 

 
Figure 29: Web Frontend – Public Community: Creation of a new category 
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The category attributes can only be updated by the creator of the category. 

 
Figure 30: Web Frontend – Public Community: update category attributes. 
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The user needs to enter a description and has to select the location of a file which is designated to be 
uploaded to the category . 

 
Figure 31: Web Frontend – Public Community: addition of content to a category. 
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The tab “Sub-Communities” offers the user the possibility to create, join and leave sub-communities, 
as well as to manage their contents. 

The main page shows the communities that the user belongs to, according to his partial IDs. 
Additionally, all other public sub-communities are listed where an individual user is NOT a member, 
offering him the possibility to join them (see Figure 32). 

 
Figure 32: Web Frontend – Sub-Communities. 

 

The list of sub-communities provides brief information about each of them. This information includes 
the possibility to obtain a list of the members of each sub-community by clicking on the "List all 
members" link. The current rating of each sub-community is also shown, representing the average of 
all ratings of the members’ contributions to it. Moreover, icons indicate if the Sub-community is 
public or private and the administrator is identified by his partial ID. 
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In a public sub-community, any user can join without invitation, with his active partial ID, by clicking 
on "Join with active partial ID". 

In a private sub-community, the user needs an invitation from the administrator of the sub-community. 
The invitation notification will show up on the top of the active page.  

If a member wants to leave a sub-community, he can decide to leave either with revocation or without 
revocation. The first option (with revocation) means that all the user’s contributions to the sub-
community will be deleted after leaving.  

Leaving a sub-community is only possible for all members of the sub-community except for the 
administrator. He has to transfer his admin rights to another user before he can leave the said Sub-
community. 

To create a new sub-community, any user can click on "Create Subcommunity" link on the navigation 
menu on the left. 

To see the content posted in a sub-community, a user only needs to click on the name of the sub-
community (provided that the user is member of the sub-community). 
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After clicking on “Create Subcommunity”, the user is directed to a secondary page to define the sub-
community general settings: name, description, upload of an avatar (Icon) and visibility ("private" or 
"public"). The active partial ID will be automatically set as administrator of the new sub-community 
and become its first member. 

 
Figure 33: Web Frontend – Subcommunities: creation of a new sub-community. 

 

After submitting the creation form, the Sub-community will be displayed in the list of his sub-
communities. 
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Similarly to the mobile application content, the content of a sub-community can be "diaries", "files" 
and "threads".  

Files and diary entries are only published via pushing them from a member’s Private Room. Each 
member of a sub-community can publish a diary entry from his Private Room (this is automatically 
done by pushing a diary entry from the Private Room to a selected Sub-community). Furthermore 
members can submit files. Both contributions will be only visible for the members of the community. 

 

 
Figure 34: Web Frontend – Sub-Communities: contents of a sub-community. 

 

The threads of the sub-community are displayed with several details: its name, its creator and the 
amount of "contributions".  

Every member has the option to create a new thread within a sub-community by clicking on "Create 
Thread" on the navigation menu. Every member has also the right to delete his own content by 
clicking on "delete". Only the administrator of the sub-community is allowed to delete any content. In 
addition, the administrator is allowed to perform further actions by clicking on "Admin options, these 
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are: "Change admin", "Close Subcommunity" and “Invite a contact”. The last option is only available, 
if the current sub-community is private. 

 

3.1.5.2.1 Invite a contact  

The administrator of a private sub-community can invite new community members to join. He will 
select the new members from his contacts list (the partial IDs). The targeted contact must be online 
and cannot be a member of the sub-community. 

 

 
Figure 35: Web Frontend – Subcommunities: contact invitation to a sub-community. 

 

When the administrator invites a contact, he receives a notification to join the sub-community. The 
contact can decide to either accept or refuse the administrator’s invitation. By accepting, he becomes a 
new member of the sub-community. If he does not accept the invitation or waits longer than 60 
seconds, the invitation is discarded. 

 
Figure 36: Web Frontend – Sub-communities: notification of invitation. 
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3.1.5.2.2 Diary Overview 

On the main page of a sub-community, a member of the sub-community can click on the name of a 
specific Diary to see an overview of all its diary entries (including thumbnail, name, description and 
current rating). 

 

 
Figure 37: Web Frontend – Sub-Communities: Diary overview. 

 

3.1.5.2.3  Diary Entry Details 

If the user clicks on a specific diary entry, detailed content of a fish-catch will be displayed, such as a 
picture, fish information (species, properties, etc.) and the catch (location, time etc.). 

 

 
Figure 38: Web Frontend – Sub-Communities: Diary entry details. 
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3.1.5.2.4 File view 

The detailed view of a file shows a preview its attached image, as long as the file-extension is a 
supported format by the system. Otherwise a download link will be presented.  

A member of the sub-community can also rate the content and add a comment, if he is not the creator 
(following the same trust principles that operate in the mobile application). 

 

 
Figure 39: Web Frontend – Sub-Communities: File view 

 

3.1.5.2.5 Create a new thread 

A member of a sub-community can create new threads by clicking on the option "Create thread" on 
the main page of the said sub-community. 
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Figure 40: Web Frontend – Sub-Communities: creation of a thread. 

 

Here the user can enter the "Thread-Title", "Post-Title" and the "Post" itself. After its submission, the 
new thread will be displayed in the list of threads on the main page of the sub-community. 

3.1.5.2.6 Thread-View 

The detailed view of a thread displays the existing member’s contributions, which are labeled with the 
name of the publisher and the current rating of the thread. All members but the creator can rate it.  

To add a new contribution (a new post) to the thread, a member only has to use the option "Post 
Reply". 

 
Figure 41: Web Frontend – Sub-Communities: thread view. 
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3.1.5.2.7 Add a new post 

Members of a sub-community can add a new post to an existing thread. The parameters “Title”, the 
body of the post itself and a file-path for an attached document need to be defined. The can be found 
as the last added post at the end of the list of contributions. 

 

 
Figure 42: Web Frontend – Sub-Communities: addition of content to a thread. 
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The My Files is a repository, on which new content can be created and edited. This content can be 
either a diary entries or a file. This repository is only accessible by the owner. 

On the main page of this section, the content that the user previously created through either the web-
platform or the mobile device is displayed. To get a detailed view about a content item, the user has to 
click on its name. 
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Figure 43: Web Frontend – My Files. 

To create new content, the user has to select an option on the left menu: either "Add Diary Entry" or 
"Add File". Also it is possible to delete content by pressing the "delete" button. 
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To add a new file (for example a picture or a PDF document) the user has the option to upload the file 
from the PC and add a description. 

 
Figure 44: Web Frontend – My Files: addition of a file. 
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If the user wants to report a new catch record, he/she can do this by adding a new diary entry. A diary 
entry consists of a list of fields with information about the location of the catch and details about the 
fish and the catch itself. 

Is also possible to attach a file to a diary entry, and the way to upload it is similar to the “Add file” 
section.  

 

 
Figure 45: Web Frontend – My Files: new diary entry. 
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The diary entry details page allows the user to edit, delete or publish an entry he created before. On the 
main page the current diary entry is displayed. 

If the user clicks on the option "Edit this Entry" he is navigated to a page, where he can adjust every 
parameter of the entry.  

The option "Delete this Entry" deletes the current entry. 
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Figure 46: Web Frontend – My Files: diary entry details. 

 

By clicking on "Publish this Entry", the user can either edit the diary entry, or to transfer to a 
community or sub-community, as shown in Figure 47. The list of target sub-communities consists of 
sub-communities the user is member of. The category is only relevant if the diary entry should be 
published in the "Public Community". 

 
Figure 47: Web Frontend – My Files: target community. 
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On this page a specific file can be published in a Community. There is also the option to delete an 
opened file. The publishing-options are similar as the diary entry interface (see Figure 48). 

 
Figure 48: Web Frontend – My Files: file details. 
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This option offers the user the possibility to change the status of his partial IDs to "Online", "Discrete" 
and "Offline", in a similar way as the feature works in the mobile application. After logging in, the 
user is forwarded to a screen where he can change the online status of his current partial IDs. The 
different partial IDs are independent, which means that a user can be online with multiple partial IDs. 

 
Figure 49: Web Frontend – Identities: Partial IDs presence. 
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During the user trials of Vienna and Kiel, the angler community validated the first client application 
prototype (angler v1).  
This first prototype provided a wide range of features: 

·  It offered the users the ability to interact anytime, anyhow, anyplace. 
·  The solution was very oriented to the angler community, providing specific services. 

At the same time, this solution was flexible enough to be adapted to other environments 
and communities. In fact, angler prototypes will be the base for the future Gamers 
prototype. 

·  It contained trust-building processes based on reputation and rating mechanisms. 
·  It also contained privacy enhancement features based on partial identities, privacy rules 

and notifications 
 
Nevertheless these trials also reported a need for further improvement, especially from the usability 
side. Therefore, angler v2 gives due weight to usability features, incorporating the feedback from users 
to the existing infrastructure.  
Major changes are related to: 

·  Enhanced robustness of angler v1, after an extensive debugging process. 
·  Enhanced usability due to 

o Improvements on the graphical user interface (e.g.: new styles, icons, layout 
o Addition of help functionality on main screens allowing a better understanding 

of the application features and key concepts. 
o Addition of a context menu for operations on the contact list. 

·  Optimization of internal processes in order to provide a better response to the user. 
·  Improvements on Location Based Services. 
·  Addition of new features (e.g.: post modification before rating) 

 
Moreover PICOS client application is also partially extended to a web based application, proving the 
compatibility and interoperability of both a mobile and static solution. 
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Class: Default_Model_Contacts 

Methods Comments 

public function GetContactsOfLoggedInUser () Returns the contact list of all partial IDs of the 
current user. 

private function AddPresenceOfContacts (array 
$contacts) 

Adds to the contacts array the presence status of 
the contact. 

public function SearchContacts ($displayName) Searches for users by their pseudonym and 
retrieves them. 

public function CreateContact ($pseudonym) Creates a contact to the active partial ID. 

Class: Default_Model_Diary 

Methods Comments 

public function 
GetPictureFromDiaryEntry($data) 

Extracts the picture out of the diary entry’s XML 
structure. 

public function DeleteContent($contentId) Deletes a diary entry. 

public function ChangeDiaryEntry ($params) Edits an existing diary entry. 

public function GetFormData($diaryentry, 
$diaryentrycontent) 

Helper: Prepares data to populate the diary entry 
Form. 

public function 
MakeDiaryEntryAttributes($params) 

Helper: Builds attributes from form data. 

public function MakeDiaryEntryXML($params) Helper: Builds diary entry XML structure from 
form data. 

public function AddDiaryEntry ($params, 
$contentId) 

Adds a diary entry to the private room. 

public function GetDiaryEntryContent 
($contentId) 

Retrieve base64 encoded XML structure 

public function GetDiaryEntry ($contentId, 
$contentPublisherId) 

Returns the attributes of the diary entry. 
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Class: Default_Model_File 

Methods Comments 

private function detectMimeType ($doc_path) Return the file type depending on file extension. 

public function PrAddContent($upload, $content) Add a file to the private room. 

public function PrCopyContent ($params) Copies a file from the private room to a Sub-
Community. 

public function ScCopyContent ($params) Copies a file from a Sub-Community to another 
Sub-Community. 

Class: Default_Model_Forum 

Methods Comments 

private function detectMimeType ($doc_path) Return the file type depending on file extension. 

public function 
ScDeleteThreadContribution($params) 

Deletes a thread contribution. 

public function ScDeleteForumThread($params) Deletes a forum thread. 

public function ScCreateForumThread($params) Creates a forum thread. 

public function ScContributeToForumThread 
($params, $base64file = '') 

Adds a contribution to a forum thread. 

public function ScGetThreadContributionList 
($forumThreadId) 

Returns contributions of a thread. 

public function ScGetAttributesOfThread ($Sub-
CommunityId, $threadId) 

Returns the attributes of a thread. 

Class: Default_Model_Notifications extends Zend_Db_Table_Abstract 

Methods Comments 

public function GetAllNotifications () Returns all not handled notifications of the user. 

public function MarkNotificationAsDone 
($lineId) 

Marks a confirmation notification as resolved 
when the user has clicked on it. 

public function AnswerInvitationNotification 
($lineId, $memberStatus) 

Answers to “Sub-Community invitation” 
notification. 

public function 
AnswerAttributeAuthorizationNotification 
($lineId, $authorize, $doNotAskAnyMore) 

Answers to “Attribute authorization” notification. 

public function 
AnswerChangeAdminNotification ($lineId, 
$acceptRole) 

Answers to “Change Admin” notification. 

public function AnswerPAAdviseMember Answers to “Privacy advisor” notification. 
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($lineId, $proceed) 

public function GetGuiInfoForNotifications 
(array $notifications) 

Is called when a notification needs further 
information to display in GUI, displayNames e.g. 
Calls helper methods for each type of 
notification. 

private function 
getGuiInfoFornotifiChangeAdmin ($lineId, array 
$notifications) 

Helper method for GetGuiInfoForNotifications. 

private function getGuiInfoFornotifiInvitation 
($lineId, array $notifications) 

Helper method for GetGuiInfoForNotifications. 

private function 
getGuiInfoFornotifAttributeAuthorization 
($lineId, array $notifications) 

Helper method for GetGuiInfoForNotifications. 

private function checkLine ($lineId) Checks if notification line in database exists, is 
not confirmed yet and belongs to the current 
logged in user. Is called before an answer is send. 

Class: Default_Model_Privateroom 

Methods Comments 

public function PrDeleteContent($params) Deletes content in the private room. 

public function PrGetContent($params) Returns content of the private room. 

public function PrGetContentList() Returns content list of the private room. 

Class: Default_Model_Reputation 

Methods Comments 

public function 
AddAdditionalInformationToSCContent (array 
$content) 

Adds current rating values to a content array of a 
Sub-Community. 

public function 
AddAdditionalInformationToSub-Communities 
(array $Sub-Communities) 

Adds current rating values to an array of Sub-
Communities. 

public function 
AddAdditionalInformationToContributions 
(array $contributions) 

Adds current rating values to an array of 
contributions. 

public function 
AddAdditionalInformationToDiaryEntries 
($diaryEntries) 

Adds current rating values to an array of diary 
entries. 

public function GetReputationHistory ($entityId, 
$entityType) 

Returns the reputation history of an entity. 
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public function GetOwnRating ($entityId, 
$entityType) 

Returns the rating of the user of an entity. 

public function RateEntity ($entityId, 
$entityType, $rating, $comment) 

Rates an entity. 

Class: class Default_Model_SocketSession extends Zend_Db_Table_Abstract 

Methods Comments 

public function RefreshSession () Sets timestamp in a user session table. Called via 
Ajax, so the socket client gets the information, 
whether the user is online or not (is usefull when 
the user doesn't make a clean logout) 

Class: Default_Model_Publiccommunity 

Methods Comments 

public function getCommunityAttributes 
($requester) 

Gets the Public Community attributes like title, 
description, general announcement and policy 
text 

public function 
getCommunityTermsAndConditions() 

Gets the general announcement from the public 
community 

public function PcGetUser() Gets the partialId and the pseudo of the current 
user 

private function GetPartialIdsofRootId ($rootId) Gets all partialIDs of a rootID 

Class: Default_Model_Publiccommunity 

Methods Comments 

public function getCommunityAttributes 
($requester) 

Gets the Public Community attributes like title, 
description, general announcement and policy 
text 

public function 
getCommunityTermsAndConditions() 

Gets the general announcement from the public 
community 

public function PcGetUser() Gets the partialID and the pseudo of the current 
user 

private function GetPartialIdsofRootId ($rootId) Gets all partialIDs of a rootID 

Class: Default_Model_Publiccommunity 

Methods Comments 

public function getCommunityAttributes 
($requester) 

Gets the Public Community attributes like title, 
description, general announcement and policy 
text 

public function Gets the general announcement from the public 
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getCommunityTermsAndConditions() community 

public function PcGetUser() Gets the partialID and the pseudo of the current 
user 

private function GetPartialIdsofRootId ($rootId) Gets all partialIDs of a rootID 

Class: Default_Model_Sub-Community 

Methods Comments 

public function ScDeleteContent ($params) Deletes content from a sub-Community. 

public function ScGetContent ($params) Returns content of a sub-Community. 

public function ScListPubSub-Communities() Returns list of public sub-commnunity. 

public function ScListPartialIds ($params) Returns list of members of a sub-commnunity. 

public function ScGetDiaryEntries 
($contentPublisherId) 

Returns the attributes of a sub-Community’s 
diary entries. 

public function ScGetUserSub-
CommunityList_Indexed () 

Returns an array of a user’s Sub-Communities 
with key equals to the Sub-Community’s ID and 
value equals to the Sub-Community’s name 

public function ScGetUserSub-CommunityList () Returns a list of Sub-Communities of which the 
user is member. 

public function ScGetContentList ($Sub-
CommunityId) 

Returns the content list of a Sub-Community. 

public function ScGetAttributesOfPublicSC 
($Sub-CommunityId) 

Returns the attributes of a public Sub-
Community. 

public function ScGetAttributesOfMemberSC 
($Sub-CommunityId) 

Returns the attributes of a Sub-Community on 
which the user is member. 

public function ScGetPartialInSc ($Sub-
CommunityId) 

Returns the partial ID from a Sub-Community on 
which the user is member. 

public function ScGetPseudonym ($partialId) Returns the pseudonym/displayName of a user. 

public function ScGetForumThreadList ($Sub-
CommunityId) 

Returns the thread list of a Sub-Community 

public function ScJoinPublicSub-Community 
($Sub-CommunityId, $partialId) 

Joins the user in a public Sub-Community. 

public function ScRemovePartialId ($Sub-
CommunityId, $revo) 

Removes the user from a Sub-Community. 

public function ScCreate ($attributes) Creates a Sub-Community. 

public function ScChangeAdministrator ($Sub-
CommunityId, $newAdminId) 

Changes the administrator of a Sub-Community. 
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public function ScClose ($Sub-CommunityId) Closes a Sub-Community. 

public function GetOwnerOfSCContent ($Sub-
CommunityId, $contentId) 

Returns the owner of a content element in a Sub-
Community. 

public function ScInvitePartialId ($Sub-
CommunityID, $partialId) 

Invites a contact to a private Sub-Community. 

public function MarkMembersFromContacts 
($members, $contacts) 

Adds a flag to a contact if is already a member of 
a Sub-Community. 

public function AddPublisherNameToThreads 
(array $threads) 

Adds the pseudonym/displayName to an array of 
threads. 

Class: Default_Model_User 

Methods Comments 

public function login ($loginName, $password) Logs in a user. 

public function logout () Logs out a user. 

private function setDefaultPartialIdAsActive 
($rootId) 

Set the default or first partial ID as active after 
login 

private function setPartialIdsOffline () Set presence of all partial IDs offline when user 
logs out. 

public function GetIdentityListOfLoggedInUser 
() 

Returns the identity list of the user from the 
session or from the web service. 

public function GetProfileFromPartialId 
($partialId) 

Returns the profile of a partial ID. 

public function 
GetPresenceOfIdentitiesOfLoggedInUser () 

Returns the presence information of the partial 
IDs of the user. 

public function UpdatePresence (array 
$newPresence) 

Updates the presence information of the partial 
IDs of the user. 

public function SetActivePartialId ($partialId) Sets the active partial ID. 

  

Class: Default_Model_Webserviceclient 

Members Comments 

private static $wsdlPath Default wsdl path, if no parameter is passed to 
GetPicosWebserviceClient 

private static $defaultOptions Default webservice client options, if no 
parameter is passed to GetPicosWebserviceClient 

Methods Comments 

public static function GetPicosWebserviceClient Returns a webserviceclient, so that used Picos 
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($wsdl = "", $type = "php", $options = "") platform can be changed easily for the webgui. 

Table 1: Web Frontend: Models 

 

%"!"$ ��������	���

 

Class: ContactsController extends Zend_Controller_Action 

Methods Comments 

public function indexAction () Lists contacts of user 

public function addAction () Adds a contact. 

public function addcommitAction () Commits the data of adding a contact. 
 

Class: DiaryController extends Zend_Controller_Action 

Methods Comments 

public function indexAction() Lists diaries. 

public function openAction() Lists diary entries. 

public function addAction() Adds a diary entry. 

public function publishAction() Publishes a diary entry to a Sub-Community or to 
the public community. 

public function editAction() Edits a diary entry. 

public function deleteAction() Deletes a diary entry. 
 

Class: FileController extends Zend_Controller_Action 

Methods Comments 

public function publishAction() Publishes a file to a Sub-Community or to the 
public community (shows form). 

public function publishcommitAction() Publishes a file to a Sub-Community or to the 
public community (commits the publishing after 
handling the form). 

public function showAction() Displays a file. Helper method for openAction. 

public function addAction() Adds a file to the private room. 

public function deleteAction() Deletes content from Sub-Community or private 
room. 

public function downloadAction() Shows a Save file dialog. Helper method for 
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openAction. 

public function openAction() Opens a file and displays it, or shows a Save file 
dialog, depending on whether is it an image or 
not. 

 

Class: ForumController extends Zend_Controller_Action 

Methods Comments 

public function openAction() Shows posts. 

public function addreplyAction() Shows reply form. 

public function addreplycommitAction() Handles reply form. 

public function addthreadAction() Show form to add a thread. 

public function addthreadcommitAction() Handles the form for adding a thread. 

public function deletethreadcontributionAction() Deletes a thread contribution. 

public function deletethreadAction() Deletes a thread. 
 

Class: IndexController extends Zend_Controller_Action 

Methods Comments 

public function indexAction() Shows home page. 
 

Class: LangController extends Zend_Controller_Action 

Methods Comments 

public function selectAction () Sets language for the web frontend. Only 
preparation for multilanguage support. No 
multilanguage file maintained and no language 
selector available on frontend. 

 

Class: NotificationsController extends Zend_Controller_Action 

Methods Comments 

public function getallAction () Shows all not handled notifications. 

public function okAction () Marks notification which requires only 
confirmation as done. 

public function changeadminAction () Answers to change admin notification. 

public function paadvisememberAction () Answers to privacy advisor messages. 

public function invitationAction () Answers to Sub-Community invitation 
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notification. 

public function attributeauthorizationAction () Answers to attribute authorization notification. 
 

Class: PrivateroomController extends Zend_Controller_Action 

Methods Comments 

openAction() Displays the private room overview. 
 

Class: ReputationController extends Zend_Controller_Action 

Methods Comments 

public function ratepopupAction () Shows and handles rating form in popup for 
rating posts. 

 

Class: Default_Model_Publiccommunity 

Methods Comments 

public function getCommunityAttributes 
($requester) 

Gets the Public Community attributes like title, 
description, general announcement and policy 
text 

public function 
getCommunityTermsAndConditions() 

Gets the general announcement from the public 
community 

public function PcGetUser() Gets the partialId and the pseudo of the 
authorized user 

private function GetPartialIdsofRootId ($rootId) Gets all partialIds of a rootId 
 

Class: Default_Model_Publiccommunity 

Methods Comments 

public function getCommunityAttributes 
($requester) 

Gets the Public Community attributes like title, 
description, general announcement and policy 
text 

public function 
getCommunityTermsAndConditions() 

Gets the general announcement from the public 
community 

public function PcGetUser() Gets the partialId and the pseudo of the 
authorized user 

private function GetPartialIdsofRootId ($rootId) Gets all partialIds of a rootId 
 

Class: Default_Model_Publiccommunity 
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Methods Comments 

public function getCommunityAttributes 
($requester) 

Gets the Public Community attributes like title, 
description, general announcement and policy 
text 

public function 
getCommunityTermsAndConditions() 

Gets the general announcement from the public 
community 

public function PcGetUser() Gets the partialId and the pseudo of the 
authorized user 

private function GetPartialIdsofRootId ($rootId) Gets all partialIds of a rootId 
 

Class: Sub-CommunityController extends Zend_Controller_Action 

Methods Comments 

public function indexAction() Lists Sub-Communities in which the user is 
member and public Sub-Communities. 

public function openAction() Shows Sub-Community overview. 

public function listpidAction() List Sub-Community’s members. 

public function joinAction() Joins a public Sub-Community. 

public function leaveAction() Leaves a Sub-Community. 

public function changeadminAction () Show change admin form for a Sub-Community. 

public function changeadmincommitAction () Handles change admin form. 

public function createAction() Creates a Sub-Community. 

public function closeAction () Shows close Sub-Community form. 

public function closecommitAction () Handles close Sub-Community form. 

public function inviteAction () Shows invite form for a closed Sub-Community. 

public function invitecommitAction () Handles invite form for a closed Sub-
Community. 

 

Class: UserController extends Zend_Controller_Action 

Methods Comments 

public function indexAction () Shows the login form. 

public function loginAction () Performs the login. 

public function logoutAction () Performs the logout. 

public function partialidsAction () Handles presence status of the user’s partial IDs. 
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public function setactivepartialidAction () Sets the active partial ID. 

Table 2: Web frontend: controllers. 

 

 

%"!"(  ���6	��

The socket client is running as a service on the web server. It is a php file which must be 
launched by the php executable. It checks, which users are online and establishes a socket 
connection for each. To determine, which user is online, the client checks a session table in a 
database. This table is updated on a regular basis when a user is logged in the web frontend by a 
periodic Ajax call of the web frontend. If the last update below a given threshold or the user has 
logged out manually, the socket connection is closed. 

The socket client polls the socket connections on a regular basis. If it receives a message, the 
message is written in a notification database table. If a feature isn’t supported on the web frontend 
the socket client answers immediately with an appropriate error code.  

The web frontend is polling this notification table with the same periodic Ajax call which is 
updating the session table. The notifications are displayed and the user can answer or simply 
confirm the notification. The answer is also stored in the notification table. The socket client 
checks this table for new answers and sends the answer via the socket connection. 

Used database is MySQL. 

 

 

Class: Params 

Members Comments 

public static $DatabaseHostname  

public static $DatabaseUser  

public static $DatabasePassword   

public static $DatabaseName  

public static $SocketConnectIp  

public static $SocketConnectPort  

public static $FilePathErrorOutput  

public static $SessionTimeOut Timeout for sessions in seconds. A user is 
considered offline when the session table is not 
updated within this time period. So the socket 
connection for the user will be closed. 
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Methods Comments 

public static function writeErrorLog Writes messages in a log file configured with 
FilePathErrorOutput 

 

Class: Params 

Members Comments 

private $sockets Array of open socket connections. 

private $socketConnectIp IP address of socket server. 

private $dbConnection Database connection object to read session 
information and write notification information 

Methods Comments 

public function __construct($socketConnectIp, 
$socketConnectPort, $dbConnection) 

 

public function Run () Runs the socket client. Endless loop until Status 
field of session table contains shutdown. 

private function getRootIdSessionObjects() Reeds the session table. 

private function addSocket($rootId, $datetime) Add a new socket connection to the socket 
connections array. 

private function refreshSocket($rootId, 
$datetime) 

Refreshes the timestamp of an existing socket 
connection if the session table was updated. 

private function readSockets() Reads all socket of the socket connection 
consecutively. 

private function answerToNewNotification 
($socket, $notification) 

Answers to a new communication if an answer is 
necessary anddoesn’t require user interaction. 

private function answerToNotifications() Answers to notification if a new answer is in the 
notification table. 

private function logOutExpiredSessions() If an update  is below a given threshold , the 
partial IDs of the users are set offline, the user is 
logged out and the socket connection closed. 

private function closeSocket($rootId) Closes a socket connection. 
 

Class: DBConn 

Members Comments 

private $hostname  

private $user  
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private $password  

private $activeDBLink  

Methods Comments 

public function __construct ($hostname, $user, 
$password, $dbName) 

Creates the database link 

public function GetDBLink () Returns a new database link. 

public function GetDBLinkWithSelectedDB 
($databaseName) 

Returns a new database link with current 
database 

public function GetCurrentSessionObjects () Returns an updated session table records. 

public function MarkSessionLineAsDone 
($lineId) 

Sets a flag to a session table row that hits row 
was handled. 

public function InsertNewNotification($rootId, 
$notification, $answered) 

Inserts a new notification in notification table, 
with a flag if it was already answered  or not. 

public function 
GetUnansweredNotificationsWithAnswer () 

Returns notification tables row, which doesn’t 
have the answered flag set but have an answer, so 
that the answer can be send via socket 
connection. 

public function MarkNotificationAsAnswerSent 
($lineId) 

After the answer to a notification was sent via the 
socket connection the flag answered is set in this 
notification. 

Table 3: Web frontend: socket definition. 

 
Structure of MySQL database: 
-- 
-- table structure for table `notification` 
-- 
 
CREATE TABLE IF NOT EXISTS `notification` ( 
  `Id` int(10) unsigned NOT NULL AUTO_INCREMENT, 
  `RootId` varchar(16) NOT NULL, 
  `MethodName` varchar(50) NOT NULL, 
  `Notification` text NOT NULL, 
  `Answer` text, 
  `Received` datetime NOT NULL, 
  `Confirmed` tinyint(1) NOT NULL DEFAULT '0', -- Set to 1 if the user has confirmed the 
notification in any way. The notification is not shown in the gui anymore. 
  `AnswerSent` tinyint(1) NOT NULL DEFAULT '0', -- Set to 1 if an answer via the socket connection 
has been sent. 
  PRIMARY KEY (`Id`) 
) ENGINE=InnoDB  DEFAULT CHARSET=utf8; 
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-- -------------------------------------------------------- 
 
-- 
-- table structure for table `session` 
-- 
 
CREATE TABLE IF NOT EXISTS `session` ( 
  `Id` int(10) unsigned NOT NULL AUTO_INCREMENT, 
  `RootId` varchar(16) NOT NULL, 
  `Datetime` datetime NOT NULL, 
  `Status` varchar(9) NOT NULL, 
  `Done` tinyint(1) NOT NULL, 
  PRIMARY KEY (`Id`), 
  UNIQUE KEY `RootId` (`RootId`) 
) ENGINE=InnoDB  DEFAULT CHARSET=utf8; 
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A.2 Sequence Diagram 
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Figure 50: Contacts Sequence Diagram 
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Figure 51: Add a New Contact 
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A.2.1.3.1 Publish a Diary Entry 

 
Figure 52: Publish a Diary Entry 
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A.2.1.3.2 Add a Diary Entry 

 
Figure 53: Add a Diary Entry 

A.2.1.3.3 Delete a Diary Entry 

 
Figure 54: Delete a Diary Entry 
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A.2.1.3.4 Edit a Diary Entry 

 
Figure 55: Edit a Diary Entry 
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A.2.1.3.5 Get a Diary Entry 
 

 
Figure 56: Get a Diary Entry 

 

A.2.1.3.6 Get a Diary Entry Content 
 

 
Figure 57: Get a Diary Entry Content 
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A.2.1.3.7 Display a List of Diary Entries (index) 

 
Figure 58: Display a List of Diary Entries 

 

A.2.1.3.8 Open a Diary Entry 

 
Figure 59: Display Diary Entry 
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A.2.1.4.1 Show a Diary Entry 

 
Figure 60: Show a Diary Entry 
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A.2.1.4.2  Add Content to a Diary 

 
Figure 61: Add Content to a Diary 

A.2.1.4.3  Delete Content from Diary 

 
Figure 62: Delete Content from Diary 
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A.2.1.4.4 Download Content from a Sub-Community 

 
Figure 63: Download Content from a Sub-Community 

A.2.1.4.5 Display the Content of a Sub-Community 

 
Figure 64: Display the Content of a Sub-Community 
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A.2.1.4.6 Publish Content to a Sub-community 

 
Figure 65: Transfer Content from Private Room to Sub-Community 
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A.2.1.5.1 Contribute to a Sub-Community Forum Thread 
 

 
Figure 66: Contribute to a Sub-Community Forum Thread 

 

A.2.1.5.2 Add reply to an Existing Contribution 
 

 
Figure 67: Reply to an Existing Contribution 
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A.2.1.5.3 Add a New Thread to a Forum 

 
Figure 68: Create a new forum thread 

 

A.2.1.5.4 Delete a Thread from a Forum 
 

 
Figure 69: Delete a thread from a Forum 
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A.2.1.5.5 Delete a Thread Contribution from a Forum 

 
Figure 70: Delete Thread Contribution 

 

A.2.1.5.6 Get the List of Threads of a Forum 

 
Figure 71: Get Forum Threads List 
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A.2.1.6.1 Privacy Advisor notifies to Member 

 
Figure 72: Notification from the Privacy Advisor 

 

A.2.1.6.2 Change the Administrator 
 

 
Figure 73: Change the Administrator 



.��
���

!��������#����������������	�
�

������������
����
���������	���������� ����!
�"��## ������ ��	 	�$	%���

&�	����������'	����	�	�$	 ��	 	�����(!�%����(��
��� 	���

!����) ��	$	����*��
	+��,�������

	��
�
�����-.�-
-��

!����-���#�������-��������	
-$�-*��� #�%������������������	��
��(���/� �!�#���*���#�$	� � �������

 

A.2.1.6.3 Get All Notifications 
 

 
Figure 74: Get all Notifications 
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A.2.1.6.4 Invitation 
 

 
Figure 75: Invitation 

A.2.1.6.5 Answer OK 
 

 
Figure 76: Answer OK 
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A.2.1.7.1 Open the Private Room 

 
Figure 77: Display Private Room Content list 
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A.2.1.8.1 Rate Pop-Up 

 
Figure 78: Rate content 
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A.2.1.9.1 Set the Active Identity 
 

 
Figure 79: Set the Active Identity 

 

A.2.1.9.2 Get a List of User Identities 

 
Figure 80: Get a List of User Identities 
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A.2.1.9.3 Get Presence of User Identities List 

 
Figure 81: Get Presence of User Identities List 

A.2.1.9.4 Login 

 
Figure 82: Login 
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A.2.1.9.5 Logout 
 

 
Figure 83: Logout 
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A.2.1.9.6 Display a List of User Identities 

 
Figure 84: Display a List of User Identities 
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A.2.1.10.1 Displaya List of Fora 
 

 
Figure 85: Display a List of the Community Fora 

A.2.1.10.2 Open a Forum 

 
Figure 86: Display Forum Threads List into the Community 



.��
���

!��������#����������������	�
�

������������
����
���������	���������� ����!
�"��## ������ ��	 	�$	%���

&�	����������'	����	�	�$	 ��	 	�����(!�%����(��
��� 	���

!����) ��	$	����*��
	+��,�������

	��
�
�����-.�-
-��

!����-���#�������-��������	
-$�-*��� #�%������������������	�9���(���/� �!�#���*���#�$	� � �������

A.2.1.10.3 Create a Forum 

 
Figure 87: Create a New Forum into the Community 

 

A.2.1.10.4 Update the Forum Attributes 

 
Figure 88: Update the Forum Attributes 

 
 
 



.��
���

!��������#����������������	�
�

������������
����
���������	���������� ����!
�"��## ������ ��	 	�$	%���

&�	����������'	����	�	�$	 ��	 	�����(!�%����(��
��� 	���

!����) ��	$	����*��
	+��,�������

	��
�
�����-.�-
-��

!����-���#�������-��������	
-$�-*��� #�%������������������	�9
��(���/� �!�#���*���#�$	� � �������

A.2.1.10.5 Create a Thread in a Forum 

 
Figure 89: Create a Thread in a Forum 

 

A.2.1.10.6 Modify a Thread Contribution 

 
Figure 90: Modify a Thread Contribution 
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A.2.1.11.1 Display a List of Categories 

 
Figure 91: Display a List of Categories 

 

A.2.1.11.2 Open a Category 
 

 
Figure 92: Display the List of Contents of a Category 
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A.2.1.11.3 Create a Category/Sub-Category 

 
Figure 93: Create a New Category 

 

A.2.1.11.4 Update the Category Attributes 

 

Figure 94: Update the Category Attributes 
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A.2.1.11.5 Add Content to a Category 

 

Figure 95: Add Content to a Category 

 

A.2.1.11.6 Delete Content from a Category 

 

Figure 96: Delete Content from a Category 

 



.��
���

!��������#����������������	�
�

������������
����
���������	���������� ����!
�"��## ������ ��	 	�$	%���

&�	����������'	����	�	�$	 ��	 	�����(!�%����(��
��� 	���

!����) ��	$	����*��
	+��,�������

	��
�
�����-.�-
-��

!����-���#�������-��������	
-$�-*��� #�%������������������	�9���(���/� �!�#���*���#�$	� � �������

��������  %��)�	���
����&�

A.2.1.12.1 Change the Administrator of the Sub-Community 
 

 
Figure 97: Change the Administrator of a Sub-Community 
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A.2.1.12.2 Close a sub-community 

 
Figure 98: Close a Sub-Community 

A.2.1.12.3 Create a Sub-community 

 
Figure 99: Create a New Sub-Community 
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A.2.1.12.4 Display a List of Sub-Communities. 

 
Figure 100: Display a List of Sub-Communities 

 

A.2.1.12.5 Join a Sub-community 

 
Figure 101: Join a Sub-Community 
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A.2.1.12.6 Invite to a Sub-community 

 
Figure 102: Invite a Member to a Sub-Community 

 
 
 
 



.��
���

!��������#����������������	�
�

������������
����
���������	���������� ����!
�"��## ������ ��	 	�$	%���

&�	����������'	����	�	�$	 ��	 	�����(!�%����(��
��� 	���

!����) ��	$	����*��
	+��,�������

	��
�
�����-.�-
-��

!����-���#�������-��������	
-$�-*��� #�%������������������	������(���/� �!�#���*���#�$	� ��������

A.2.1.12.7 Leave a Sub-community 
 

 
Figure 103: Leave a Sub-Community 

 

A.2.1.12.8 List of Members of a Sub-community 
 

 
Figure 104: Display the List of Members of a Sub-Community 
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A.2.1.12.9 Open a List of Threads of a Sub-community 

 
Figure 105: Display the List of Threads of a Sub-Community 

 

A.2.1.12.10 Get Attributes of a Sub-Community 

 
Figure 106: Show Sub-Community Attributes 
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A.2.1.12.11 Get the List of Members of a Sub-Community 
 

 
Figure 107: List of Members of a Sub-Community 

 

A.2.1.12.12 List of Public Sub-Communities 
 

 
Figure 108: List of Public Sub-Communities 
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A.2.1.12.13 Socket Client 

 
Figure 109: Socket Client 



.��
���

!��������#����������������	�
�

������������
����
���������	���������� ����!
�"��## ������ ��	 	�$	%���

&�	����������'	����	�	�$	 ��	 	�����(!�%����(��
��� 	���

!����) ��	$	����*��
	+��,�������

	��
�
�����-.�-
-��

!����-���#�������-��������	
-$�-*��� #�%������������������	���/��(���/� �!�#���*���#�$	� ��������

Bibliography & References 

[1] PICOS_Proposal_Replanning_2nd_Cycle_01122009.doc. 

[2] Deliverable D7.1a Trial Design Document: http://picos-
project.eu/fileadmin/user_upload/fmgr/Deliverables/WP7_Trials/D7.1a_Trial_Plan/PICOS_D7_1a_User_
Evaluation_Plan_v1_0_Final_Public.pdf 

[3] Deliverable D7.2a First Community Prototype: Lab and Filed Test Report: http://picos-
project.eu/fileadmin/user_upload/fmgr/Deliverables/WP7_Trials/D7.2a_Lab_and_Field_Test_Report/PIC
OS_D7_2a_Lab_Field_Test_Report_v1_0_Final_Public.pdf 

[4] Deliverable D6.1 Community Application Prototype: http://picos-
project.eu/fileadmin/user_upload/fmgr/Deliverables/WP6_Application_Prototype/D6.1_Community_appl
ication_prototype_1/PICOS_D6_1_Community_Application_Prototype_v1_Final_Public.pdf 

[5] Deliverable D5.1a Platform Prototype 1: http://picos-
project.eu/fileadmin/user_upload/fmgr/Deliverables/WP5_Platform/D5.1_Platform_prototype_1/PICOS_
D5_1_Platform_Prototype_1_v1_1_Final_Public.pdf 

[6] Deliverable D3.3.1 Trust and Privacy Assurance of the Community Prototype. 
PICOS_D3_3_1_Trust_and_Privacy_Assurance_of_the_Community_Prototype_v1_0_Final_Confidentia
l.pdf 

[7] R2 Investigation Report (Internal deliverable). PICOS_Investigation_Report _v1_0_Final.doc 

[8] AnglersBase Web Frontend: http://www.anglersbase.org 

[9] FishBase: http://www.fishbase.org 

 


