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Summary

D4.2 Platform Architecture and Design 2

This PICOS deliverable D4.Platform Architecture and Design @esents the second and final
version of the PICO&rchitecture. It describes how the first architecture, which is documented in D4.1
Platform Architecture and Design has evolved with lessons learnt thowagplication and through
trials based on the prototypes developed by PICOS WP5 and WP6, to oréaier@ved/advanced
technical architecture and design for the PICOS identity management platform

As stated in PICOS deliverable D4.1, while the architecture is important, the process that has been
used to define the architecture is equally significane B&gan in D4.1 with reaborld requirements

derived from a set of PICOS deliverabthat included the views of our reference communiti€his

led to detailed descriptions of principles, features, system requirements and trust models, which all
helpedto produce a comprehensive design. We also took into account the social and legal aspects
associated with operating @nline membebasedccommunity of the type targeted by PICOS.

This deliverablebrings together two threads of wodknsisting ofa set ofactivities, an approach
reflected in its twepart structure. The first part reports on the outcome ofdkearch threadthe
second reports on the outcome of pinetotype enhancement thread

One objective of this document is to integrate all of thedfii ngs of t hnel sepondyglee ct 6 s f
into a single Architecture and Design document for PICOS, resulting in coitlexmobile
communication seices for communities that meéth e i r participantsdo requi
privacy in an accepkde, trustworthy, open and scalable mannédr.hi s supports Pl CO:
objective of providing a statement on the projec
the EC IST research agenda.

Members of the PICOSconsortium:

Johann Wolfgangoetie-Universitat (CoordinatQr Germany
HewlettPackard Laboratories Bristol United Kingdom
HewlettPackard Centre de Competence France France
Universidad de Malaga Spain

Center for Usability Research & Engineering Austria
Katholieke Universiteit Leuven Belgium
IT-Objects GmbH Germany

Atos Origin Spain
Deutsche TelekorAG Germany
Leibniz Institute of Marine Sciences Germany
Masaryk University Czech Republic
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The PICOS Deliverable Series

Vision and Obijectives of PICOS

With the emergence of services for profesal and private online collaboration via the Internet, many
European citizens spend work and leisure time in online communities. Users condeiaus|grivate
information; they may also leave personalized traces they are unaware of. The objective of the project
is to advance the state of the art in technologies that provide pewhanced identity and trust
management features within complex commity-supporting services that are built on Next
Generation Networks and delivered by multiple communication service providers. The approach taken
by the project is to research, develdyild, trial and evaluate an open, priva®specting, trust
enablingplatform that supports the provision of community services by mobile communication service
providers.

The following PICOS materials are available from the project webgjie/www.picosproject.eu

Planned PIGOS documentation

e Slide presentations, press releasasl further public documents that outlthe project
objectives, approach, and expected results;

e PICOS global work plaprovidingan excerpt of the contract with the European
Commission.
PICOS results

e PICOSFoundationfor the technical work in PICOS built by thecategorization of
communities, @ommon taxonomy, requirements, and a contextual framework for the
PICOS platform research and development

e PICOSPIatform Architecture and Desigirovidesthe basis of th®ICOS identity
management platform

e PICOSPIatform Prototypalemonstrates the provision of stafethe-art privacy and trust
technology to leisure and business comniesit

e Community Application Prototyps built and used toalidate tle conceptsf the patform
architecture andlesign and their acceptabiliby covering scenariosf private and
professional communities;

e PICOSTrials validate the acceptability of the PICOS concepts and approach chosen from
the enduser point of view;

e PICOS Evaluationassess the prototypes from a technical, legal and ssmmalbomic
perspective and result in conclusions and policy recommendations;

e PICOSrelated scientific publicationgroduced within the scope of the project.
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Charter

Objectives

The objective of this PICOS deliverabiteto documenthe technical architecture and design for the

PICOS identity management platform. This includes the data model that contains the identity
information, the toolbox of components that provide the identinagement functions, the data flows

between them and the protocols for them. The essential goals and attributes of the architecture and
design are, as described in the PICOS project objectives, to cater for the identity information flow
needs of new, cdextrich mobile communication services for communities, whilst meeting their
participantsé requirements f or rthy open andascadablepr i v ac
manner.

Description of work - D4.2 Platform Architecture and Design 2

PICOS déverable D4.2 provides both the rationale behind the PICOS architecture and a detailed
description of the architecture, including hilgivel details of how the architecture is implemented in
the platform and application prototypes.

Upon completion of thassurance deliverable (D3.1), and évaluation report (D8.1duringthe first

project cycle, the architecture work was repeated during the second project cycle to create this D4.2
Platform Architecture and Design 2 deliverablérhis deliverabletakes acount of the knowledge
gained during the first cycle and of the points raised by the evaluation, in oreeridb this final

version of the PICOS platforarchitecture

The PICOS projectdéds overall ti memeaaslthatonapletbn t he ac
of this deliverable does not coincide favourably with gretotyping work of the second cycle. This
was recognised in the projectds itiwashgeeedoaemovep | anni r

the dependency of that prototgg work on this deliverable. Accordingly, this deliverable is
structured around two threadsiegearch threa@nd aprototype enhancement thread

The firstthreadcaptures the insights arising from researghichwas not fully considered in D4.1,

and ato from the assurance and evaluation work that was undertak®#.@nThe threadalso
capturesnew knowledge relatingp architecture and design consideratitimst were revealed by the

first cycl ebds pr oltismbtmandatedhat hisreseatclihieadsheuld neceasdarily

form the basis of the second cyclebs Ppofthsot ypin
document.

The second thread captures the architecture and design considerations of the second cycle prototyping
work. It is included in this deliverable to document those considerations, and sodatafinition

thereof that complements the detailed design documentation of the prototypestdtlection orthat
prototyping work rather thadriver forit. This threa is presented in Section 3 of this document.
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Foreword

This deliverable D4.Platform Architecture and Designig the collective work of the PICOS WP4
Architecture team, whose members are listed below. A substantial part of the original work in D4.1
Platform Architecture and Designidvolved identifying and describing a wide range of components
that make up the architecture. D4.2 builds on this work by considering new reaedrbly
highlighting the insights gained from actually building prototggeased on D4,Jland subsequently
testingthese prototypewith reatworld community members.

Special mention goes to Stefan Eicker (ITO) and Widura Swittek (ITO) for contributing the approach
used to describe the technical aspects of the architecturd.i) @ the team led by Eleni Kosta
(K.U.Leuven) who produced D8.llegal, Economic and Technical Evaluation of the First Platform
Prototype which has had such a strong influence on D4.2, to José Vivas (UMA) who provided input
on assurance aspects, to Ghan Kahl (GUF) for his research into advanced advertising for (mobile)
communities with consideration for aspects of personal prj\eay to the team from BRNO for their
contribution to standardisation and interpreting the gamer community requirements

With thanks to the PICOS WP4 Architecture Team, and a special thanks to our reference communities
and ourPICOSreviewers.

The Architecture Team

Partners:

ATOS, BRNO, HPF, ITO, GUMTAG, UMA and HPL(all members of WP4)
and

K.U.Leuven, IfM-Geomar and Cer

Reviewers:

Eleni Kosta, Katholieke Universiteit Leuveninterdisciplinary Centre for Law and ICT, Belgium
(K.U. Leuven)

Marek Kumpost, Masaryk University, Czech Republic (BRNO)

AuthorEditor:
Stephen Crane, Hewld®ackard Laboratories Bristol, UKIPL)
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List of acronyms

Abbr Abbreviation

AES Advanced Encryption Standard

API Application Programming Interface

CA Certification Authority

CS Client Server

CSCF Call Session Control Function

DRM Digital Rights Management

DSA Digital Signature Algorithm

Dx.y [PICOS] Deliverable: Work Package x, Deliverable y

ECIST Information Society Technologies

ENISA (The European Network and Information Security Agency

EPAL Enterprise Privacy Authorisation Language

FTMGS Fair Traceable MultiGroup Signature

GPS Global Positioning System

GSM Global System for Mobile communications (originally Groupe Spécial
Mobile)

HTTP Hypertext Transfer Protocol

ICT Information andCommunication Technology

ID Identity (also Identifier)

[dM Identity Management (also Identity Manager)

IM Instant Messaging

IPSec Internet Protocol Security

ISO International Organization for Standardization

JSR Java Specification Request

MAC Media Acces€ontrol

oSl Open Systems Interconnection

P/T/IdM Privacy/Trust/Identity Management
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P2P Peerto-peer

P3P Privacy for Platform Preferences

PA Presence Agent

P-CSCF Proxy- Call Session Control Function
pdf [Trademark] Portable Document Format
PF PICOS Featue

PICOS Privacy and Identity for COmmunity Services
PP PICOS Principle

PUA Presence User Agent

PUC PICOS Use Case

RMI Remote Method Invocation

RPC Remote Procedure Call

RSA Rivest, Shamir and Adleman

S/MIME Secure / Multipurpose Internet Mail Extensions
SDK Software Development Kit

SHTTP Secure Hypertext Transfer Protocol

SIP Session Initiation Protocol

SLA Service Level Agreement

SN/SC Social Network / Social Community
SSO Single SigrOn

TLS Transport Layer Security

TOR The Onion Router

TSA Time StandAuthority

TTP Trusted Third Party

URI Uniform Resource Identifier

Wi-Fi [Trademark] Wireless local area network
WP Work Package

ZKP Zero Knowledge Proof
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Executive summary

This D4.2 Architecture and Design 2 PICOS deliverable describes an architectuomlifor
communitiesfocusing on those communities with amphasis on mobility and mobile users

The PICOS project is distinguished in that it draws on a set of reference comnfonitiespiration

and guidance, and in the later stages of the prigecstalidation The consequence of this is that the

PI COS architecture is firmly grounded in the ne
value,the tensions and dilemmagarticularly around trust, privacy identity management and general
securityi thattheirusersencounter every day.

The approach taken has been to continually emigsence therequirements of theeference
communitiesd with design decisions, taking care
motivatiors . In fact, clearly demonstrating O6proven
deliverablegthe extent othis crossreferencing is illgtrated in Appendix H, Table Eihd 12.

The reference communities are not the only factors influencing théeatcre. Legislation needs to
be complied and assuraricéhe abilityand proof thathe architecture deliveion its promisé must
be demonstrated. For these reasons, legal, assumotatypingand trialling, arekey threads that
run in parallel® architecture desigandhavehada strong influence.

In developing the architecture, we have addressed several open questions, for example how to balance
anonymity and accountability in a pragmatic and practical way. This has led to innovative solution
that the PICOS architecture captureor example partial identities, the privacy advisor, and trust
through reputation and openne§¥ course, there are open research questions that to some extent
remain unanswered, for example around reputation mar&genhich wehopecanbe explored by

future projects.

We believe that the needs of online communities are aéhgngith heightened awarenelsg users of

the consequences of poor privacy amdplaced trust Operators and developers of online community

platforms and serviceare awareof changing attitudes, fromhe currenb pen &6soci al net wa
controlled and considered sharing of personal information between groupsingtindividuals. The

PICOS architecture is well placed to address thigrging gap in expectations between user and
provider.

The 6costd of security is often seen as an inhi
cost thais difficult to accommodate, or because a successful business model is disrupted inas/

by the changes. PICOS is conscious of this fact, and has strived to design an architecture that satisfies
both requirements. Advertising is seen as a successful means to fund online communities, but the
motivation of advertiss is often consided to be at odds with the privacy needs of users, especially

when advertisers turn to marketing techniques directed at specific individuals

The PICOS architecture in intendénl address the neea$ users, community providers and third
partyorganisationgn a way that provides a positive benefit for all.
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Section 1 dlIntroduction to D4.2

1 D4.2 Platform Architecture and Design 2

D4.2 Platform Architecture and Design 2

1.1 Introducing the PICOS architecture

D4.2 is a substantial deliverable, and for the most part it is organised as a reference dodmisnt
this may be a helpful arrangement for the implementer and those interested in specific aspects of the
architecture it may not help readers whaantto quickly gain an appreciation offhat the PICOS

architecture represents.

To address this concern Wwegin with a representation of the whole PICOS architecture that shows a

high-level overview of the main elements of the PICOS architecture.

e Registration

Multiple (partial)

identities

——| Access management

—————————————  Social Presence

‘ Privacy Advisor |_[[/

—

Reputation

— 1

Revocation

External services

Sub-communities

Content sharing

Figure 1 High-level view of PICOS architecture

Figure 1 is far froma completerepresentatiorof the PICOS architecturdout it highlights the key
features, namely user management on thenkafd side and services provision on the rludnd side.

A more detailed representation is given in Figure 2, which again is not complete but whichireveals
more detailsome of the component grouping that provide the functionality that we later describe in

detail.
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o] oo || comemsram | Soee ]

b

Event Logging

Figure 2 Detailed view of PICOS architecture

In terms of implementation, the general model is that PI@D&onfigured toprovide enhanced
functionality to existing of community services. Shown here in Figutlke PICOSelementappears

as a standalone ancillary service. In practice, the integration between PICOS and existing service is
much more tightlyintegrated and cledy coupled than this schematic suggests.
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@ @
\ \
= .=
Communications Communlty PICOS
Management Services
Figure 3 Implementation view of PICOS architecture

1.2 Guidance to readers of D4.2

PICOS deliverabldd4.2 provides both the rationale behind the PICOS architecture and a detailed
description of thearchitecture, including higlevel details of how the architecture is implemented in
the platform and application prototypes. As such, D4.2 attempeddoessthe needs of two
audiencesl) the Achitect/Researcheand 2) the Developer/Implementer.

D4.2 is a substanti al document, which while rea
reference thatcanlied i pped i nt looérdeatshelp teeqcasuat reader navigate their way
through the documenive suggest the followings&ntialreadingplan (Table 1)

Architect/Researcher Developer/Implementer
7 Designmotivations 8 Architectual views
7.1,7.2 Example scenarios 8.2.1 PICOS Components
7.6 PICOS Principles 8.3 Deployment View
7.7 PICOS Features 12.2 Building Block View
7.3 Use Cas#&/iews 13.2 ISOIEC 29101 Example Architecture
9.3 Researcloutlook Appendix E Components Descriptions
Appendix A Use Cases
Appendix B PICOS Principles
Appendix C  PICOS Features

Table 1 Recommended r eading list

Theremainder of this deliverabjerovides evidence to support the design decisions that we took, and
offer information about the approach we took in producing the architecture. These are best treated as
purely reference material.
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In addition, n subsection5 we suggest a reading plan for readers interested in the less technical
aspects of the architecture, namely assurance, economics and legislation.

D4.2 Platform Architecture and Design 2

1.3 Influences on D4.2

PICOS deliverable D4.1 was the first deliverable produced by PICOS WP4, and D4.2 ixct#essu

to D4.1. The role of D4.2 is to provide a final architecture deliverable for the project. This deliverable

takes account of earlier work, principally D4.1, and of ongoing development, trials and research that

has occurred since D4.1 was producédost eighteen months previously. D4.2 (and D4.1) draw

together the work of previous deliverables, for example requirements gathering, and derive
technical description of the components that will make up a PICOS community. In so doing, D4.2
answers searal important questions that define the problem that the PICOS project aims to solve, and
scopes the solutonn | i ne with the ai ms st asubseedtionofrthist he 06V
deliverable

As PICOS is an Edunded research project, an oxaeching requirement, and hence influence on
D4.2, is the need for the architecture to be based on and comply with the European legal framework on
data protection. In the field of European Union law, the Charter of Fundamental Rights of the
European Union mwvides for therespect for private and family lifeArt.7) and theprotection of
personal data(Art.8), while the Data Protection Directive (1995/46/EC) has been adopted to
guarantee efficient data protection. This influence has bsmygnised in thénput from the PICOS

legal researckeam, and takemto account in the architecture work, and is coveresiirsection?7.9,

where the legal and regulatory issues relating to the PICOS Architecture are closely discussed.
Deliverables D3.2 and D2.4 also had mfluence on how the PICOS architectures responds to
legislative requirements.

Another broad requirememtf PICOSis for the architecture to accommodate an assurance analysis.
This has been achieved by the active participation of the PICOS assurance researchers in the process
of developing this deliverable, and is coveredib-section7.10.

First cycle deliverable®8.1 Legal,Economic andTechnicalEvaluation of theFirst Platform and
Community Prototype and D31.1 Trust and Privacy Assurance for Platform Desigrdptured the
insights gained by thevaluation andassurance activities of the first cycle, and seppnted the
abovementioned participation astrong influences on the architecture work that produced this
deliverable D4.2.

As previously stated, the work to create this deliverable was undertaken in two threads: a research
thread and a prototype enhanesithread. Somwork had a much greater influence on dheead
ratherthan the other. Specifically, the PICOS docum#mas hadgreatest influence on D4.2 include:

e D23 Contextual Framework

e D24 Requirements

e D311 Trust and Privacy Assurance for Platform Design 1
e D41 Plaform Architecture and Design 1

e D51 Platform Prototype 1

e D5.2a Platform Prototype 2

e D6.1 Community Application Prototype 1
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e D6.2a First Community Application Prototyg2

D4.2 Platform Architecture and Design 2

e D7.2a First Community Prototype: Lab and Field Test Report

e D8.1 Legal, economic and thnical evaluation of the first platform and community
prototype
In addition, the following interndl.e. non public deliverableslocumentslsoinfluencedD4.2
e D25 Community Trials Outline Plan
e D26 Gathering Community Requiremerit€ontext and Role
e D51d WP5 PICOS Platform Description document
e R1 Requirements for the second cycle prototypes
e R2 Investigation summary report

The following figure (Figure Yillustrates theveralldevelopment process for D4.2
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D2.1
Taxonomy

D2.2
Categorisation of
Communities

D2.3
Contextual Framework

D4.2 Platform Architecture and Design 2

D4.2

D2.4
Requirements

D3.1.1 (In Prep. at time)
Evaluation of Platform
Design - 1

Architecture

D4.1
Architecture
D2.5Community Trials
Outline Plan
D2.6
Gathering Community
Requirements
D3.1.1 (Final)
Evaluation of Platform
Design - 1
R1 R2
Requirements for the Investigation summary
second cycle prototypes report
D5.1.d
D5.1 D5.2a
WP5 PICOS Platform
Platform Prototype 1 Platform Prototype 2 Description
D6.1 D6.2a
Community Application First Community
Prototype 1 Application Prototype 2
D7.2a
First Community
Prototype Report
Figure 4 D4.2 develo pment process

1.4  Architectural ¢ hanges introduced by D4.2

It can reasonably be expectddat in a research project, in addition to the insights gained by the
creation ofthe first Platform Architecture and Design docum@.1) and in its subsequent role in
steering the development work undertaken by WP5 and WP6, various issues surface. To address these
issuesPICOS partneragreed that D4.2 woulde structured around a research thread and a prototype
enhancement threadnd

e Demonstrate more clearly the connection between requirements and the documented
architecture
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o Explicitly separatehe different view points to the architecture

D4.2 Platform Architecture and Design 2

e Review the use of tiers as a way of describing the relationship between architecture
components, esuring that the separation through levels is justified, that the role of each
level is clear and that there is no overlap or ambiguity (e.g. fuzzy component naming and
the interpretation of component names)

e For the parts of D4.2 that relate to gretotypes, improve the description of alignment
between prototype and architecture

e Improve the structure of the documeantd in particular avoid D4.2 becomiag
requirements definition document

e Pay greater attention to the potential existenaaufiple dependencieketween
componentand cyclical definitionsWhile multiple dependenciesetween components is
not uncommon, minimising the occurrence aids understandiay.eample, in D4.1 the
Community Management definatentity life cycle managememthich in turn depends on
the Community Maagement component3ee Figure.

PICOS

Content Managerment

Figure 5 Example of the mutual dependency dilemma

e Address the debate about centralised control. PICOSmbaaplement acentralised
controling component In fact, some features are fully decentralized or operate on a
bottomup approachincludingacentral ontroller componenwith a well definedAPI
might simplify functions like policy management and the design of the PIGOBAx.

To achievesome ofthese goals, D4.2 draws on deliverables twate producedafter D4.1 was
completed. It also draws on the wealth of new information that has come from the first cycle
processes of building prototypes and our learning from real users, as well as froonabidigearch.

In summary, D4.2 brings:
e An approach to meeting additional requirements
e Consideration of additional Use Cases

o Areflection of architectureelated insights gained during the first project cycle
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¢ New and updated components

D4.2 Platform Architecture and Design 2

e Refined trust model

e New stakeholders (wherequirements athird partiedeature in tharchitecture)
e The incorporation of Assurance aspects

e The inclusion of new research

e Updated research outlook

Copyright © 2008-2010 by the PICOS consortiumd All rights reserved.

The PICOS project receives research funding from the EuropeanCo mmuni t yds Seventh Framewor k
PICOS_D4_2_Platform_Architecture_and_Design_2_Final.doc®age 36 of 348 Public Final version 1.0



L

PICOS

2 Recap of D4.1

D4.2 Platform Architecture and Design 2

D4.1 started by looking at a typical scenario that a PICOS community may serve. This was an angling
scenarioandwas based on the experience that the project had gained from working with the angling
reference community and FishBése | t t-mthdl iaf e9&d asyt ory of an angl er,
of the privacy, trust and identity management issues that we believed PICOS is designed to address.

PICOS is interested in all communities, but especially mobile communities. We reviewed typical
topologies inorder to understand the physical relationship between the various entities that make up a
community. Our aim was for PICOS to be as topology agnostic as was practicable.

In PICOS we focu®n one very important aspect of a community, namely Trust. Evemyroonity

operates under a slightly different trust model. Some communities are very trusting, while other are
highly distrustingFor exampl e, communities whered membenrns ea
less needing of technologies that build truktwas important to align the architecture with a trust

model that best matched the type of community that PICOS&edsdedto address. Ideally, PICOS

would support multiple trust models, and it was our aim in designing the architecture to include a wide
range of models, although we recogdiieat in the shorterm we would need to be pragmatic if the
projectwasto meet its maimgoalsin the limited time available.

For the outset we understood that legislation would playitical role in defining the ichitecture.
Compliance with privacy and law enforcement laws is mandatory, butetisrement potentially
createdtensions in relation to trust. It was essential tieg PICOS architecture balamcéhese
opposingdemands

We beganour architecture design with a set of PICOS Principles. These were derived from past work
in PICOS together with existing published research. Tegdtlese core valuesstablished the main
features of the architecture.

In parallel with the PICOS Pringlies, we examined the main features that PI@@8Id deliver to
users starting with user expectations from which we subsequently derived system features.

With the Principles and key features defined, we created the architecture. First we defined and
describe a broad set of leevel components, arttienformedthe architecture which we presented in
the conclusion to D4.1

Having designed the architecturee viesed and validatd our understanding. We created a set of
carefully selected use cases, which described how several of the key features of the community would
be handled by the architecture. These use cases only examineded etiall the possiblases that

the architecture may encounter, but we believed (as has proved to be the case) that theypwortld

the coreeaturesf the design.

In positioning D4.1, we concluded thatshould describe the architecture at a high level, and should
not include implementation details. However, we also recognised that in defining the architecture it
would be inevitable that some implementation considerations would arise and consequently influence
and enrichthe design. Rather than ignore this fact, we eltoddescribe a practical implementation of

the architecture. Tib descriptionwas also highlevel, but contains sufficient information about

! Fishbase is a comprehensive database containing information abottfishfishbase.org
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communications, community, trugtrivacy and identity management services for the platform and
applications protiypes to be created.

D4.2 Platform Architecture and Design 2

One of the dominant threads that ran through D4.1, and which runs through the whole PICOS project,
is the belief that all decisions should be fully justifi;md evidencedand that the basis fdhese
justifications should start withour reference communities. Similarly, the earlier deliverable that
produced such valuable reference information, and incidentally themselves based on investigations
with our reference communities, played a key role in developing D4.1, as they do in D4.2.

Compared to D4.1, D4.2 recognises new work that influences the design of a -peisjpegting
community. It describes new components and features, and presents the design in a way that is more
accessible. In particular, D4.2 recognises the needs ofatiffaudiences, some less interested in the
technical aspects of the design, and in so doing is more able to explain the underlying privacy, trust
and identity management goal that the architecture aims to address.

In conclusion D4.2 is an incrementa@dvancement on D4.1, but one that provides a wealth of new
information on designing PICOBased architectures. D4.2 captures all the ideas, concepts and
understanding that the project has acquired to date in one single deliverable, and can rightly be
descibed as the definitive PICOS architecture.

In summary, D4.1 established a foundation on which to refine the PICOS architecture. D4.2 now
reports on that refinement.
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3 Building on D4.1

D4.2 Platform Architecture and Design 2

3.1  WhyD4.2

D4.1 was the first of the two architecture deliverables\tiid is tasked to produce. D4.1 bridged the
gap between the requirements gathering exercises aimdtillework undertaken by W®and WP6 to
createthe angler prototypevhich turnedhe PICOS vision into reality.

D4.1 was necessarily focused on the irdiate requirements of the target community. Nevertheless, it
had sufficient scope to consider the broader issues of privacy, trust and identity management for online
communities, and to subsequently embed these requirements into the architecture. dh sever
instances, this indicated the opportunity for future research reputation, pseudonymous identities

and openness

D4.1 positioned WP5 and WP6 to begin developnoérihe prototype and the subsequent user trials
conducted by WPR.7D4.2 both refines and builds on D4.1, taking advantage of the lessons learnt in the
intervening eighteen months since D4.1 was releagdtl? extend the architecture and address
issuegraised withinthe PICOS team and by trial users, and essentiallgreahe work carried out by

the project during the second cycle

PICOS contains a research element. D4.2 provides the opportunity to report on progress made on
investigating new ideas that support the PICOS architecture. This mix of research anthai®$egh

to the architecture has been createsingtwo threads: research and prototype enhanceriémist

supporting the architecturehe research thread istended to look beyond the PICOS. Despite the

some of these ideas not being implemented anddesthers areonsideredwithin the prototype
enhancement threaehd embodied inther oj ect 6 s s e c o nkbr egaynpld, privapyr ot ot y
respecting advertising and the Privacy Advisor are carried over to the second cycle prototypes.

The split in wokload between D4.1 and D4.2 is roughly 60:40, and this was reflected in the higher
proportion of time devoted to implementation. In D4.2 implementation is still an important part of the
deliverable, but researdhatures strongly whereoncepts not impleented are discussed-igure 6
shows how the D4.1 has evolved into D4.2.
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Figure 6 Relationship between D4.1 and D4.2

D4.2 is the definitive PI COS ar c hanarehtettwe tieat refl
began thirty months earlier. It is not simply a fix for D4.1; it incorporates new thinking, particularly

with regard to the economic needs of a typical PICOS commumigpturingfunding and advertising

as essential parts of communiife i and clearly indicates how PICOS offers a differentiator. D4.2
reinforces the same strong emphasis on privacy, trust and identity managerserg s&aluesof

PICOS, which D4.1 promoted.

3.2 Drawing on the experiences of WP5 and WP6 prototypes

The firstprototypewasa learning opportunity for all partners, and rdisgany questions surrounding
the provision of PICOS functionalitand thepractical problemghat arise when tryig to extend
existingcommunityplatforms.

There is a strong connection betwebe three technical work packages. WP4, WP5 and WP6

WP5 and WP6 uskthe D4.1architecture as the basis for their deliverables and, specifically, the
developmenbf prototypes They extendd the approactdocumentedn D4.1 and gained a&learer

unde st anding of the requirements and dependences
components and the overall architecture pravidaeferenceagainst which the prototypes could be

built.

D4.1, through working withA//P5 and WPgGestablishedhe rok and importance of the Use Cases
These gaveise to a better understanding of thperation andnteraction betweencomponents
implementationand ultimatelythe selection of components for the first protosyde also helpethe
project decide where new technology must be created and where existing technology agebe re

D4.2 has also benefitddom the work of WP5 and WP6, as components and concepts were built and
tested, and opportunities arose to take the architefictieer forward.For examplethe Use Cases
that were defined in D4.1, anchich are so critical to a shared understanding of the architecture, have
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been extended and improved by WP5 and WP6bddn the angler prototypand the future gamer
prototype thais currently under development.

D4.2 Platform Architecture and Design 2

Figure 7 Link to WP5/WP6

The aboveFigure 7 shows how D4.linteractedwith WP5 and WPgSandwhat occured postD4.1
{1}, how the cyclic (iterative)interaction createfietter understanding {2}, and how D4.2nisw built
on the experiences gained from all three activities {3}.

3.3 D4.2 Research thread

Theresearch thread extends the architecture presented in D4.1 by considering a broader perspective
that the projecteamreagnised could not easily be implemented within the timescale of the PICOS
project. One role of the research thread is report advanced ideas and fuel further resed?tB@8st

Although itis accepted that features identified by the research this thilalde built and form the
basis of a practical demonstratidginis hoped thatluring the remainder of the project time valrmit
some of thaifferentiatingconceptgo be tested with the PICOS reference communities.

3.4 D4.2 Prototype enhancement thread

In contrast, the prototype enhancement thtescksthe development of the platform and application
prototypes, capturing the changes that are being impleshéndo n t op of 6 t he archit e
D4.1.

The prototype enhancement thread began witlviewe(referred to internally as the R1/R2 reviews,

and described more fully later) of requirements highlighted by the user tifésserequirements

were filtered, ranked and prioritised in terms of what was valuable and feasible to incorporate into the
second cycle of prototyping. The subsequent investigation phase provided a shortlist, which is
described fully imAppendix Fof this deliverable.
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Changes in component naming post D4.1

D4.2 Platform Architecture and Design 2

3.5

In developing the architecture first presented in D4.1, several components underwent hame changes.
This was necessary to correctly reflect thee function of the component, taking into account minor
implementatiorrefinements For reference, we list bev these changes, organised according to the

five layers of ounarchitecture modek¢peated here as a convenient refergnéégure 8

PICOS 5-Layer Architecture Model

‘ Services and Applications

‘ Content Handling ‘

‘ Member Administration ‘

Audit, Control and Reporting

‘ Communication ‘

[ ] [ ]
,nl Members 'n‘

PICOS 5Layer Architecture Model

Figure 8

Table 2lists the original D4.1 component name and tleeresponding implementation name (as
recorded by WP5 in D5.1). This figure also lists the interface API that is implemented to provide the
component functionality, here referred to as a service description and implemented as g§anNSDL
Web Service Defition Language).

It can be seen that some components listghlighted are new andnot definedin D4.1, and
consequently have no corresponding D4.1 component.

D4.1Platform Description

D4.1Implementation
Description (D5.1)

D4.1 Service Description
(WsSDL)

PICOS Layer: Services and Applicatiors

Access Control

Proxy Web Service (part of thg
RPC Gateway), deployment
architecture

Anonymisation

Application Orchestration

Authentication

Authentication

authentication

Authorisation

Crosscutting andPolicy

Date/Time Stamper

External Recommendation
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D4.2 Platform Architecture and Design 2

D4.1Platform Description D4.11mplementation D4.1 Service Description
Description (D5.1) (WSDL)

External Service Delivery

Feedback Management

Identity Translator

Importer/Exporter
Location Sensor Location location
Notification Notification component of the notification
PRC gateway (Sockserver)
Partial Identity Management Partial ID partialid

Payment Services

Preparation Area Private Room privateroomwebservice
prcontentwebservice

Privacy Advisor Privacy Advisor privacyadvisor

Recruitment

Reputation Management Reputation reputation

Scenario Management

Service Selection

Social Presence Presence presence

Trust Negotiation

TTP Management

Not defined at time of D4.1 Contact contact

Not defined at time of D4.1 Centralised Database

File Restoration

PICOS Layer: Content Handling

Content Sharing Realtime Content Sharing rtcontentsharing

Data Minimisation

DRM

Linkability

Non-repudiation

Secure Repository
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D4.2 Platform Architecture and Design 2

D4.1Platform Description D4.11mplementation D4.1 Service Description
Description (D5.1) (WSDL)

PICOS Layer: Member Administration

Authentication Method
Selection

ConsentManagement

Cryptography / Key
Management

Delegation

Identity Lifecycle Managemen;

Privilege Management Policy policy
Profile Management Profile partialid
Registration Registration registration
Partial Identity publiccommunity

Public Community

Revocation Registration registration

Subcommunity Management| Subcommunity (inc. nofreat subcommunitywebservice

time content sharing) sccontentwebservice

Not defined at time of D4.1 Login login

PICOS Layer: Communication

Communication Management

Network Security

P2P Communication

Not defined at time of D4.1 External Interface

PICOS Layer: Audit, Control and Reporting

Accountability

Audit

Event Logging Logging eventlogging

Event Reconstruction
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D4.2 Platform Architecture and Design 2

D4.1Platform Description

D4.11mplementation
Description (D5.1)

DA4.1 Service Description
(WSDL)

Intrusion Detection

Policy Management

Policy

Not defined at time of D4.1

Admin Console

Table 2 Change in component naming from D4.1 to D4.2
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4 Related EU-funded projects

D4.2 Platform Architecture and Design 2

There are severgarallel EU-funded projects that have elements of trust and privacy as part of their
vision and objectives. In developing this PICOS architectueehavetracked and liaised with these
projects to learn from and adopt approaches and technologies that compleD@®t P

The relative timing of PICOS and the other pragabat we trackedhave not beeideal. There were
timing conflict for example, the PEPERS project had virtually ended by the time this D4.2
architecture deliverable startedNevertheless, it was hful to be able to share views, discuss
concepts and learn from the experiences of these others projects.

4.1 MOBIO

Project websitehttp://www.mobioproject.org

MOBIO is concerned with mobile services that are secured by means of biometric authentication. The
pr oj ect 6 sauthbEnticatiorsprovioles a Ik with PICOS, althoughit is from a specific
technological perspective and does encompass the more bro#émblistic approach to authentication

that PICOS considersThe emphasis of PICOS is on communities in the context of privacy and trust.

Discussion with MOBIO concerned the possible integration of their already developed biometric
authentication technigge O balance it was decided that whist the biometric authentication
technology had a role to play in mobile communities, the benefit of demonstrating such technology in
the PICOS project had limited target appeal.

Had PICOS chosen to adopt an architextimat was less trusting of the community operator, and
more clientbased, stronger user authentication linked to anonymisation technologies would have been
an important consideration.

4.2 PEPERS

Project websitehttp://www pepers.org

PEPERS is concerned with the security of mobile pe@eer applications. The project has
developed deep technical concepts that sugpmeralpurpose platform architectige However, the
technology is not specific to social communities, and the use cases that PEPERS has developed are
significantly different to those used in PICO®hus, there was not a strong relationship between this
project and PICOSAnother factor themade collaboration with PEPER&Ss helpful is the fact that
PEPERSwas completing as PICOS started, thus it was difficult to have active exchanges with the
team during the duration of our project.

Regarding P2Pthis is something that was pursued WRBPERS, but ultimately we found the work
unsuitable for PICOSPICOShad adoptedhe approach whertde community would be managed by

a trustedcommunity operatgrwhich more closely matched the immediate needs of the reference
communities and was morepresentative of existing community offerings, for example Facebttok.
would have been difficult to include the resutts PEPERS and consequenti?PEPERS was not
considered further in PICOS.
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4.3 TAS3 and SWIFT

D4.2 Platform Architecture and Design 2

Project websites: TASBttp://www.tas3.euSWIFT http://www.istswift.eu

Both TAS3 and SWIFT were tracked, but there was not sufficient overlap in focus to benefit sharing
of information.

4.4 PrimeLife and PRIMCluster

Project websitehttp://www.primelife.eu
(At the time of writing PRIMCluster does not have a public website.)

The PrimeLife project and PRIMCluster have both acted as reference point enahtiatjon of our
work to beperformed on aagular and oigoing basis.

Copyright © 2008-2010 by the PICOS consortiumd All rights reserved.

The PICOS project receives research funding from the EuropeanCo mmuni t yds Seventh Framewor k
PICOS_D4_2_Platform_Architecture_and_Design_2_Final.doc®age 47 of 348 Public Final version 1.0


http://www.tas3.eu/
http://www.ist-swift.eu/
http://www.primelife.eu/

L

PICOS

5 Structure and p resentation of this D4.2 deliverable

D4.2 Platform Architecture and Design 2

As previouyy mentioned D4.2 follows two threadstesearch angrototype enhancemerdgnd to a
greater extent, the presentation of D4.2 adopts a structure that emptinasiapproach.

However, deliverableD8.1 taught us that there are four primamystomers for this architecture
deliverable. The technical development community, i.e. WP5 and WP6, which so strongly influenced
D4.1 is clearly one. But there are otloeistaners predominantly nonechnical, that have a vested
interested in the architecture, and to whom this deliverable must respond.

The fourkeyé ¢ u s t thahwe havé identified fdp4.2 are:
e Assurance
e Economic
e Legislation
e Technical Development

We have sived to communicatén ways that are appropriate and effectfee each customer, and
ensure that the most relevant facisepresentedn a concise/etcomprehensiblstyle

A suggested reading plan for each customer is as fo(lbalde 3)

Assurance Economic Legislation Technical
Development
7.10 Assurance 7.8 Economic 7.9 Legislation See table isubsection
Perspective Perspective 1.1
8.4 Privacy, Trust | 9.2.1 Advanced 13 Standardisation
and ldentity Targeted Advertising

Management View

Table 3 Recommended reading list

With regardto the technical descriptions) D4.2 we have chosen to adopt, and then adapted, an
approach to describing architectures that is based on the i@gehdecturetemplates Used in the
context of D4.2, templates introduce the ideaiefvs which enable an architecture to be shown from
the perspective of different observera.Di4.2 we have chosen to use three views:

e Building Block View
Shows static structure of systeming building blocks
e Deployment \tew
Showsinfrastructure requirements
e Privacy/Trustidentity Management (P/T/IdM) iéw

Shows most important use casesdontext of its primary values
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Figure9 depicts the structure and presentation of this deliverable. The Appendices contain detail that
applies taheresearch thread, the prototype enhancement thread, orlbgihrticular, AppendiceD,

E and Fare relevant to the research threathjlst AppendicesA, B, C, and Garerelevant to the
prototype enhancement thread

D4.2 Platform Architecture and Design 2

Section 1 - Introduction
[
A] ¥
Section 21 Research Thread Section 3 - Prototype Enhancement
Thread

Overview Overview

Perspective: Economic |« Design Decisions Imple_menta_mon - PIatform_/Appllcatlon
Considerations requirements
Perspective: Leglasitive
Perspective: Assurance
0 ' 0 ' n 0
View: Building Block |« Archlte_ctyral Archlte_ctyral N Highlighted
Description Description L enhancements
View: Deployment View: Building Block
View: Privacy, Trust &
IdM
i
Research
Section 4 1 Outreach
Appendices

Figure 9 Structure of D4.2
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D4.2 Platform Architecture and Design 2

Section 2 dResearch thread

6 Overview of Research thread

The Research thread is the definitive PICOS architesiere It takesD4.1 as a starting point, and
captures the Projectbés design for an architectu
ongoing development of the PICOS prototypes pravate invaluable source of inspiration that has

led to further innovatioand research.

Areas that received attention include:
e Direct Marketing as the basis for a business model

e Privacy around membegrublished profils andcontextawareselectivedisclosure of
personal information

e Implied (dynamic) member profilessuch that mighbe ugdin an advertising situation to
automaticallyprofile members. This includes member observatiasilfility of activities
and communicationsand targeted advertising based on member behaviour.

e Reputationincluding reputation of (trusted) thighrties.

The research threadiscusses components, and relationships between the components, at a general
levelin keeping withthe first cycle andhe approach taken b4.1.
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7 Design motivations

D4.2 Platform Architecture and Design 2

In this design section we first set out two scenariosdbstribe dayi-thelife of two representatives
of our reference community. The ftirscenario (7.1), which featured in D4.1, concerns John the
Angler. In the second scenario (7.2), which is new to D4.2, we see Mark the Gamer engaged in some

online gameplaying.

The two scenarios link to use cases. These have been developed specifically for PICOS to illustrate

aspects of the architecture that respond to the particular situations that concern the users. For example,
when joining with the community, bothohn and Mark use the registration component.
described in PICOS Use Case 1{PUCli}s the scenarios that enable the use cases to be developed.

In addition to the scenarios and use cases, we developed a set of PICOS B(ipBipknd PICOS
Features (PF). These establish aspirations for the architecture, and are based strictly on the
requirementsof the reference communities that were documented in earlier deliverables, e.g. D2.4
The features and use cases led directly to the componenfsrthdhe architecture.

This is

The PICOS Principles were also influenced by the needs economic, legislative and assurance needs of
the project, and these in turn fed into the PICOS features too.

From the outset the project had in mindypical community model, one that isrepresentativef
communites in existence or envisagell.was recognised that for PICOS to have the impact intended,
the architecture must observe current practices in the operation and design of community platforms,
even though this coulddel to compromise decisions that favour acceptance over a more purist (with
regard to privacy, trust and Identity management) approach.

We refer to thi

depicted in Figure 10

Economic
Perspective

s O6ideal communi
of our threereference communities. From this target community emerged our trust model, which in
turn directed the choice of components and featurBise interaction of these desigiements is

Legislative
Perspective

Assurance
Perspective

{k PICOS Principles

l

A J

Figure 10

ty

»| PICOS Features

A,

mo d e |

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr » Target Community ‘ Trust Model }—>‘ Components ‘

Design process

0

as our
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7.1 Example scenario: Anglers

D4.2 Platform Architecture and Design 2

In D4.1 we developed a user scenario to help us understand how users might interact with a PICOS
community, and indeed what they might want from such a community. The scenario was drtificial

an imaginary user experientewhich tells the story of a typical dap-thelife of someone who we
anticipated would benefit from using a PICOS enabled community.

Studying the angling community helped us gain a good understanding of what PICOS should deliver,
and allowed us to scope the jaa. As far as possible the first iteration of the architecture attempted

to capture and address the tensions that this scenario predicted. At that stage no decisions had been
taken to implement any features that arose from the scenario, and it waskddbap what was
eventually implemented might conceivably have nothing to do with this scenario at all.

Our scenario was based around John. We attempted to show how the features that John desired could
be realised by the PICOS community. We did thisnsgiting references to PICOS Use Cases (PUCSs)

that we had developed separately (and are describ&gpendix A where a reference {PUCn} refers

to Use Case n.

Theanglerstory as told in D4.1 is repeated belowor D4.2 we have also developed a gameatysto
which also follows.

7.1.1  John, the Angler: An angling holiday

John is an experienced angler, especially in catching fish that live in the North Sea and adjacent
waters, such as the North Atlantic and the Baltic Sea. On the occasion of histiday, hisfishing

buddies decided that John should tryffghing, so they gave him a basic-fighing set as airthday

gift. However, John has never attemptedfighing before, but believes that this fishing method is
really worthwhile trying. In order to ged comprehensive idea of what fly fishing could be like, he
decides to spend his next vacations in the mountains of Bavaria, where he can expect a number of
promising sites for fly fishing. In preparation of his vacation, he found a fly fishing simulattireo
Internet, which he considered useful for getting an idea for what fly fishing is like. Playing with the
simulator gave him an idea; Fighing could be a lot of fun, but it is also a fishing technique which
needs a lot of skill and knowledge abch £cology of the target fish and their environment.

712 Johnds concerns about technol ogy

John is not a technology expert, but he is reasonably comfortable using the Internet; he sends emails
and checks his bank balance online regularly. He is aware that the Internet presents a risk, but beyond
knowing not to respond to Spam emails with hiskbaccount details, and to watch out for viruses, he
isnét sure what he needs to worry about or how t
information and that hardly a day seems to go by without there being a report in his newspaper saying
that another government department or company has lost personal data.

Besides the membership in a regular fishing clu
where John | ives, he is a member of @&amroupnfl i ne m
anglers in this community indicated a while ago that theyeexperience in fly fishing. So John logs

in to his angling community and is asked to register with the group. On this occasion John is accessing

the website from his home PC, but girtbe community also supports access from mobile devices he
expects to use his mobile phone to gain access once he leaves on his trip.

Copyright © 2008-2010 by the PICOS consortiumd All rights reserved.

The PICOS project receives research funding from the EuropeanCo mmuni t yds Seventh Framewor k
PICOS_D4_2_Platform_Architecture_and_Design_2_Final.doc®age52 of 348 Public Final version 1.0



L

PICOS

7.1.3  John registers with a community

D4.2 Platform Architecture and Design 2

John provides the requested personal information, including an angling credentiatésatisit he is
entitled to fish at his chosen |l ocation {PUCL1}.
allows members to sign in and apply online for a rod license for marine fishing, which is issued by the
governmental fishing authority. This & credential which is endorsed, and which provides evidence of
Johndés right to fish in the said waters {PUCL1}.
subsequently granted access to the thematic groups in his community aHwitirity ard he was

searching for information he needs to plan hidihing trip {PUC2}.

7.1.4 John joins a group

When John registered, he created a profile that defined what information about John other members

can see {PUCL1}. He can also create a groapbuddy listt where he calist the other anglers he will

interact with on a regular basis {PUC9}. John decided to join the existing discussion group on fly
fishing. However, since he was afraid, that he can be blamed because of its little knowledge, he
wanted to disass fly fishing issues also only with known buddies and he decided to create his own

group on this topic {PUCS9}. Initially, he invited just his known friends to become members of this

private room, but he was already considering opening this group téhell community members

when he would be a bit more experienced. This is all handled Isotiarelationsfacility, which is
responsi ble for managing and gr amdmbarsgPUCG.hnés con

7.1.5 John sets his privacy preferences

The profile also permits John to set privacy preference settings which, among other things, allow John

to automatically disclose his social presence I
presence, an indication of his online status and locatiorbudidies or other anglers can check if John

is online and available to chat, just as John can check the status of other users {PUCS]}.

7.1.6 John searches for recommendations

Before John starts his ffyishing vacations he would like to get recommendations fomfwiog

angling spots and other necessary infrastructure such as restaurants, tackle shops and licensing rules
and regulations around the anglers hotel he has booked for his vacations. John considered becoming a
temporary member of one of the local Bavamatine angling communities which was recommended

from his friends in his marine angler's community {PUCA4}.

7.1.7 Johnlogsin

With his angling vacations approaching, John frequently logged in into the Bavarian online angling
community and tried to find the resgive information posted from other members of the community.

As a registered member, John can upload photographs and download angling information, and
communicate with other users {PUC7}. When logging in, John will need to prove his identity, by
using hs chosen authentication mechanism from the set of mechanisms that the angling community
supports {PUC2}. John did not need to register again for temporary membership in the Bavarian
online community on fliyfishing, since with his membership in the marimglars community, he is
automatically and transparently granted access to all other amglatgd communities and web sites
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that he wants to visit when preparing the fishing trip. The facility, known as federated access, also
allows John to use onlineewices for which he has not registered. This is because through mutual
agreement, Johndés registration credentials are a

D4.2 Platform Architecture and Design 2

This is especially useful, since some of this information that John needs is provided by thes] parti

for example weather information or qualified biological information from FishBase about the local
fish fauna including identification tools and field guides he can print or he can use from his mobile
device {PUCBG}. If John ever decides to fish in arasthrea it means he does not have to register with

a new community every time. John simply takes advantage of a federated access service that allows
him to automatically gain access to the new community.

7.1.8  John checks reputation

While searching for locahformation, John also wants to see ugenerated recommendations for the
results of the search. A recommendation is only useful if he can get additional information on the
person who made the recommendation, e.g. their profile, their reputation iermtiffemmunities and

their relationship to John {PUCS5}. This is only possible because the community offers an identity
management component allowing the federation of partial identities, and thuscamussinity
reputation and recommendation.

7.1.9 John configure s location and privacy settings

John suspects that at this time of the day two fishing family members and another Swiss friend, Jean
Paul, may also be logged in to his main online community. He checks his buddy list for their status

and location {PUC8}. Ot our se, this is only possible if John
right to see this information, which they will have configured using their own social relations facility.

John can see his family members, but his friend, -Bean, is currentlyblocking access to this
information because he probably has privacy concerns. So, John decides to communicate directly with

JeanP a u | using the communityds instant -Pmukwmagi ng
fortunately is logged in. He ialerted by his vibrating Smartphone and reads the message from John
asking for accesstoJe@a ul 6 s status (presence) infolamati on.

receives a digitally signed statement issued by the Reputation Management compdment, w
convinces JeaRaul that he can trust John {PUC5}. In response,-Fean also grants John accéss
his social presence information, simply by updating his privacy preferences {PUC8}.

As John and JedRaul are holidaying together in the Alps laterttie year and want to go fishing
together, Jeaaul also grants John access to his location information, but only during the days he
knows they will be in the same holiday area. This is again managed by the privacy preferences and
social presence facility

John immediately sees the new information and has a great idea. He sets up a group using the Group
Management facility so that he and J&&ul can share specific information to help with planning the

trip; e.g. he would be able to deliver his excitingperience to this group straight from the
watercourse, using his Smartphone {PUC9}. Although personal information will be shared, both
friends are confident because they know that no one outside the Group will have access {PUC7}. They
also realise that ding and after the planned trip they can share photos and other-imediih)
information showing the great catches that they expect to make.
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7.1.10 John accesses another community

D4.2 Platform Architecture and Design 2

Finally having arrived in the angler's hotel, John decides to join another aogiimgunity, which is
suggested from a member of the Bavarian online angling community as a group of fly fishing
specialists who knows the fishing sites where John wants to go fishing in his vacation very well.
Normally this community is restricted to registmembers because they want to hide their special
knowledge within a limited number of members. Only users of good repute can access the community.
Because John has not been member before, his reputation is unknown {PUC5}. Fortunately, John has
been a god member of another community and he can transfer that reputation to this new community
as proof that he can be trusted.

7.1.11 Authentication

The new angling community needs to verify John's identity and that John is indeed the member of the
other angling commuties. This is possible because of a federated identity management system which
provides community membership management and trust management across communities. (Of course,
if the local community does not know the other communities then the local corgrmuurst decide
dynamically how much to trust John). Once John's identity has been validated and he has been granted
temporary access to the membenty areaof the community site, other members of that community

can see John's profile, and can see thetatipn that he has established in the other communities
before and has chosen to disclose.

Upon arrival at the water course, John realised that he has forgotten a number of items necessary for a
successful fishing day, such as flies which are due atitmésof the year. Thus he searches for a local

tackle shop on his Smartphone, and he sees recommendations that have been made by members of the
local angling community {PUC5}. Those will be presented as recommendations coming from fellow
members of the comunity that he now belongs to. John can also see if any of those members are
currently online, and if so he has the possibility of communicating with them directly, i.e. he can ask

for advice in reatime. Any community member can control who can see #taius. Members can

also control who can contact them directly. For example, some members may prefer to only accept
messages from registered members, as opposed to guests.

7.1.12 John posts feedback

Having visited the tackle shop and gathered the needed equipasau on excellent advisements of

the tackle shop owner, John decides to share (post) his own recommendation about the shop on the
shopdés website. Rather than posting as an anonyn
community identity.The shop website verifies that John is indeed that member of the local angling
community.

This recommendatioencouragesohn to purchase items using his mobile device from the online
shop. This is very convenient for John, since the shop delivershtilesce n it ems t o Joh
However, the shop needs John to first supply some sensitive personal data.
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7.1.13 John wants to be anonymous

D4.2 Platform Architecture and Design 2

John is excited about finally going fishing, but in the back of his mind there are those concerns about
security and privac He wonders why he should trust the community to look after his information.
Has he made a terrible mistake that he will live to regret? But then he remembers he also joined the
local community because he wanted to get to know more local anglers whelpanm to make the

fishing trip successful, so perhaps he needs to be more relaxed about all this privacy stuff. After all,

ités probably all/l hype to get people to buy cred
of the fish he catchedjé¢ location, the date and time caught, and his experience with successful baits.

However, he t hinks t hat he doesnot mi nd tellin
communi ty, who he already knows wel | ,abohtthis he d«

special experience.
7.1.14 John makes a payment

Still a little concerned, John decides to investigate further, and discovers something called

anonymisation and pseudonymisation, which apparently means that John can interact with others
without tellingthem his real name. Sounds like the ideal solution. When John makes a payment or

provides evidence of entitlement, nessential personal information is obscured.

John also discovers that he can restrict who can see his information through socadtbthgccess
control {PUC7}. This is really easy to do since he only needs to set a few options in his personal
profile and thatoés it.

7.1.15 John terminates his membership of the community

At the end of the fly fishing vacations, John can choose to cancelenidenship in the special local

online community, or he can wait for it to expire automatically {PUC3}. However, even though he has
left the community, the history of his membership, messages that he posted, and any reputation that he
established, is mainteed by the local angling community. Before leaving the community John
decided to post photographs of his trip including the fish he caught. As an acknowledgement of their
useful tips and trips which promot eahstilsedtheds s uc
photos of the catch, even though John is no longer a member of the community. Since he behaved
according to the rules of that community and since he provided content, he was rated from community
members as a trusted fishing buddy and leigutation score (which never expires and can be
transferred to other communities) was increasing which may facilitate to access special groups in other
online angling communities in the future {PUC5}.
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7.2 Example scenario: Gamers

D4.2 Platform Architecture and Design 2

7.2.1  Mark, the Gamer: One epoch in a game

Mark is an experienced online gameHe has just decided to play a new epdoh round)of his
favourite game. An epoch of one game ends if any alliance manages to builortith@vonder The
duration of one epoch is typically in order of months

Mark has a solid experiencd this game because he already played several epbthso epochs he

was a member of a winning alliance. That gave him a lot of experience, increased his reputation and
also brought new friends among the gamers. But treepoch was over almost all connections with
these people were lost and he never met them again. He stayed in contact with only some of his best
friends/playersandat the beginning of aew epochtheydecidedto cooperatdy creatingan alliance.

The meant that Mark could begin tlmew epoclhwith experiencehat he had developed from previous
epochs andriendswith which he hadcooperated Mark therefore&knows what he can expect frdms

0 t e wherdimes arehard for the alliance.

722 Mar kds c abauttechnolagy

Mark has a solicexperience of technology. Hactively uses social networks and he uses mobile
device and computer ddy. Mark is also awardghat such technologiegresentcertain risks, both
security and privacy, and he hdsvelopedsone knowledge about possibiteeansof protection. He
knowsof the risk from people whspy/steal/misuse personal informatiemcehardly a day seems to
go by without there being a report in his newspaper sagintpe loss of personal data and the
resulting consequences for the individual affected.

Mark is a member of an online gaming communityhich he accessed whilglaying his lastonline
game. He noted that a group of gamers in this commaenitgideredViark to be aresponsible and
cooperative playeiThis reputationhelped Mark graduallpecome gplayer who createstrategies and
advisesother playerdiow they should playMark wouldvery much like to retaimis newy acquired
reputation astarts plaing new online gam& or even transfer it to otheommunities

Mark accesseshe gamevia a websiteusing his home PC, but ste the community also supports
access from mobile devicdse sometimes uséis mobile phone to gain access and talk to his friends.

7.2.3  Mark registers with a community

Mark provides the requested personal informatmithe communityincluding his past game/playing
experience. The information provided is authenticated, and Mark is subsequently granted access to the
community discussion board. This discussion board is dfienly place where Mark can meet with

other players (some of them are already known to him from previous games/epochs) from his
community in order to discuss game strategies, gll&ances, etc.
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7.2.4 Mark sets his privacy preferences

D4.2 Platform Architecture and Design 2

Ma r lprofite, which s held n the discussion boargermits Mark to set privacy preference settings
that, among other thingg.g.email address, real name, age, postal addresspntjpl the automatic
disclosure of his online presenca.e. providesan indication of hionline statugo other members
Thus, hiddie&(dr einy other gamer can check if Mark is online and available to chat
Similarly, Mark can check the status of otlmembers to¢gPUCS]}.

Mark can also specify his contact email address(es) or posthbssd as well adis telgghone
number(s). Since he wants to use only the fuit messagi ng system (somet
me s s ahge eéakrg not filin any of thisinformation in his profile. (He thinks he probablyvould do

so if hecould controlacess and check whdewedinformation containedh his member profileand

what type of information was viewgdSincethe discussion board requires this information in order to
complete the registration process, Mark simply-filsome fake information.

7.2.5 Mark logs into the discussion board

As a registered member, Mark can upload photographs, download available information, and
communicate with other users {PUC7}. When logging in, Mark will need to prove his idemiityh

he doesusing his chosen authé&rdtion mechanism from the set of mechanisms that the discussion
board supports {PUC2}. There are several roles in the discussion board (moderator, power user,
ordinary user) that Mark camerform, but this optioypically depends on his reputation andiros

activity.

7.2.6  Mark checks reputation

When searching/ retrieving information about playerg e . g . | closenaet stiseid nhistorical
activitiedabilities while under attack), Mark want® receive usergenerated recommendatiotts

support theresults & a search.Retrieved informationis only really useful if Mark can obtain

additional informatioraboutthe person wherovided the informatiore.gt he ot h e profime mber 6 <
their reputation in different communities and their relationship to Mark {BUTBe problemfor

Mark is that it isusuallynot possible to directly transfer reputation scores from other (past) discussion
boards (from previous epochs) sirthey arenot normally compatiblewith the new installatiorthat is

used at the beginning ofnew epoch.

7.2.7 Mark accesses another community

As Mark plays the gamiee reaches a point whee realizes that it will be good for him to change his
alliance membershiglhis is becauséis current alliance is not very cooperative and actwd its
membersare facing several attacks without a solid defence. He tries to contact the leaders of stronger
alliances in order to discuss optidons becominga member of their alliance

Mark finally receivesan offer from a very strong alliance thiatwilling to accept himas a new
member. This is very good nevia@ Mark because it is not very often that a strong and cooperative
alliance accepts new (typically unknown) members. As Majkimng as anew member, he has to
register (anabtainaccess) to a new digssion board. Leaders of his old alliamg# also receive the
information that Markhaschangechis alliance andwill take all steps possibl® prevent Mark from
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accessing the old discussion board. The main reason is that thimeluéership can bexploited by
another alliance.

D4.2 Platform Architecture and Design 2

7.2.8  Mark wants to be anonymous

Mark is excited aboutecominga member of such a strong alliance, &tthe back of his minte still

has concerns abosécurity and privacy. He wonders why he should trust the commurptpted his
information. Has he made a terrible mistake that he will live to regret? But then he remembers he
joined the community because he wanted to be a member of a strong alliance and to win the game, so
he becomesmore relaxed aboutall this privacy stufd@ He then decides to share photographd
screenshotsakenfrom the game and a recefitg a m pantyg Bowever, he knows that this content
would remainwithin the communitylong after he has left (e.@. something bad happens and ike

kicked ouj. So e decides not talisclose any conterthat he feelsis personal and privaesensitive

e.g. his car withmidentifiable number plate number

7.2.9 Mark offers to share his gaming tools

Since Mark is an experienced gamever timehe hascreated his owii b e y-theydh me 6 t ool s t
help him to better analyze his battlesg( battle simulator, distance and time calculator, soldiers

power calculator). He is willing to share this set of tools with members of his alliance he doesn
want the tools to bpublicly available. He knows that he cankontrol the spread of his tools within

his communityt a member of his alliance may disregard his request no to sharé therhedecides

to offer themto othersduring the l#ter stages of the gamehich iswhen he hagreaterknowledge of

his colleagues in terms of their reputatidfe is surprised that he receivesry positive and warm
feedbackabouthis set of tools.

7.2.10 Mark organizes a meeting in a pub

As the game is almost at its end Mark and other leaufengs alliance decide to organize a fdoe

face meeting in order to meet personally with other players. They know each other quite well in the
online world but nevemeteach other irthe real world Other members are willing to provide Mark

with theirmobile telephone numbers in order to be easily reachable.

Mark chooses his favourite pudnd sets a time for the meeting. Almost half of the whole alliance
joined Mark,andhad a very nice timwgether. As a result, Mark met new peoghel discovered that
somehad some similar interest® his own(besidesonline gaming) and Markmade severaleally
good new friends.

7.2.11 Mark terminates his membership of the community

At the end of game epodiark can cancel his membershyb the discussion boardsed by his
alliance. But it isnormal practice fodiscussion boarlto bedeleted after the game endsd those

who want to stay in contact have to exchange their contact information before the end of the game
epoch. Mark met some interesting pedplathe wants to stay in contawith, so he puts those people

into his local contact list (e.g. into his mobile phone contact list). This contact list cannot be shared
and is not online.
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7.3 Use Case views

D4.2 Platform Architecture and Design 2

To illustrate how the architecture solves practitato-day situations which our target community
may encounter, and to indicate the interaction between components, we identified 15 PICOS Use
Cases (PUC)n D4.1. Use cases are used to show the most common interactions.

Each use case has been selecwmhbse it satisfies an element of shenari® previously described
and because from experience we know that the trust and privacy issues that PICOS will raise require a
detailed level of understanding wéerinteractions.

Of these 15 PUCs, in D4.1 weqmored the first nine to better understand the interaction between
components. These nine were considered higher priority PUCs because they cover the application of
the core privacy and trust management components.

Later, WP5 introduced a new use casédefred in D5.1 as PUC 10) to explain how privileges are
managed. This is now included in this D4.2 as PUC 16, and desordredully in AppendixA.

Further use case®r refinements to existing use cases) arimee the trials, and these are also
included and referenced as PUCs2B/ Theyrelateonly to the online gaming community.

(Note that the order of this list does not imply any priority.)

e PUC 1: Registration: Registration and creation of a new memberif@oCreating an
initial identity, importing reputation, setting policies and respecting different (dlese:
The gamer community needa enhanced set of attributeat extends #listspecified by
the anglers.)

e PUC 2: Accessing the community Identfying, authenticating and granting authorisation
to a member. Selecting a service.

e PUC 3: Revocation Leaving a community, giving due consideration to content
contributedoy a member.

e PUC 4: Multiple partial identities : Creating, selecting and managingltiple member
identities (pseudonymous/partial identities).

e PUC 5: Reputation Establishing the reputation of members within and across
communities. Providing recommendation and feedback. Registering to receive
notifications. (Note: In the gamer communjty r eput ati on i s extended
i nteresto6.)

e PUC 6: External services Exposing partial identity / profile to external services

e PUC 7: Content sharing Importing/exporting and controlling the sharing of content
contributed to the community by méers, including automatic/manual tagging and
notification.(Note: In the gamer community, access is linked to content and date.)

e PUC 8: PresenceSetting and controlling the sharing of online status information
(location, presence, etc.) about members.

e PUC9: Sub-community: Creating and managing a sabmmunity (subgroup) within the
overall community.
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D4.1 also notedix additional e cases(PUC1015) that we expected to prove useful. However, in
practicethat proved less useful, and waghsequenthsuperseded by seven new use cdB&RC16
23). Thesesix new use cases are listed below and described in Appendix A.

D4.2 Platform Architecture and Design 2

e PUC 10: Community reputation: Check and validate the reputation of a community
(prior to becoming a member). Establishing, and making gylavailable, the reputation
of a community, for the use by new members considering joining the community.

e PUC 11: Searching Searching for and establishing contact with other members within the
community, who share similar interests.

e PUC 12: Offline working: Enabling member to benefit from community services when
offline (typically mobile)

e PUC 13: Feedback Providing recommendations / feedbacee also PUC 19 for a link
between reputation and advertising.

e PUC 14: Realtime communication Allowing memter to interact on¢o-one, thus
sharing content in redime.

e PUC 15: Audit: Audit, correcting errors, removing privawpolating content
The followingeightuse cases are new to D4.2:
e PUC 16: Privileges Controlling access to community resources throwdg identities

e PUC 17: Multi -communication. Communication (texbased, multimed-based) with
multiple members

e PUC 18 Organisation of ad-hoc meeting Locating and connecting with members

e PUC 19 Marketing/Advertising : Advertising serviceincludingpersonaked
advertisements

e PUC 20: Realttime content sharing Information exchangevids har ed des k6

e PUC 21: Enhanced social adsAdvertisements based omembersocialand mobile
context

e PUC 22 Virtual marketplace : Provisions of ordemand gameelated catent
e PUC 23 Advertising Service Advertising of potentially interesting (commercial) places

The purpose of each use case is to illustrate the role and functionality of components in delivering the
stated service to the members or the operator. Theechbibe nine use cases for specific attention by

the architecture work is motivated by a desire to demonstrate the breadth of functionality that the
PICOS community can provide. However, this choice should not be seen as an indication of the
priority thatthe target community might place on the functionality delivered.

For each use case we describe the situati on, ar
between member and component, or between component and component, to illustrate the/eocess

also include a simple reference diagram, which shows the key component required to address the
situation. (Each component is shown as a box which contditisealunctionalitiesdescribed in the

component description). The described use cases cOvef the 49 defined components. For those
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components not described in the use case, their relationship with other components can be seen in the
diagram included with each component description.

D4.2 Platform Architecture and Design 2

Some components occur in almost every use case, e.g. Ewgging, Audit and the Secure
Repository. Because they provide ancillary functionality, it is easy to overlook the importance that
they play in the overall architecture. It is also easy to miss that the central role that these components
play can introducex point of weakness for privacy and trust management. For example, the Event
Logging components receive information that is potentially very sensitive. It is also well placed to
compromise anonymity because of the ease by which links can be made bettiesnand therefore

partial identities and transactions. We recognise these and other risks, and will seek appropriate
solutions in the implementation.

One of the most significant new use cases is the Advertising service(s), PUC 19. The functionality of
these services is discussed in detaAipendix A
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7.4 Target communities

D4.2 Platform Architecture and Design 2

We have stressed from the projectds outset t ha
networks, and that our technology is intended for communities that have a strong punghegeose

members have an appreciation of the need to preserve privacy and manage their identity sénsibility.
addition, we are interested in communities that have a strong mobile element and require a funding
model, probably based around advertisiogyperate successfully.

The community aspects investigated in D2.3, anddemonstrated bgur three exemplary reference
communities, can be regarded as representative of many communities with current orefedsfer
mobile services.

We have chosen tfbcus on the emerging field of mobile community services, which we see as
increasingly important for existing communities, éleFacebook OPl acesd servic
provide members with many new opportunities, but also raise new questionsnggainhcy that we

expect PICOS will be able to address.

At the conclusion of the project we hope to be able to show just how far our results and findings are
transferrable to the more general social networks, e.g. Facebook, MySpace, etc.
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7.5 Trust model

D4.2 Platform Architecture and Design 2

7.5.1 Background to trust models

Strictly speaking, trust modeshould notbe part ofanarchitecture document. They describe a basic
requirementhatwould normally be explored in requirement gathering deliverables. In fact, this was

the case, but the concegittrust models was unfamiliar to our reference communiti€&qually, the

trust that wunderpinned our referenmwasherefamentard ni t i e
to capture.Therefore, we decided to use @xpert knowledge to interpret thikely requirements and

thus define auitabletrust model.

We began D4.1 by considering how the different
were risk accepting, while others were risk averse.

D4.1 adopted a very specific trust modelrast model that plasegreater dependency on a single
entity |ike a community operator, but offered |
trust model does not resonate well with users who are concerned about current privacy phnattices t
social network have adopted, although it remains the trust model that we see in our reference Angling

and Gaming communities.

For those members who do worry about the risks of using a community, a range of options are
possible, essentially where membeake greater or lesser control of the situation according to their
personal beliefs. Other members will look for assurances from the community operator. We showed
that there is a spectrum of possibilities, from high trust (low personal control) terdstv(high
personal control), as the following diagram shows.

High Trust Low Trust

Figure 11 Trust spectrum

Somewhere between these two extremes lies the community that concerns PICOS, and for the first set
of prototypes we used a trust model that is exiieg by the angling community. This community is
particularly interesting because it possesses the following characteristics:

e It has a well defined purpose

e Members have a shared interest and shared values
e It has a cenrdinating entity that shares tkame values
e [t existed in the real world

Compared to a social network community, where trust is high and personal control low, the angling
community looks for a balance of increased personal control and reduced need for trust. By contrast, a
highly distru¢ i ng member woul d, compared with todayds s
greater control and reduced need to trust.
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Solving the trusthallengethat we see insocial networks requires a differempproach Essentially,
the trust placed in the oomunity operator is removed and distributed to one or more trust domains
a waythat is accepable to the membeship. In addition, sensitive process that might otherwise be
carried out within the community is now performed in an isolated (probably Bgalsmart phone)
environment that the member trusts.

D4.2 Platform Architecture and Design 2

Addressing trust concerns through enhanced isolation is one approach to dealing with privacy
concerns. In essence, it is a strategy of data minimisation, where only essential information is ever
reveded to another party. However, communities basically exist to share information, some of which
is personal. To deny the community this opportunity would indeed address privacy, but it would also
devalue the community experience to such an extent fisatagtlonger viable.

Another way to think about trust is in terms of the effectiveness of a response to abuse of trust.
Management of abuse was raised in DRdquirementR2.14, where penalty transactions were
mentioned. Since abuse can often appearetmore significant than good behaviour, the remedial
actioni e.g. how PICOS offers support to members when dealing with complaints from others
(RequiremenR1.14).

The provision of an external connection to a community stands to undermine trust, suggibsted

likely interconnection with other communities aéscussedin the subsection of architecture
topologies. External interfaces, a requirement that D2.4 highlighted (R4.8), are seen as a necessity of
open community architectits@and an importantefature for building interrelationship through external
services.

7.5.2 Choice of trust model for the PICOS architecture

The followingfigure (Figurel2) summarise this situation, and shows where the protstyppICOS
communityarefocused
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HI A If we were paranoid and
technically able, wed like to be
here i almost total control
(except for law enforcement).
©
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c some personal control, but
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o
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>
Q
—
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Hi Trust placed in the community Lo

(Lo confidence)

Figure 12

(Hi confidence)

Balancing trust and control

We further defined the target community by stating the desires of the membership. We stated that

members:
[ ]

Are interested in greater control over how their information is shared

Want features that aret present in today's communities, e.g. Address books, groups,
greater confidence in the identity of other members (OpeniD, ID Brokers), evidence that
their information has been accessed, assurance that the community complies with the law,
a reputation sstem, feedback, profiles and privileges

See the greatest threat coming from other members, not from the community operator, and
from hackers outside of the community.

Would trust a community that employs the latest (PICOS) technology to manage trust and

privacy

Believe that the community operator will be willing, or obliged (by law), to protect their

data

Do not require absolute guarantees, and consider ‘after the event', or retrospective, control

adequate
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e Would not check the technology

D4.2 Platform Architecture and Design 2

e Use a community'szputation to decide how trustworthy it is
e Are more concerned about the authenticated identity of another member

e Look for strong authentication in certain situations, but third party endorsed identities was
not a priority Howeverwould accept a mobileedice that provides a trusted identity

e Are less concerned about integrity or provenance of content (they accept that content from
an authenticated member is genuine)

e Want secure storage, but only for the more sensitive information

e Accept that law enforcemérequires access to protected information, and would trust the
community operator to perform the role of trusted intermediary

e In general, trust the community operator to perform the role of a trusted intermediary

In D4.1, and more so in D4.2ve contemmted alow-trust trust model, in which members do not (or

at least should not) trust the community operatsis typicaloft oday dés soci al net wor |
Whilst we agreed that technology existed that could address all of our concerns, implesgeiting
technology in a way that members would find acceptable was thought unlikely. Furthermore, the
technical challenges that some of the more advanced privacy controls present could discourage
existing community operators and providers from adoptingPt@®©S architecture.

For example, anonymous interaction with a community operator would require trusted intermediaries

and more sophisticated processing capabilities on the client device. It would also meat the community
operators know very little aboteir membership, which could severely limit the range of services
that they can offer, and connecting o6like minde
good measures in terms of privacy, t heysilyar e at
connecting peopl ed.

For this reason, we decided that D4.2 should retain the original trust micglgblace high trust in the
community operator but to find alternative ways to deal with particular concerns that may arise, e.g.
sharing informationwith third-partiesand advertisers
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7.6 PICOS Principles

D4.1 established 23 PICOS Principles, summarised here and detailed in Appendix B. These principles
continue to guide our architecture design. Each principle was derived from the requirements gathering
phases of theroject, and influenced by our experience in the fields of communications, security and

social values in trust and privacy.

Each Principle falls into one of six key areas, namely: PPLaW
o Law
* Tt I:)I:)Trust
e Privacy
e Control
. I:)I:)Privac
e |dentity y
e Other
The distribution of the 23 princigs is as follows PPControI
° PP
7 _— Identity
6
5 OTrust
4 OPrivacy PPOther
3 OControl
2 Oldentity
1
0 OOther
PICOS Principles
Figure 13 Distribution of principles
’l'f viewed/printed in 6black and white, the
and Other.

columns r
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The 23 PICOS Principles are listed in the following taflable 4) ordered according to the main
category that best describes the contribution that the principle makes to the architecture.

D4.2 Platform Architecture and Design 2

PPLaw ‘ PPTrust ‘ ‘ PPPriva(:y ‘ ‘ PPControI ‘ ‘ PPIdenlity ‘ ‘ PPOther ‘
PP1: PP5: PPS8: PP3: PP2: PP7:
Compliance Openness an( Data Use of persona Data Topology
with transparency | minimisation | information Ownership agnostic
Legislation
PP15: PP6: PP9: PP4: PP11: PP10:
Data Trust betweer] Endto-end Protection of| Use of | Offline
controllers communities | privacy personal pseudonyms | working

information

PP22: PP12: PP17: PP20:
Trusted Provenance | Authentication Resilience
intermediary

PP13: PP18:

External Multiple

services persona

PP14: PP19:

Audit Subgroups

PP16:

Objective and

subjective

trust

PP21:

Diversity

PP23:

Trust

Table 4 Summary of principles
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7.7 PICOS Features

D4.2 Platform Architecture and Design 2

7.7.1 Feature selection

D4.1 carried out a comprehensive requirements gathering exercise, notably with deliverables D2.3 and
D2.4. Fromthese we produced a shdigt of key features that members of a PICOS community value
most. The features were derived from our examination of all our reference communities, but in D4.1
the analysis focused heavily of this first prototype and the pressing needs of the angling community.

We began by expressing these features in terms obehefit that they offer members. Then we
described each feature in greater detail (see Appendix C), indicating the implications for an
implementer of a PICOS community.

D4.2 has enhanced and extended our understanding of these features, despite rantsigeific
features being introduced.

7.7.2 Key to features

Each feature was categorised according to the contribution that it makes to a PICOS community with
respect to communities in existence today. Each was assigned an appropriate icon as follows:

I:)ICOSenhancing

PICOS introduces the new community feature

PICOS enhances this traditional community feature

7.7.3 Features most valued by members

PICOS enables mobility through this feature

We believed that the best way to express member requirements is in terms of what they want from
their community.

Informally, community members wanted to:
e Share information (content) with other members

e Send messages to other members and, in general,dw@ess @o a range of different
communication services, includingregali me i nteractive O¢#polst ant m
notification (e.g. voice/text messaging)

e Search for 1) members with similar interests and 2) information on specific topics
e Create or jm subgroups of members within the community

e Build trust in other members through the use of 1) reputation, 2)epudiation and 3)
closed membership (registration)

e Access external services that oféelditionalspecialist functionality
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e Mark (tag) docments in such a way thatcess and use canfestriced

D4.2 Platform Architecture and Design 2

e Receive notifications thatnproveunderstanihg about risk related to an action about to be
performed

e Interact withexternalcommunities on the same basidaal community
e Have essentially the s experience whether mobile or static

e Personalise experience and expectations of the community based on particular
requirements and values.

These eleven higlevel features were expressed in a way that makes sense to the target membership.
From this listwe identified a set of system features that would need to be implemented to satisfy these
higher level goals.
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7.7.4  Main system features

D4.2 Platform Architecture and Design 2

The system features that satisfy the needs of a PICOS comratendyg follows

Feature| Description _
1 Reputation

2 Content sharing P
3 Registration

4 Personalisation

5 Messaging

6 Searching

7 Subcommunities

8 Presence

9 External services P
10 Content tagging

11 Communication services

12 Notification P
13 Inter-community interactior
14 Mobility P
15 Non-repudiation

Table 5 Summary of features
The features marked with a check makk) (are considered to have particular, possibly unique
significance for a mobile community.

In Appendix C we examine each featimedetail, and explain how PICOS addresses the privacy and
trust concerns that naturally arise.
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7.7.5 Summary of PICOS features

D4.2 Platform Architecture and Design 2

PICOSenancng PICOS ssguanr |

PF1: Reputation PF10: Tagging
PF2: Content sharing PF14: Mobility
PF3:Registration PF15: Norrepudiation

PF4: Personalisation

PF5: Messaging

PF6: Searching

PF7: Subcommunities

PF8: Presence

PF9: External services

PF11: Communication services

PF12: Notification

PF13: Intercommunity interaction

Table 6 Distribution of features between PICSO enhancing and PICOS research
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7.8 Economic perspective

7.8.1 Challenges and motivation

D4.2 Platform Architecture and Design 2

One might ask why organisations involvedmarketing and advertisirgyeinterested in communities
A lot of the informatiorthat isshared within social networkis very personal Detailed user profiles

describeme mb er s 6

paad irtevestantluding far exampléoliday pictures andemipublic

conversationsvith other members and across integesuups,and more publicallpn guesboards.

Besides thehuge numbers of usershat are now registered and using community netwdtes,
significant amount of personal time thheydevote and thedetailed data abotihemselves and other
user that they share, had madeial netwdks increasingly attractive to marketing organisations over
recentyears[Hoegg, 2006]Nielsen, 2009]

From a marketing perspectivedhey represent an attractive field which to conduct targeted
marketing activities and thereby extend the classical badames of content related marketing.
Targeted marketing activitiehhave becomenore and more intensified, ranging from simple banners
thatare displayed based on profile attributes of uggps[Facebook])to mobile reward systems for
€. cafég)eoopt] fFroursquarejFigareé B).o n s

ichecking ino

Sydney Winter
Festival

June 24-luly 4, Sydney CBD:
Aprés-ski atmosphere, open
air ice rink, winter cuisine and
alpine entertainment. Free

Welcome to Curve Cafe +
Bar

42 Ferny Avenue

For every second check-in, receive
a "buy a drink and get a drink for a
friend" offer (plus if you're mayor
receive a "Buy one get one free
meal").

a YOU HAVE NOT UNLOCKED THIS SPECIAL

entry! (Wed Jun 9 @ 423 PM)
Jye Smith likes Sydney Winter -
Festival.
g Like
Figure 14 Social network marketing in practice

(left to right)

il ATET =

¢ Me

12:37 PM

i Kate Garcia

L&~ 4 @ Amber Cafe
10 min ago, 21 ft

g @ b

Completed rewards Boss of

11

(&)
Me

. Facebook, Foursquare, Loopt Star

The Benefit of targeted Marketing activities wittgacial networkss not only a benefit fosuppliers
and advertising companiebut also for social network providefgnd therefore members too)
Advertising, when linked tospecific marketing activityis an important meanfor social network

providersb gener at e

revenues

and

part hence

an integl

the other hand, these activitiese still considered ineffective am many cases users pay little

Al so r ef Socialé d mm

oniasi éso.
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attention toadvertisementslue totheir attention on other actties, e.g.communicationwith other
community membersThis finding is supported invarious recent studiese.g. [Nielsen, 2009]
[Linkshare, 2009]IDC, 2008].

Editor note: In the following paragraph, and later in more dlétasub-section 9.2.1viral marketing

is promoted as a way for advertiser to easily contact a large group of otherwise unknemmiilesl
community members. To a certain extent, viral marketing adheres to the privacy goals of PICOS is
that members remain anonymous from advertisétswever, viral marketing can also been seen as
Spam, and therefore at odds with the PICOS Principles under the groupings of Trust and Control.
Just as privacy respecting with reputation management, getting the balance right between protection
and usefuiess is not easy, and potentially challenging for privacy respecting advertising.

D4.2 Platform Architecture and Design 2

Social networks argoarticularly attractive for viral marketing campaign$he principle of viral
marketingis that marketing messagee spread between usejisst like a virus [Kotler, Arnstrong,
2006] a principlethatfits very wellwith communicatiorintensiveenvironments likesocial networks
[Subramani, Rajagopalan, 2003[rhis is especially true whesommunicationoccurs ata personal
level and comprises shared inteasesHence,content contributed to groups, walls and profiles, which
then becomeshare information withirthe social networkare used to promote products/services
(e.g. video games, beverages), bréarmapanies(e.g. Nike, Apple), events (e.g. New Yofkity
Marathon).There is a flipside too, where membecanuse the same techniques to share opinions and
discusswith other users theiswn viewsaboutthesebrands, products or companies.

Fromthe PICOS perspective, advertising is an important facttidncontext of online and mobile
communitiegPICOS 1, 2007]A community serviceplatform, like thatdevelopedoy PICOS needs

to recognise the potential importance of advertising based marketing, and facilitataatketing
activitesr ecogni sing that i n most cases these wildl
increasingly important for mobile activities (and consequently mobile communities), as reported
[PICOS 2, 2007]

7.8.2  Concerns about advertising in communities

However,the use of personal informatidor marketing and advertising purposes raises new and
worrying questions regarding the privagnd protection of personal data.From the PICOS
perspective one of the main questich® whatdegreeareusers able to contréor themselveshe use

of their personal informatiofcf. [Liesebach, Scherner, 2008hew et al, 2009]

This question leads taew challenges with regard to the research on privacy enhancing technologies
for social networksAnd given the challenge dfinding social networks, and the clear benefit from a
commercial perspective that advertising bringbaknce needs to be achieved betweempthacy

needs of usergs. the interests of the advertisers and those of the social network prijivekebad,
Scherner, 2008]

An importanceconsideration is theelationships between users and their communication within the
community asemphasized repeatgde.g.[Duncan, Moriarty, 1998]Palmer, Koenig_ewis, 2009]

In [Kahl, Albers, 2010}he idea otightly integratingmarketingwith user communication suggested

as an area fduture researchPICOS has investigated this particular issue, and conducted research to
further elaboratethe concerns and options in tbentext ofa PICOScommunity Our researcHirst
extend the theoretical foundation withithis deliverableand then produce an exemplary outline
showing how the integration in areal privacyi enhanced community service infrastructaan be
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achieved This in turn will directly influepe the PICOS Gaming Community Application Prototype
(D6.2).

Figure B contrastdraditional direct marketingith social network marketinfiPalmer, Koenig_ewis,
2009] and shows the communication that occurs between producer (supplierjadvertiser
consumendser and community provider

D4.2 Platform Architecture and Design 2

Traditional direct
marketing interface

pmducef]mtomerled Modern direct
communities communities marketing in a

social network
context

Figure 15 Traditional Direct Marketing vs. Social Network Marketing

7.8.3 Usage constraints

Advertisers face also sondfficult challenges, including technical and usabilitynen preparing
adverts for mobile environments. The dopamits that exist in the mobile network and on mobile
platforms hamper advertisedsreativenessand thereby the potentidbr effective advertising. For
example

e Storagdor data anatookies is limited in a mobile
e Communicationseed and bandwildtareboth issues
e Optimised data from thirgbarty ad servers is not available

e Screen size is a very limiting factdgiven the limited spagevords and images must be
kept to a minimum and the layout mustdbear and concise

e Content and advertising needs to be optimized to render appropriately across thousands of
differenttype of handsets
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e Navigatontitough content and i nter aciteveboh wi th ads
experience

D4.2 Platform Architecture and Design 2

e Toleranceof userdor viewing ads is lowdueto the small handset display

Only by understanding what content consumers are viewing can advertisers begin to appropriately
target mobile advertising. Therefore advertisers need to understand:

e Whattype of mobile appliance the viewer is using
e What thatmobile appliance is capable of
e Which network they areonnected to

e What type of content they achoosing to view
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7.9 Legislative perspective

D4.2 Platform Architecture and Design 2

The architecture needs to ensure that all potential systems developed based on it are legally compliant.
It is actwally the first phase for the realisation of the PrivagyDesign modethat we laterefer to in
this subsection.

The elicitation of the legal perspectives of our reference communities is closely linked to the efficient
function of the architecturdevelopment activity. The definition of componentat the platform
design and architecture phase of the projélcat ensure the legal compliance to the European privacy
and data protection legislation presents significant challenges, as these compothemly be fully
developed and tested when a platform or a community application prototype is built later.

However it has been a major concern of the PICOS project to embed privacy and security elements
already from the design and architecture phaserdler to support the necessary legally compliant
infrastructure that PICOS deliver§he relevant legal framework has already been scrutinized in
previous PICOS deliverables (D2.3, D2.4 and D7.1); privacy issues and in particular the processing of
persoml data (with the further implications regarding identity management) are taken into account at

the earliest stage of the organisation of the PICOS infrastructure, i.e., the platform design and
architectur e, in full r e sigleewhich iostrondlylpemofeg byithea cy b
European Commission.

Richard Thomas, the former UK Information Commissioner has emphasiseatghatsations must

embed privacy by design, and data protection must become a top level corporate governdnce issue
Corducting research on the privacy and data protection issues at this early stage of the development
and adoption cycle of the platform prototype will allBNCOSto have the privacy and data protection

pri nci pil red&hePI@®OSisyisttrused in Gitureapplication communities.

7.9.1 The current situation

PICOS aims at the creation of a fully legally compliant architecture and consequently platform and
community application prototypes. The current legal framework on privacy, data protection and
identity manag ment has already been analysed in PICOS I
and has been complemented with specific legal requirements contained in PICOS Deliverable D2.4
ARequirement so, which assist the thaehtecture pvele s i n
countryspecific reports on the data protection and identity management related legal frameworks are
included in Deliverable D7.1 AUser Evaluation P
Appendix B of the D2.4 and seras guidelines to the developers of the architecture.

As PICOS in an EWunded project, the PICOS Architecture and Design is based on the relevant
European legal and regulatory framework on privacy and data protection. This choice is also implied

by the satement of PICOS included in the PICOS Description of Work which clearly stipulates that

the Aresults of PICOS wildl contribute to Europe.
platform will enable European telecommunications systems equipsaepliers to include privaey

enhancing and trusnabling identity management features into their offerings in an interoperable
manner, thus strengthening the attractiveness of these to their communication service provider

‘UK I nf or mat i o nOffiCe(I@®)iMaking Eurogeanddata protection law fit for the 21st
century (Press Release), 12 May 2009
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customers. Secondly, the depitognt, by European communication service providers, of community
supporting capabilities that enhance the privacy and trust aspects of identity management will make
citizensdé attit udedne eomounities iparer positicei apdaconfidetiierebyn o n
increasing such participation and so enabling the benefits of the digital economy to be attained more
than otherwised. Therefore the choi ceisimfightPl COS 1
of its nature as an EU funded research pr@ectit does not ignore the potential importance of other
international or national (neBU) legal frameworks that would be applicable in a potential
commercial exploitation of the project results in a global implementation.

D4.2 Platform Architecture and Design 2

In the field of European Unioftaw, the Charter of Fundamental Rights of the European Union
(hereinafter EU Charterprovides for the respect for private and family life (Art.7) and the protection

of personal data (Art.8), while the Data Protection Directive (1995/46/E&3) been adopd to
guarantee efficient data protection. The PICOS project ensures compliance to the aforementioned legal
framework.

Article 8 of the European Convention of Human Rights (ECHR) also protects the right to respect for
private and family life. However aomplaint with the European Court of Human Rights (EctHR) can
only be filed in respect of violations by a State that has ratified the ECHR. Currently, the procedures
set up by the ECHR do not allow its direct enforceability from individuals. A complaiimisagmn

i ndividual o rinadmisdible fot reasop af intompatibifity with the Conventiatione
persona®’. Such an alleged violation can be lodged at the ECtHR only indirectly, i.e., when a
Me mb e r c&ntba held responsible for thlation in one way or anothét, for example by not
providing appropriate protection against, or remedies for, a violation of Article 8 rights. Given the
commercial nature of the results of the PICOS project, the provision of Article 8 is not directly
applicable and is therefore not further discussed. Similarly the ePrivacy and the Data Retention
Directives are not applicable to the PICOS project. Both these Directives apply to providers of
publicly available electronic communications services in pulBimraunications networks, leaving
outside their scope private or semiblic services, as well as information society services. The
architecture reflects one of the fundamental positions of PICOS: that PICOS aims at the creation of a
legally compliant platfom. In all phases, from registration through to revocation, legislation is catered
for.

While various components that form the overall architecture contain functionalities that enable
legislation to be enforced, there is not one single part of the atcinégbat has sole responsibility.

Instead, compliance with legislation is a design philosophy that permeates throughout the design
process. The setting out of the legal requirements and their translation into clear principles for the
developers at a vemarly stage of the PICOS project, as well as the continuous cooperation with the

| egal team during the designing phase of the ar«
privacy issues and in particular the processing of personal data (evifinrther implications regarding

identity management) are taken into account at the earliest stage of the creation of the architecture.

The legal requirements, which are translated into principles in Appendix B of D2.4, could be
expressed as policies, atite policies then interpreted and acted upon by each component. Equally,
components could report back how effectively they have complied, and all the reports could be

®Van Dijk, Pieter et al.Theory and practice of the European Convention on Human Rigttedn Intersentia,
Antwerpen- Oxford 2006), p. 29
®vanDijk, Pieter et al.Theory and practice of the European Convention on Human Rigtitedn Intersentia,
Antwerpen- Oxford 2006), p. 29
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collated and presented as evidence. One of the six key areas, into which the PIC@8tuehi
principles ar e di vi ded, i s sdesubysection €4, Rpl, i amaet awi
Contr ol Isubsestion 74RR2) and t he 0 Trseesubsedionl7.4,tPB3arenedi ar vy
three PICOS architecture principles, which aressifeed as having direct relation to law and more
specifically to the data protection legislation. This classification shall however not be considered as
exclusive. Several architecture principles that fall under one of the other key areas (i.e. vast, pri

control, identity, other) have some relevance to law.

For instance t he 0 Dageesubséction 7mj PPavhichoisiciassified under i p | e
Aprivacyo is also a core | egal princi pmouelbe accor
limited to data that are adequate, relevant and not excéssieeording to this principle, data

controllers are obliged to store only a minimum of data sufficient to run their services. While
recognising that data minimisation is a principledd in European law, PICOS also appreciates that

data is required in order to allow a community to grow. Technical tools and R&vd@ncing
Technologies in particular, should be available to contribute to the effective implementation of the

data minimsation requirement.

Similar thoughts can b eseandbseetionorrt, PPldRBesidedtactnical 6 pr i |
audits, this principle also refers to the legal/privacy audits that are needed in order to ensure
compliance of the system with the dairotection legislation and the relevant obligations that derive
from it. Moreover two principles that ensure th
i nf or mseeéesubsection 7(4,PB3 and t he #AProtecti ®esumséctioper sona
7.4, PP The former relates to the control the data subjects (in most cases the users) have on their
data and the latter aims at the protection of personal data, allowing the user to differentiate between
nonpersonal data, personal datal aensitive data. The importance to differentiate between personal

and sensitive data has already been highlighted in D2.3.

D4.2 Platform Architecture and Design 2

With regard to automatic checking for compliance, automated checking of policies and regulations
would be required. This represeatsignificant amount of research and development, on areas of new
languages to universally express and process such legal restraints; security indicators to monitor
infrastructures, redime workflows to enact actions upon alerts are needed, etc. Legglliance

within PICOS developed tools and services are of paramount importance. The relevant rules are taken
into account for the design of many of the core components of our architecture, especially all those
dealing with identity management, privacypugation, content sharing, etc.

For instance the @ Cons e Apgpendvabnisachseimnelatédavithahe lagalo n e n t
provisions of the Data Protection Directive on consent. It allows the members to modify or withdraw

their consent, and it invokes the commusgpecific procedures that are applicable when consent is
withdrawn, e.g. deteon of data, change to access rights to data, restrict access to community operator
role only. The relation bet we e Appendixed afiddhe tdaga mi ni m
minimisation legal principle has already been implied above, during tleasdisn of the PICOS
Architecture principles. TAppendiladosalactcioselprelatadmos or 0 ¢
legislation as it provides an interface to retrieve the current location of a member. The processing of

" Art.6(1)(c) Data Protection Directive.

8 Article 8 of the Data Protection Directive describes special categoridsaof a , i . e.., Aiper sonal
racial or ethnic origin, political opinions, religious or philosophical beliefs, ttaden membership, and the
processing of data concerning health or sex Ekifeo, C

aforementioned data is prohibited, unless one of the specific grounds described in the same Atrticle is fulfilled.
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location data is allowed acabng to the provisions of the ePrivacy Directive, as described in the

PI COS D2.4 ARequirementso deliver abl eampoRentst her mc
(see Appendix B deal with the compliance of the user actions with, among others, his legal
obligations.

D4.2 Platform Architecture and Design 2

7.9.2 What this means for the PICOS architecture

PICOS needs to ensure that all personal data are kept in a form that permits identification of the data
subjects for no longer than is necessary for the purposes for which the data were colfectetiioh

they are further process@&ddowever, PICOS does not need to comply with the Data Retention
Directive™ and retain specific categories of data for law enforcement purposes. As it has already been

di scussed in Pl COS D2. 3 Daia@Retantion Direuatigel appfies amyetavo r k 0
providers of publicly available electronic communications services or public communications
networks. Consequently the relevant obligations will cover only the telecommunications or mobile
operator who enables somkthe PICOS functionalities and not PICOS itself.

As PICOS aims at the creation of a fully legally compliant architecture, it has embedded the legal
requirements into the PICOS architecture principles and the PICOS compadimensgtting out of the

legal requirements and their translation into clear principles for the developers at a very early stage of

the PICOS project, as well as the continuous cooperation with the legal team during the designing
phase of the architectiugre,mdddll o.wsAdcdcaer diiprrglvya,c yt
the PICOS architecture, its principles and components respect the data protection legislation and takes
into account the needs of the law enforcement in the future.

° Art.6(1)(e) Data Protection Directive.

1% Directive 2006/24/EC of the European Parliament and of the Council on the retention of datdedeoe
processed in connection with the provision of publicly available electronic communications services or of public
communications networks and amending Directive 2002/58/EC, Official Journal L105,i53. 84.03.2006).
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7.10 Assurance perspective

D4.2 Platform Architecture and Design 2

Editord mote: Our aurancemodelfor D4.2 differs from thapredicted inD4.1, andis howbasedon
threat analysis a change agreed by PICOS partners Jaly 2009.) This change leads to anore
pragmatic assessmentagsurance thaadopted by thérst cycle.

Thus, D4.2xplairs how the architecture defeadgainst a set of known thregisnd vulnerabilities)
Theset of appropriat¢hreatsis at the time of writing still being finalised, andeispected tdetightly
alignedwith ENISA publications thakelate to sociahetworking.

It is alsonotedthat many ENISA requirements go beyond the privacy prindipssveredefined in
D3.1.

7.10.1 General approach and methodology

This section begins with a brief review of the assurance metrics that earlier deliverables recorded as
relevant to privacy, trust and identity management. Listed is the set of privacy principles that WP3
identified as important to providing an assurance indication.

The assessment of assurance is subdivided by:
e Safeguards

Analysis ofvulnerabilities presennithe architecturgndwhetheran exploitablethreat
either now or in the future.

e Threat analysis

Analysis of the current/future threat landscape.
e Reputation

Analysis of threats that relate to reputation, since reputation is a dominant trust indicator.
e Testing

An assurance assessment is in part derived form a testing phase (in addition to the
assessment of the documented architecture). The architecture needs to be able to support
testing.

The way in whichthese various elements link togethercteate theassurancemetric is shown in
Figure 16 Here, the threat, vulnerability and reputation analysis all feed into the testing schedule.
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Assurance Methodology for D4.2

Based on the results from the first cycle assurdetigerables, D3.1.1, D3.2.1 and D3.3.1, we foresee
that the assurance work for the second cycle will mainly focus on a subset of the trust and privacy
principles. These include the followitg

e PrpPO1

e PrP10:
o PrP13:
o Prh17:
o PrP18:
o PrpP21:
o PrP22:
e PrP24:
e TrPO3:
e TrPO5:
e TrPOG:
e TrPO7:

: Notice of collection (PP1)
Fair and lawful Mea (PP1)
Thirdparty Disclosure (PP1)
Authentication (PP17)
Safeguards (PP1,PP4)
Data Management (PP2)
Eneto-end Privacy (PP9)
Multiple Persona (PP18)
Provenance (PP12)

Audit (PP14)
Objectivebubjective Trust (PP16)
Consensus (PP21)

1 PICOS deliverable D3.4.Irgvides a comprehensive description of the PICOS Privacy Principles (PrP) and
PICOS Trust Principles (TrP), and their relationships with the Privacy Principles (PP) that were used in

deliverable D4.1
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e TrP08: Accountability (PP23)

The remaining principles might be treated more briefly, either because they are considered to have
already been taken into account in a satisfactory way in the first cycle,aurdeethey are regarded to

be not very relevant for the PICOS applications. The principle PrP18 Safeguards is particularly
important at this stage, andgab-section below is dedicated to it.

D4.2 Platform Architecture and Design 2

Following our assurance based development methodology deserilletivierable D3.1.1, we plan for

the second phase of the PICOS project to concentrate on an analysis of threats, risks and
vulnerabilities concerning trust and privacy in PICOS, as well as tesfing.focus may lead to a less
systematic assurance degtion than achieved in the first cycle, but on the otlardhone that is more
pragmatic.

We will base our threat analysis on the threats and recommendations presented in several papers
published by ENISA (European Network and Information Security AgenBgcommendations may

be seen as countermeasures to known attacks. The firSenejty Issues and Recommendations for
Online Social Networksputlines the most important threats to users and providers of social
networking sites (SNSs), and offers pgliand technical recommendations to address them. The
secondReputatiorbased Systems: a security analysigplains the main characteristics of electronic
reputation systems and the securélated benefits they can bring, and present the main thnedits a
attacks against reputation systems, as well as the security requirements for system design. A set of
core recommendations for best practices in the use of reputation systems is also presented. A third
paper,Online as soon as it happens,a white papeproviding a set of recommendations for raising

the awareness of SNS users of the réks threats against SNSs.

Other documents will also be considered. The full list is given below:

e ENISA report m social networking and mobility
http://www.enisa.europa.eu/act/ar/deliverables/2010/onlineasithappens

e Security Issues and Recommendations for Online Social Networks

http://www.enisa.europa.eu/act/res/otheeas/sociahetworks/securityssuesand
recommendatiorfor-online-sociatnetworks

e Security Issues in the Conteoft Authentication Using Mobile Devices

http://www.enisa.europa.eu/act/it/eid/mobdil

e ReputatioAbased Systems: a security analysis

http://www.enisa.europa.eu/act/it/oar/reputatsystems/reputatichasedsystemsa-
securityanalysis

e The RISEPTIS report (relatingtyb trust), OT
https://www.tssqg.org/trustandsecurity/2010/04/riseptis _report nears the 5000.html

e The Madrid Resolution

www.gov.im/lib/docs/odps//madridresolutionnov09. pdf

e Spanishstudy on the Privacy of Personal Data and on the Security of Information in Social
Networks
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http://www.inteco.es/Security/Observatory/Publications/Studies_and_Reports/estudio_rede

s_sociales_gn

Finally, testing concerning privacy and trust, and particularly with relation to the detected
vulnerabilities, should be part of the second cyaflehe PICOS project, and a specsalbsection
below is dedicated to this issue.

D4.2 Platform Architecture and Design 2

7.10.2 Safeguards

The principle PrP18 Safeguards is especially importdating the phase of prototype
implementation This principle is related not to privacy goals, butptivacy vulnerabilities, which
becomes crucial at the current stage of development. Hence, a vulnerability analysis is called for.
These vulnerabilities may include the following:

e Unauthorized access to personal information

e Related to PrP13 Thirdarty Diclosure, and PrP21 Data Management

Identity theft (impersonation)
o Partially related to PrP13 Thighrty Disclosure, but it is wider
e Might affect TrPO3 Provenance, and Trld8mberAccountability

e Possibly a new privacy principle should be included, eentity

Information Aggregation concerning partial identities
e Related to PrP24 Multiple Persona

e Due mainly to location and presence information, and other PID profile
informatior(e.g. interests, relationshipsipformation may be combined to link partial
identities

Information Storage Vulnerabilities
e Related to PrP13 ThirBarty Disclosure

e unauthorized access to profiles (personal andcsatmunities), and to auditing
information

Information Transmission Vulnerabilities

e Related to PrP13 ThirBarty Disclosire, and PrP22 ErAm-End Privacy
e Also PrPOImaybe affected

e Question: is it possible to intercept data during transmission?

e Which mechanisms have been used in order to enforce data confidentiality during
transmission?

Information Collection Vulnerabilitie

e s it possible to collect information, directly or indirectly, without the consent of the
data subject?
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e Concerning content data, is it possible to collect or receive data by unfair or unlawful
means?

D4.2 Platform Architecture and Design 2

e Related to PrP10 Fair and Lawful Means
e Session vulnetalities
e How is a session maintained?

e |s it possible to impersonate someone due to any vulnerability related to the way a
session is maintained?

These vulnerabilities should be analysed in relation to the platform design architecture.
7.10.3 Threat analysis and recommendations for security

Many threats are presented in the ENISA Position paper No. 1 [ENIO7a], as well as recommendations
which often may be seen as countermeasures to detected threats. It is our belief that PICOS will
benefit from an analysis of tiecommendations included in this position paper.

The following threats should be targeted:
e Digital dossier aggregation
e How are personal profiles protected?
e Can personal profiles be downloaded and stored by third parties

e Can information revealed be used parposes and in contexts different from the ones
the profile owner has considered?

e Secondary data collection

e Secondary data refers to time and length of connections, location (IP address), profiles
visited, messages sent and received, and similar

e s it possible for third parties to collect logged data about activities performed by
users?

e s it clear to users whether any secondary data is collected and in this case how it is
used?

e Do privacy policies refer to eventually collected secondary data?

e Is theuser informed about privacy policies concerning secondary data?
e Linkability from image metadata

e May images be tagged, allowing unwanted linkage to personal data?
e Account deletion

e Is it possible to remove secondary information linked to a profile such lal& pu
comments?

e Spam

e |sit possible to receive unsolicited messages? May those be blocked?
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e Cross site scripting, viruses and worms

D4.2 Platform Architecture and Design 2

e Is PICOS vulnerable to cross site scripting attacks and threats originating from widgets
from third parties?

An answer shouldlso be given concerning the following recommendations:
e Contextual information

e Contextual informatios houl d be wused t ot iimmefooranb opueto ptlreu
privacy issues. Sites should publish usendly community guidelines rather than
ifitemamsd conditions. o Accessible | anguage e
used.

Stronger authentication

e Stronger authenticatioand access control should be used in certain social network
environments; CAPTCHAs could be also used.

Abuse reporting

e Possiblities for abuse reporting and detection should be maximized, and it should be
easy to report abuse and concerns; Areport

Default settings should be made as safe as possible.

Deletion of data

e Convenient means to deledata should be provided. Simple, easy to use tools should
be provided for removing accounts completely and for allowing users to edit their own
posts on other peoplebs pubic notes or <co
should explain clearly hoto do it.

Encourage the use of reputation techniques.

Filtering

e Build in automated filters. Offensive, litigious or illegal content should be blocked by
smart filters.

Profile tags

e Require consent to include profile tags. The tagging of images with personal data
without t he consent of t he subject of t
informational seldetermination. Operators should implement mechanisms for giving
users contrioover who tags imagegepictingthem.

Spidering and bulk downloads

e Restrict spidering and bulk downloads. Operators should protect all means to access
profiles which might lend themselves to bulk access. Access restrictions should also be
put in place tanake it harder to create bogus accounts.

Search results
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e The user should be clearly informed that they will appear in search results and given
the choice to opt out. Data should be anonymised, not displayed, or the user should be
clearly informed that it il appear in search results and given the choice to opt out.

D4.2 Platform Architecture and Design 2

e Technigues to eliminate spam comments and traffic should be developed.
e Phishing

e Practices for combating phishing should be adopted. Links that do not point to the text
shown to the user may bkadged or even banned. Images representing text links may
also be flagged or banned.

7.10.4 Reputation

Reputation is closely related to trust in the sense that reputation enables trust. An important
recommendation put forward in [ENIO7Db] is that a threat anabfsike reputation system should be
performed, and the security requirements should be identified. Moreover, it is also stated that the
threats and related attacks need to be considered in the context of the particular application or use case,
as these havspecific security requirements. The paper identified security requirements, threats and
attacks that should be taken into account in the design and choice of a reputation system. The most
relevant of these requirements and threats for PICOS will benpeelseelow.

The main threats to the reputation system are the following:
e Whitewashing attacks

e In this attack, the attacker tries to get rid of a bad reputation by rejoining the
community with a new identity. A system is vulnerable to this attack ifowealleasy
change of identity and easy use of new pseudonyms. Anonymous interaction and the
ability to be untraceable favours identity change. The attack can leverage a sibyl attack
(see below) where multiple identities are exploited, and is also relathd bmotstrap
issue.

Sybil attack

e The attackr creates multiple identities (dls) and exploits them in order to
manipulate a reputation score. It is important to analyse whether the notion of partial
identity in PICOS prevenbr facilitates sibyl attacls.

Impersonation and reputation theft

e Reputation theft implies that a user acquires the identity of another user and steals his
reputation. The responsibility to mitigate this problem falls on the underlying system,
which should develop mechanisms to pobtthe identity infrastructure. It is important
to analyse how this is done in PICOS.

Bootstrap issues
e This issue is related to the initial reputation value and the choice of the entry value.

Extortion

e Extortion by blackmailing a user by damaging his tapjan may be facilitated by the
lack of formal management/assurance mechanisms for reputation and the lack of data
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quality assurance. Those mechanisms should therefore be put in place, and data quality
should be assured.

D4.2 Platform Architecture and Design 2

Denialof-reputation

e This impliesa concerted campaign to damage the reputation of an entity, e.g. by falsely
reporting on the victimds reputation or i (
not well developed, and the investigation of new mechanisms to defeat automated
attacks ¢ reputation systems is encouraged.

Bad stuffing and bad mouthing

e A number of users may agree to give positive or negative feedback to one entity. A
proposed countermeasure is Acontrolled an:t
this threat in the ¢jht of the partial identity concept in PICOS.

Repudiation of Data

e A user can deny the existence of data for which he was responsible. Logging of
transactions may be used against this.

e Recommender és dishonesty

e A reported reputation is dependent on thestworthiness of the user providing
reputation feedback. Mechanisms to mitigate this threat are the introduction of
weightings to a reported reputation score according to the reputation of the votes, or
using only voters from a trusted social network.

Privacy threats for voters and reputation owners

e If the privacy of voters is na@uaranteed, there is a risk of voting distortion due to fear
and other threats. There are also threats against the reputation owners. Pseudonyms are
used to enhance privacy, beain suffer from linkability. It would be interesting to
analyse how the notion of partial identity in PICOS mitigates linkability.

Risk of Herd behaviour and Penalisation of Innovative, Controversial Opinions

e Innovative opinions may lead to bad reputatiat least initially, and penalise creative
thought. Countermeasures include allowing the computation of personalised reputation
scores by means of local trust metrics. The notion of partial identity may be an
important mechanism for reducing this threat.

Attacks to the Underlying Networks

e The reputation system can be attacked by targeting the underlying infrastructure,
especially in centralised reputation systems. A threat analysis can be performed here,
although this would be more relevant for the desmatform and community
prototypes.

Threats to Ratings

e These threats include threats against the secure storage of reputation ratings, against
the privacy of voters, against the metrics used by the system to calculate the aggregate
reputation, and the refation scoring itself.
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Security requirements for reputation systems include the following:

D4.2 Platform Architecture and Design 2

e Usability/Transparency aspects
e How transparent is the reputation system to users?
e Can the reputation be customized by a user?

e Are users offered qualitative assesatr@f reputation?

Is an open description of the reputation metrics available to users?

e |t should be easy to report on inappropriate content, profile squatting, identity theft,
and inappropriate behaviour

e Availability

e Important when the reputation systentdmmes critical to the functioning of the overall
system

¢ Integrity of Reputation Information

e The reputation information should be protected from unauthorised manipulatisn. T
may be enforced by protection of the communication channels or the centraticeput
repository.

e Entity authentication an access control

e Identity management mechanisms need to be in place to mitigate the risks related to
identity change like sibyl attacks.

e Privacy/Anorymity/Unlinkability

e Privacy should be preserved. The use of paidientities should be analysed in this
context.

e Accuracy

e The reputation system should be accurate in the calculation of ratings. Ability to
distinguish between a newcomer and an entity with bad reputation should be offered

e Accountability
e Each peer shoulde accountable in making reputation assessments.
e Protection of wellconnected entities

e Users with a high reputation rating are most likely to be attacked, and should therefore
receive a higher level of protection.

e Selfcorrection

e Selfcorrection might bereeded in the case of the overall reputation of each member,
since reputation is linked to the subjective opinion of voters. Moreover, there must be
an appropriate choice of the period over which reputation is estimated.

o Verifiability
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e Whenever possible, pof should be collected from the interaction that is rated to show
that the rating can be verified as correct.

D4.2 Platform Architecture and Design 2

e Security requirements on the underlying networks

e The underlying network should have appropriate security mechanisms in place so that
attacks totido not jeopardise the reputation system.

Recommendations to designers of reputation systems include the following:
e Perform a threat analysis of the reputation system

e A threat analysis should be performed before designing or adopting a reputation
system,and the security requirements should be identified. The threats need to be
considered in the context of the particular application or use case.

o Develop reputation systems which respect privacy requirements

e Anonymity would increase the accuracy of the rapah system. A more privaey
respecting design of reputation systems is needed, while at the same time preserving
trust. There are mechanisms providing privacy for voters and reputation owners that
can be implemented by making reputation systems intedolperaith privacy
enhancing identity management systems which assist users in choosing pseudonyms.
The partial identity concept user in PICOS should be analysed in the light of these
recommendations.

Provide open descriptions of metrics

¢ Reputation metricshmuld be open and easily accessible. Threat analysis should be
performed to assess whether a metric addresses all the security requirements.

Usability of reputatiorbased systems

e In order to increase trust the user should understand how reputation igl fante
measured within the system. Reputation systems should be transparent and allow a user
to easily understand how reputation is formed, the implications of reputation ratings,
how reputation i s veri fied, and hsw t he
trustworthiness.

Differentiation by attribute and individualisation as to how the reputation is presented

e Users should be able to customize reputation so as to best accommodate his needs.

Qualitative assessment of reputation

e Reputation systems should based on qualitative metrics, and using a combination of
guantitative and qualitative approaches is recommended wherever an application
allows it.

In general, thérust aspects of the partial identity scheme adopted in PICOS should be analysed in the
light of the mentioned threats and recommendations.
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7.10.5 Testing

D4.2 Platform Architecture and Design 2

Testing concerning privacy and trust, and particularly with regard to the vulnerabilities presented
above, should also be part of the second cycle of the PICOS project. The objective of testiSin PIC
should be to build trust and increase the confidence that the software is correct with regard to the
privacy and trust principles, and that the safeguards are adequate. The idea is to discover
vulnerabilities, assess their importance, and propose kutabntermeasures.

Testing is possible for the design phase of a system, and in fact should be started at an early stage,
although in this case its rigor depends on the form in which the requirements and design specifications
are documented. However, @ra realistic approach would be to perform the following activities:

e Test requirements (possible if requirements are expressed as use cases)
e Check consistency between design and requirements specification
e Evaluate the software architecture with regarttust and privacy

We should concentrate on the reduced set of trust and privacy principles shown above. A qualitative
assessment is the most feasible approach here. However, if components and their interactions are
provided in enough detail, scenarios ebalso be generated focusing on trust and privacy issues, and
the design could be evaluated with regard to how well these scenarios are handled. Design
walkthroughs and inspections can be performed in order to trace elements from the requirements
specificdion to the components and other elements of the design, as far as there is a clear document.
Verification techniques and formal checks might be performed depending on how formal the design is
specified.

7.10.6 What this means for the PICOS architecture

Assurances intended to be an integral constituent of the PICOS solution and be pursued in a holistic
manner. Threat and vulnerability analysis, as well as testing, are considered to be security best
practice, and can be regarded as a necessary procedure talthiBhee main purpose of this analysis

is to give input to the design with respect to possible threats and attacks, and in this way to help
ensuring that the PICOS platform architecture and design are accurate with respect to the trust and
privacy technichobjectives planned. In addition, the ongoing assurance review by WP3 will provide
an independent verification that the trust and privacy requirements are being adequately considered
and met.

Assurance must provide evidence that the number of vulnéiebiln a software, including the
presence of features that may be intentionally exploited by malicious agents, are reduced to such a
degree that it justifies a certain amount of confidence that the security properties of the software meet
the establishedecurity requirements, and that the degree of uncertainty involved has been reduced.
The focus here is on the minimisation of vulnerabilities, since there can never be absolute certainty
that these have been fully eliminated. The use of good securityrizadypengineering practices and
development methods is seen as an important assurance element that limits the number of flaws and
omissions, and increases confidence that the requirements are fulfilled by the implemented system.

As a result of this workthere will be an increased confidence that the resulting architecture design
will be able to meet the main objectives of the project, and will also be in a form that is suitable for
implementation.
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7.11 Stakeholders
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In this subsection we list the groupsahhave influenced our architecture design, and state what
influence they had.

7.11.1 Existing information sources

Since this deliverable is the successor to D4.1, D4.1cesné&ral source of guidance. Similarly, the
platform prototype described in D5.1 and #pplications prototype described in D6.1 set expectations

for what D4.2 should deliver, as does the Assurance deliverable D3.1.1. The requirements stated in
the earlier deliverables, notaldB2.4 and 2.6must be fulfilled.

7.11.2 DZ2.6 Requirements

The process fogathering community requirements needs to be completed at a very detailed level,
with the full supporbfe x peri enced members of the targeted coc
be taken into account during both the development and testing phaseprotdtype.

The role of experienced members of communities is crucial to create a good quality list of
requirements. Therefore, included in the set of members providing requirements should be several
very experienced members as well as new members. Teeagmad communication with community
members, a single point of contact within the project team who has a direct experience with the
communityis identified.

The process for gathering g@irements from members involvegiestionnaires and fate-face
interviews. Members elaboratbeir feedback by considering use cases and the PICOS wégecti
These requirements providesound grounding on which to start the processes of creating the PICOS
architecture.

7.11.3 Users

Requirements derived from the Angler and Gamemmunities, i.e. those who make use of the

pl atfor més core functionality. Requirements S
significant relevance to the architecture

7.11.4 Reviewers

e Project Officer andEC Reviewers: fulfilment of project goalsth regard to privacy,
identity, trust, and consistency of architecture and documentation

¢ Internal Reviewer, principally work packagéd>3 andwP8
7.11.5 Developer community

e Developers of the platform (D5.x)
e Developers of the client (D6.x)

e Operator, SysterAdministrator
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7.11.6 PICOS partners

D4.2 Platform Architecture and Design 2

The succession of fruitful Obrainstormsd that oc
a rich pool of innovative ideas and suggestions. Every contributor has high expectations for what the
architecture will deirer.
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8 Architectural views

D4.2 Platform Architecture and Design 2

8.1 Overview of architecture description based on  views

For D4.2 we have chosen to use model views to explain the architecture. The most common view
model is the 4+1 view model of Krucht@druchten, 1995] Her e, tefers to &ceénhriosy i e wo
(and potentially also use cases), which help understand the alignment between other views.

This approach of using views, or view points, also helps explain the architecture from the perspective
of the customer/endser, the designer atilde creato(Figure 17)

Logical-Conceptual q Development View

View

Process View ' Physical View

Figure 17 Kruchten 4+1 Architectural View Model

For PICOS we have slightly adapted the model by changing the description of the vish®yasn
Table7 below.

Kruchten PICOS
Development View Building Block View
Physical View Deployment View
Logicalconceptual View Trust, Privacy and IdM View
Process View PICOS Use Cases

Table 7 Mapping from Kruchten to PICOS view model
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Whilst the mapping from Locadonceptual View to Trust, Privacy and IdM View is slightiyusual,
we justify the action on the basis that both describe core internal/external functionality.

D4.2 Platform Architecture and Design 2

Similarly, we map Process View to the set of PICOS use cases since their common ground is
processes, activities and workflows (Figure 18).

I : Privacy, Trust and
Building Block View 1dM View

1@

Deployment View PICOS Use Cases

Figure 18 PICOSArchitectural View Model

In the remainder of this stdection we describe the three main views formally, before moving on to a
more details description Bubsections 8.2, 8.3 and 8.4.

8.1.1 Building Block View

The Building Block View describes how the components of the system and their relati@chige
their statedfunctionality. Starting with the highest level of the architecturgypically 5-10 core
componentsare carefully selected andppropriatelynaned. In so doing, thenterdependenciesf
each of these components shouldcbesideredReferring back to D4.1, this top level corresponds
nicely to the conponenthat we grouped aier-0.

Moving down from this @ap level i views generally support a tapown design methodologywe
refine the view by specifyingsubcomponents (the tiek components of D4.1 and/or components of
D5.1/D6.]). We also providenapping between the main componersd this sub level, taking care
to documenthe relationships

8.1.2 Deployment View

The Deployment Vievdescribedhe distribution of the components between moédplianceandthe
service provider (backnd system)andin so doing describethe additional componentghat help
realize the connection between the distributed parts of the systenD4ld we describe the
Deployment View inthe subsection entitledCommunity Topologies. An example of a deployme
diagram is shown in Figurébelow.
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Application Server xy Mobile Client (Nokla smart phone xy)

| _ _ -1

Access Contol ImportarExporter Intrusion Detection PICOS Client

-

Applcation Contant Handling
Crchestrator

Comrm nunication

Menagement

Sus-Community Identity Lifecycle
Management Managament

Figure 19 PICOS deployment diagram

When describig how an architecture is deployed, it is temptingdoosider different infrastructure
configurations. In D4.1 we announced that the PICOS architecture should be topology agnostic, a
view we still hold in D4.2. For this reason we describe only one dayglot/view; we believe that at a
practical level each topology scenarios that we discuss can be addressed by this single view.

8.1.3  Privacy, Trust and IdM View

The Privacy, Trust & IdM Viewdescribes the nefunctional (privacy, trust anddM) aspects, e.g.
fwhat happens whenmemberwants to transfer conteta another member(By way of an example,
in D4.1, thisactioninvolved the Policy ManagePrivacy Advisor and Subommunity Manager.)
Sincemost componenteave some involvementith privacy, trustand IdM, the correlation between
the Building Block View and the Privacy, TrutldM View in particularly strong.

8.1.4 Translating D4.1 into a view -based description

The presertion of D4.1 conceptsand D4.2 enhancements according to the view model approach
involved the following:

e Identification ofD4.1 andD5.1/D6.1op-level componentsand tansfer of the components
of D4.1 to thePICOSView Model As part of this step, components roles and descriptions
and were analysed, including divergence between DwiD&.1/D6.1 and where
appropriate refined.

e Reassessment of thelationships between componeatghe top level, including
alignment between D4.1 and D5.1/D6Recording of the role that eacbhmponentulfils
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e Assessment oihich requirementhavenot beenimplementedand theselection of
requirementshatshould be implemented 4.2 (this is recorded in D4.2 under prototype
subsection). Development and documentation of componémasimplement the selected
requirements, includingpecification and documentation of the relationships between
components and between these components and theothgonents of the architecture

D4.2 Platform Architecture and Design 2

e Adapation of Use Caseffom D4.1, where necessary incorporating additional/new use
cases and scenarios (particularly véhirese relate forivacy, trust and identity
managemendspects

e Creationof the Deployment View frorthe D41 description of ommunity topologies

e Linking of requirements to components, noting that components often fulfil multiple roles
and that mappings can become complex to describe. Similarly, linking components with
PICGs features and PICOS principles.
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8.2 Building Block View
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In D4.1 we describedpproximately 50 components that contributed to the PICOS architecture. Since
D4.1 was delivered, some of these components have undergone refinement. A small number of new
components have also been added. Ingthissection we explain the changes thave occurred since
completing D4.1. In the Appendix we describe all current components, following the same
presentation style as we did in D4.Eor clarity we have introdudea new icon to highlight where a
change exists relative to D4.1.

Several of the new components arise due to privacy and trust requirements that emerged as we
considered additional application or situations in which the PICOS might be deployed. For example,
we investigate how PICOS commungimight be foundered, and that led us to advertising. We also
researched privacy with regard to location information, and that led p@irits of interesand new
scenarios that suited the Privacy Advisor.

D4.2 also addressesetkconomic aspect of a PO architecture. Economics did not have a strong
bearing on the first architecture, bist more influentialin this revision. The background to the
economics perspegt was discussed isubsection 7.9 In this subsection we describe how
economicsg essentially advertising is handled at a technical level.

Before reviewing the advertising components, we firgx@mine the components presented in D4.1.
8.2.1 PICOS Components

Introduction

Forty-nine actual components were identified in D4.1 frdra tequirements gathering stagéss
reported in D2.4) of the project, which are believed to be necessary to create the PICOS architecture.
Each component is categorised according to one of five broad component headings, namely:

e Services and Applications

e Conent Handling

e Member Administration

e Communication

e Audit, Control and Reporting

The five component groupings lead to a simple model for representing the organisation of the PICOS
architecture, which we call thd@®OS 5layer Architecture Model (Figure 20).
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PICOS 5-Layer Architecture Model

‘ Services and Applications

Content Handling

‘ Member Administration ‘

Audit, Control and Reporting

‘ Communication ‘

,nl Members ,n|

Figure 20

Component s ar e

PICOS 5Layer Architecture Model

dnsDelil gve efdrred to th@mpoment grdupings as THer
functionality. We have subsequently decided to move to a two tier model, wher® TFiemply
providesa grouping capabilityThe term TiefO is therefore dropped from D4.2.

Individual components are described as either -Tiar Tier2, depending on the breadth of
functionality that they offer. In general, where a component relies on one or more atipEments

for most of its functionality, i.e. the component coordinates interaction with other (subservient)
components, or provides a coordinating function, is called alTiewsmponent. The subservient

components are referred to as T2er

Tier-1
(e.g. Communication

Management)

Figure 21

In thissubs e ct i

| evel 6

on we

Example of component Tiers

present the

r e | -dependemcyg) beitween camponents.

Tier-1
(e.g. Reputation

Management)

purpose and

descrip

Note that we do not show every connection to ewmponent. In particular we do not show
connections to components where it is obvious from the context that such a connection would exist in
practice, e.g. to the Event Logging and Audit components.
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Component categories

D4.2 Platform Architecture and Design 2

As previously mentioned, each component is categoriseithas Tier-1 or Tier2. In addition, each
component is categorised, and assigned an appropriate icon, according to the contribution that it makes
to a PICOS community with respect to communitiegxistence today. Components that represent a
research opportunity for PICOS are also highlighted.

Ta

Tier 1 Component

Tier 2 Component

PICOS introduces the new commuritymponent

I:)ICOSenhancing

PICOS enhances this traditional community component

Research within PICOS required. (Components requiring research are unlikely to figure strongly in the
first prototype.)
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Overview of PICOS component by contribution

The following table lists the complete set obmponers. Full descriptions of each component are
given in Appendix A.

Title T | PICOSenwory | [FICOSGHMIMG] | PICOSwscaen| | [PICOSHEeutosees e

Access Control 1 P P
Application 1 P
Orchestrator

Audit 1P

Communication | 1

Management

Identity Lifecycle| 1 | P
Management

Importer/Exporter; 1 | P

Intrusion 1P

Detection

Preparation Area| 1 P

Subcommunity | 1 P P

Management
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Table 8 Overview of PICOS components
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At the highest level, components are assigned to one of the 5 level of the architecture (in D4.1 referred
to TierO components), covering Services and Applications, Content Handling, Member

Administration, Communication, and Audit, Control and Reporting.

Services and Applications
Tier-1 - Subcomponents

Component Description

Access Control

Appendix E, E4

Anonymisation

Appendix E, E5

Application Orchestrator

Appendix E, E6

Authentication

Appendix E, E7

Authorisation

Appendix E, E8

Date/Time Stamper

Appendix E, E9

External Recommendation

Appendix E, E10

External Service Delivery

Appendix E, E11

Feedback Management

Appendix E, E12

Identity Translator

Appendix E, E13

Importer/Exporter

Appendix E, E14

Location Sensor

Appendix E, E15

Notification

Appendix E, E16

Partial Identity Management

Appendix E, E17

Payment Services

Appendix E, E18

Preparation Area

Appendix E, E19

Privacy Advisor

Appendix E, E20

Recruitment

Appendix E, E21

Reputation Management

Appendix E, E22

Scenario Management

Appendix E, E23

Service Selection

Appendix E, E24

Social Presence

Appendix E, E25

Trust Negotiation

Appendix E, E26

TTP Management

Appendix E, E27

Content Handling

Component Decryption
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