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Summary 

This PICOS deliverable D4.2 Platform Architecture and Design 2 presents the second and final 

version of the PICOS architecture. It describes how the first architecture, which is documented in D4.1 

Platform Architecture and Design 1, has evolved with lessons learnt though application and through 

trials based on the prototypes developed by PICOS WP5 and WP6, to create an improved/advanced 

technical architecture and design for the PICOS identity management platform. 

As stated in PICOS deliverable D4.1, while the architecture is important, the process that has been 

used to define the architecture is equally significant.  We began in D4.1 with real-world requirements, 

derived from a set of PICOS deliverables that included the views of our reference communities.  This 

led to detailed descriptions of principles, features, system requirements and trust models, which all 

helped to produce a comprehensive design.  We also took into account the social and legal aspects 

associated with operating an online member-based community of the type targeted by PICOS. 

This deliverable brings together two threads of work consisting of a set of activities, an approach 

reflected in its two-part structure.  The first part reports on the outcome of the research thread; the 

second reports on the outcome of the prototype enhancement thread. 

One objective of this document is to integrate all of the findings of the projectôs first and second cycles 

into a single Architecture and Design document for PICOS, resulting in context-rich mobile 

communication services for communities that meet their participantsô requirements for trust and 

privacy in an acceptable, trustworthy, open and scalable manner.  This supports PICOS WP4ôs 

objective of providing a statement on the projectôs research, which can for example be used as input to 

the EC IST research agenda. 

Members of the PICOS consortium:  

Johann Wolfgang Goethe-Universität (Coordinator) Germany 

Hewlett-Packard Laboratories Bristol United Kingdom 

Hewlett-Packard Centre de Competence France France 

Universidad de Málaga Spain 

Center for Usability Research & Engineering Austria 

Katholieke Universiteit Leuven Belgium 

IT-Objects GmbH. Germany 

Atos Origin Spain 

Deutsche Telekom AG Germany 

Leibniz Institute of Marine Sciences Germany 

Masaryk University Czech Republic 
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The PICOS Deliverable Series  

All documents listed below are available from the project website located at http://picos-project.eu. 

D2.1 Taxonomy       July 2008 

D2.2 Categorisation of Communities     July 2008 

D2.3 Contextual Framework      November 2008 

D2.4 Requirements       November 2008 

D4.1 Platform Architecture and Design v1    March 2009 

D5.1 Platform description document v1    October 2009 

D 5.2a Platform prototype 2a      May 2010 

D6.1 Community Application Prototype 1    December 2009 

D6.2a Community application prototype 2    April 2010 

D7.1 a Trial Design Document      December 2009 

D7.2a First Community Prototype: Lab and Field Test Report February 2010 

D7.2b First Community Prototype: Field Trial Report  August 2010 

D8.1 Legal, economic and technical evaluation of the first 

platform and community prototype     April 2010 

D9.1 Web Presence       February 2008 

D9.2.1 Exploitation Planning     April 2009 

D9.2.2 Exploitation Plan 2      March 2010 

D9.3.1 Dissemination Planning     April 2009 

D9.3.2 Dissemination Report V2     March 2010 
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The PICOS Deliverable Series 

Vision and Objectives of PICOS 

With the emergence of services for professional and private online collaboration via the Internet, many 

European citizens spend work and leisure time in online communities. Users consciously leave private 

information; they may also leave personalized traces they are unaware of.  The objective of the project 

is to advance the state of the art in technologies that provide privacy-enhanced identity and trust 

management features within complex community-supporting services that are built on Next 

Generation Networks and delivered by multiple communication service providers. The approach taken 

by the project is to research, develop, build, trial and evaluate an open, privacy-respecting, trust-

enabling platform that supports the provision of community services by mobile communication service 

providers.  

The following PICOS materials are available from the project website http://www.picos-project.eu.  

Planned PICOS documentation  

 Slide presentations, press releases, and further public documents that outline the project 

objectives, approach, and expected results;  

 PICOS global work plan providing an excerpt of the contract with the European 

Commission. 

PICOS results 

 PICOS Foundation for the technical work in PICOS is built by the categorization of 

communities, a common taxonomy, requirements, and a contextual framework for the 

PICOS platform research and development; 

 PICOS Platform Architecture and Design provides the basis of the PICOS identity 

management platform; 

 PICOS Platform Prototype demonstrates the provision of state-of-the-art privacy and trust 

technology to leisure and business communities; 

 Community Application Prototype is built and used to validate the concepts of the platform 

architecture and design and their acceptability by covering scenarios of private and 

professional communities; 

 PICOS Trials validate the acceptability of the PICOS concepts and approach chosen from 

the end-user point of view; 

 PICOS Evaluations assess the prototypes from a technical, legal and social-economic 

perspective and result in conclusions and policy recommendations; 

 PICOS-related scientific publications produced within the scope of the project.  

http://www.picos-project.eu/
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Charter  

Objectives  

The objective of this PICOS deliverable is to document the technical architecture and design for the 

PICOS identity management platform. This includes the data model that contains the identity 

information, the toolbox of components that provide the identity management functions, the data flows 

between them and the protocols for them. The essential goals and attributes of the architecture and 

design are, as described in the PICOS project objectives, to cater for the identity information flow 

needs of new, context-rich mobile communication services for communities, whilst meeting their 

participantsô requirements for trust and privacy in an acceptable, trustworthy, open and scalable 

manner. 

 

Description of work - D4.2 Platform Architecture and Design 2 

PICOS deliverable D4.2 provides both the rationale behind the PICOS architecture and a detailed 

description of the architecture, including high-level details of how the architecture is implemented in 

the platform and application prototypes. 

Upon completion of the assurance deliverable (D3.1), and the evaluation report (D8.1) during the first 

project cycle, the architecture work was repeated during the second project cycle to create this D4.2 

Platform Architecture and Design 2 deliverable.  This deliverable takes account of the knowledge 

gained during the first cycle and of the points raised by the evaluation, in order to enrich this final 

version of the PICOS platform architecture. 

The PICOS projectôs overall timescale and the activities required in each cycle means that completion 

of this deliverable does not coincide favourably with the prototyping work of the second cycle. This 

was recognised in the projectôs internal planning processes, and consequently it was agreed to remove 

the dependency of that prototyping work on this deliverable. Accordingly, this deliverable is 

structured around two threads: a research thread and a prototype enhancement thread. 

The first thread captures the insights arising from research, which was not fully considered in D4.1, 

and also from the assurance and evaluation work that was undertaken on D4.1. The thread also 

captures new knowledge relating to architecture and design considerations that were revealed by the 

first cycleôs prototyping and trials work.  It is not mandated that this research thread should necessarily 

form the basis of the second cycleôs prototyping work. This thread is presented in Section 2 of this 

document. 

The second thread captures the architecture and design considerations of the second cycle prototyping 

work. It is included in this deliverable to document those considerations, and so forms a definition 

thereof that complements the detailed design documentation of the prototypes. It is a reflection on that 

prototyping work rather than driver for it. This thread is presented in Section 3 of this document.    
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Foreword  
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highlighting the insights gained from actually building prototypes based on D4.1, and subsequently 
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Executive summary  

This D4.2 Architecture and Design 2 PICOS deliverable describes an architecture for online 

communities, focusing on those communities with an emphasis on mobility and mobile users. 

The PICOS project is distinguished in that it draws on a set of reference communities for inspiration 

and guidance, and in the later stages of the project for validation.  The consequence of this is that the 

PICOS architecture is firmly grounded in the needs of todayôs online communities, recognising their 

value, the tensions and dilemmas ï particularly around trust, privacy identity management and general 

security ï that their users encounter every day. 

The approach taken has been to continually cross-reference the requirements of the reference 

communitiesô with design decisions, taking care when abstracting ideas not to lose sight of the driving 

motivations.  In fact, clearly demonstrating óprovenanceô is a theme that runs through all PICOS 

deliverables (the extent of this cross-referencing is illustrated in Appendix H, Table 11 and 12). 

The reference communities are not the only factors influencing the architecture.  Legislation needs to 

be complied and assurance ï the ability and proof that the architecture delivers on its promise ï must 

be demonstrated.  For these reasons, legal, assurance, prototyping and trialling, are key threads that 

run in parallel to architecture design, and have had a strong influence. 

In developing the architecture, we have addressed several open questions, for example how to balance 

anonymity and accountability in a pragmatic and practical way.  This has led to innovative solutions 

that the PICOS architecture captures, for example partial identities, the privacy advisor, and trust 

through reputation and openness. Of course, there are open research questions that to some extent 

remain unanswered, for example around reputation management, which we hope can be explored by 

future projects. 

We believe that the needs of online communities are changing, with heightened awareness by users of 

the consequences of poor privacy and misplaced trust.  Operators and developers of online community 

platforms and services are aware of changing attitudes, from the current open ósocial networkingô to 

controlled and considered sharing of personal information between groups of trusting individuals.  The 

PICOS architecture is well placed to address this emerging gap in expectations between user and 

provider. 

The ócostô of security is often seen as an inhibitor to change, either because there is a direct financial 

cost that is difficult to accommodate, or because a successful business model is disrupted in some way 

by the changes.  PICOS is conscious of this fact, and has strived to design an architecture that satisfies 

both requirements.  Advertising is seen as a successful means to fund online communities, but the 

motivation of advertisers is often considered to be at odds with the privacy needs of users, especially 

when advertisers turn to marketing techniques directed at specific individuals. 

The PICOS architecture in intended to address the needs of users, community providers and third-

party organisations in a way that provides a positive benefit for all. 
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Section 1 ð Introduction to D4.2  

1 D4.2 Platform Architecture and Design 2  

1.1  Introducing the PICOS architecture  

D4.2 is a substantial deliverable, and for the most part it is organised as a reference document.  Whilst 

this may be a helpful arrangement for the implementer and those interested in specific aspects of the 

architecture, it may not help readers who want to quickly gain an appreciation of what the PICOS 

architecture represents. 

To address this concern we begin with a representation of the whole PICOS architecture that shows a 

high-level overview of the main elements of the PICOS architecture. 

 

 

Figure 1  High-level view of PICOS architecture  

Figure 1 is far from a complete representation of the PICOS architecture, but it highlights the key 

features, namely user management on the left-hand side and services provision on the right-hand side. 

A more detailed representation is given in Figure 2, which again is not complete but which reveals in 

more detail some of the component grouping that provide the functionality that we later describe in 

detail. 
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Figure 2  Detailed view of PICOS architecture  

In terms of implementation, the general model is that PICOS is configured to provide enhanced 

functionality to existing of community services.  Shown here in Figure 3, the PICOS element appears 

as a standalone ancillary service. In practice, the integration between PICOS and existing service is 

much more tightly integrated and closely coupled than this schematic suggests. 
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Figure 3  Implementation  view of PICOS architecture  

1.2  Guidance to readers of D4.2  

PICOS deliverable D4.2 provides both the rationale behind the PICOS architecture and a detailed 

description of the architecture, including high-level details of how the architecture is implemented in 

the platform and application prototypes.  As such, D4.2 attempts to address the needs of two 

audiences: 1) the Architect/Researcher, and 2) the Developer/Implementer. 

D4.2 is a substantial document, which while readable ócover to coverô is probably better treated as a 

reference that can be ódipped intoô as required.  In order to help the casual reader navigate their way 

through the document, we suggest the following essential reading plan (Table 1): 

 

Architect /Researcher Developer/Implementer 

7 Design motivations 8 Architectural views 

7.1,7.2 Example scenarios 8.2.1 PICOS Components  

7.6 PICOS Principles 8.3 Deployment View 

7.7 PICOS Features 12.2 Building Block View 

7.3 Use Case Views 13.2 ISO/IEC 29101 Example Architecture 

9.3 Research outlook Appendix E Components Descriptions 

Appendix A Use Cases  

Appendix B PICOS Principles  

Appendix C PICOS Features  

Table 1  Recommended r eading list  

The remainder of this deliverable provides evidence to support the design decisions that we took, and 

offer information about the approach we took in producing the architecture.  These are best treated as 

purely reference material. 
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In addition, in sub-section 5 we suggest a reading plan for readers interested in the less technical 

aspects of the architecture, namely assurance, economics and legislation. 

1.3  Influences on D4.2  

PICOS deliverable D4.1 was the first deliverable produced by PICOS WP4, and D4.2 is the successor 

to D4.1. The role of D4.2 is to provide a final architecture deliverable for the project.  This deliverable 

takes account of earlier work, principally D4.1, and of ongoing development, trials and research that 

has occurred since D4.1 was produced almost eighteen months previously. D4.2 (and D4.1) draws 

together the work of previous deliverables, for example requirements gathering, and derives a 

technical description of the components that will make up a PICOS community. In so doing, D4.2 

answers several important questions that define the problem that the PICOS project aims to solve, and 

scopes the solution in line with the aims stated in the óVision and Objectivesô sub-section of this 

deliverable. 

As PICOS is an EU-funded research project, an over-arching requirement, and hence influence on 

D4.2, is the need for the architecture to be based on and comply with the European legal framework on 

data protection. In the field of European Union law, the Charter of Fundamental Rights of the 

European Union provides for the respect for private and family life (Art.7) and the protection of 

personal data (Art.8), while the Data Protection Directive (1995/46/EC) has been adopted to 

guarantee efficient data protection. This influence has been recognised in the input from the PICOS 

legal research team, and taken into account in the architecture work, and is covered in sub-section 7.9, 

where the legal and regulatory issues relating to the PICOS Architecture are closely discussed.  

Deliverables D3.2 and D2.4 also had an influence on how the PICOS architectures responds to 

legislative requirements. 

Another broad requirement of PICOS is for the architecture to accommodate an assurance analysis. 

This has been achieved by the active participation of the PICOS assurance researchers in the process 

of developing this deliverable, and is covered in sub-section 7.10. 

First cycle deliverables D8.1 Legal, Economic and Technical Evaluation of the First Platform and 

Community Prototype, and D3.1.1 Trust and Privacy Assurance for Platform Design 1, captured the 

insights gained by the evaluation and assurance activities of the first cycle, and supplemented the 

above-mentioned participation as strong influences on the architecture work that produced this 

deliverable D4.2. 

As previously stated, the work to create this deliverable was undertaken in two threads: a research 

thread and a prototype enhancement thread. Some work had a much greater influence on one thread 

rather than the other. Specifically, the PICOS documents that had greatest influence on D4.2 include: 

 D2.3 Contextual Framework 

 D2.4 Requirements 

 D3.1.1 Trust and Privacy Assurance for Platform Design 1 

 D4.1 Platform Architecture and Design 1 

 D5.1 Platform Prototype 1 

 D5.2a Platform Prototype 2 

 D6.1 Community Application Prototype 1 

http://www.picos-project.eu/fileadmin/user_upload/fmgr/Deliverables/WP2_Requirements/D2.4_Requirements/PICOS_D2_4_Requirements_v1_0_Final_Public.pdf
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 D6.2a First Community Application Prototype 2 

 D7.2a First Community Prototype: Lab and Field Test Report 

 D8.1 Legal, economic and technical evaluation of the first platform and community 

prototype 

In addition, the following internal (i.e. non public deliverables) documents also influenced D4.2: 

 D2.5 Community Trials Outline Plan 

 D2.6 Gathering Community Requirements ï Context and Role 

 D5.1.d WP5 PICOS Platform Description document  

 R1   Requirements for the second cycle prototypes 

 R2  Investigation summary report 

The following figure (Figure 4) illustrates the overall development process for D4.2 
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Figure 4  D4.2 develo pment process  

1.4  Architectural c hanges in troduced  by D4.2 

It can reasonably be expected that in a research project, in addition to the insights gained by the 

creation of the first Platform Architecture and Design document (D4.1) and in its subsequent role in 

steering the development work undertaken by WP5 and WP6, various issues surface.  To address these 

issues PICOS partners agreed that D4.2 would be structured around a research thread and a prototype 

enhancement thread, and: 

 Demonstrate more clearly the connection between requirements and the documented 

architecture 
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 Explicitly separate the different view points to the architecture 

 Review the use of tiers as a way of describing the relationship between architecture 

components, ensuring that the separation through levels is justified, that the role of each 

level is clear and that there is no overlap or ambiguity (e.g. fuzzy component naming and 

the interpretation of component names) 

 For the parts of D4.2 that relate to the prototypes, improve the description of alignment 

between prototype and architecture 

 Improve the structure of the document, and in particular avoid D4.2 becoming a 

requirements definition document 

 Pay greater attention to the potential existence of multiple dependencies between 

components and cyclical definitions. While multiple dependencies between components is 

not uncommon, minimising the occurrence aids understanding.  (For example, in D4.1 the 

Community Management defines identity life cycle management, which in turn depends on 

the Community Management component.)  See Figure 5. 

 

Figure 5  Example of the mutual dependency dilemma  

 Address the debate about centralised control.  PICOS does not implement a centralised 

controlling component.  In fact, some features are fully decentralized or operate on a 

bottom-up approach. Including a central controller component with a well defined API 

might simplify functions like policy management and the design of the PICOS Toolbox. 

To achieve some of these goals, D4.2 draws on deliverables that were produced after D4.1 was 

completed.  It also draws on the wealth of new information that has come from the first cycle 

processes of building prototypes and our learning from real users, as well as from additional research. 

In summary, D4.2 brings: 

 An approach to meeting additional requirements 

 Consideration of additional Use Cases 

 A reflection of architecture-related insights gained during the first project cycle 
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 New and updated components 

 Refined trust model 

 New stakeholders (where requirements of third parties feature in the architecture) 

 The incorporation of Assurance aspects 

 The inclusion of new research 

 Updated research outlook 
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2 Recap of D4.1 

D4.1 started by looking at a typical scenario that a PICOS community may serve. This was an angling 

scenario, and was based on the experience that the project had gained from working with the angling 

reference community and FishBase
1
. It told a óday-in-the-lifeô story of an angler, and touched on many 

of the privacy, trust and identity management issues that we believed PICOS is designed to address. 

PICOS is interested in all communities, but especially mobile communities. We reviewed typical 

topologies in order to understand the physical relationship between the various entities that make up a 

community. Our aim was for PICOS to be as topology agnostic as was practicable. 

In PICOS we focus on one very important aspect of a community, namely Trust.  Every community 

operates under a slightly different trust model. Some communities are very trusting, while other are 

highly distrusting. For example, communities where members are known to one another óoff-lineô are 

less needing of technologies that build trust.  It was important to align the architecture with a trust 

model that best matched the type of community that PICOS is intended to address. Ideally, PICOS 

would support multiple trust models, and it was our aim in designing the architecture to include a wide 

range of models, although we recognised that in the short-term we would need to be pragmatic if the 

project was to meet its main goals in the limited time available. 

For the outset we understood that legislation would play a critical role in defining the architecture. 

Compliance with privacy and law enforcement laws is mandatory, but this requirement potentially 

created tensions in relation to trust. It was essential that the PICOS architecture balanced these 

opposing demands. 

We began our architecture design with a set of PICOS Principles.  These were derived from past work 

in PICOS together with existing published research.  Together these core values established the main 

features of the architecture. 

In parallel with the PICOS Principles, we examined the main features that PICOS would deliver to 

users, starting with user expectations from which we subsequently derived system features. 

With the Principles and key features defined, we created the architecture. First we defined and 

describe a broad set of low-level components, and then formed the architecture which we presented in 

the conclusion to D4.1. 

Having designed the architecture, we tested and validated our understanding.  We created a set of 

carefully selected use cases, which described how several of the key features of the community would 

be handled by the architecture.  These use cases only examined a sub-set of all the possible uses that 

the architecture may encounter, but we believed (as has proved to be the case) that they would support 

the core features of the design. 

In positioning D4.1, we concluded that it should describe the architecture at a high level, and should 

not include implementation details.  However, we also recognised that in defining the architecture it 

would be inevitable that some implementation considerations would arise and consequently influence 

and enrich the design.  Rather than ignore this fact, we chose to describe a practical implementation of 

the architecture. This description was also high-level, but contains sufficient information about 

                                                      

 
1
 Fishbase is a comprehensive database containing information about fish.  http://fishbase.org 

http://fishbase.org/
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communications, community, trust, privacy and identity management services for the platform and 

applications prototypes to be created. 

One of the dominant threads that ran through D4.1, and which runs through the whole PICOS project, 

is the belief that all decisions should be fully justified and evidenced, and that the basis for these 

justifications should start with our reference communities.  Similarly, the earlier deliverable that 

produced such valuable reference information, and incidentally themselves based on investigations 

with our reference communities, played a key role in developing D4.1, as they do in D4.2. 

Compared to D4.1, D4.2 recognises new work that influences the design of a privacy-respecting 

community.  It describes new components and features, and presents the design in a way that is more 

accessible.  In particular, D4.2 recognises the needs of different audiences, some less interested in the 

technical aspects of the design, and in so doing is more able to explain the underlying privacy, trust 

and identity management goal that the architecture aims to address. 

In conclusion, D4.2 is an incremental advancement on D4.1, but one that provides a wealth of new 

information on designing PICOS-based architectures.  D4.2 captures all the ideas, concepts and 

understanding that the project has acquired to date in one single deliverable, and can rightly be 

described as the definitive PICOS architecture. 

In summary, D4.1 established a foundation on which to refine the PICOS architecture.  D4.2 now 

reports on that refinement. 
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3 Building on D4.1  

3.1  Why D4.2  

D4.1 was the first of the two architecture deliverables that WP4 is tasked to produce.  D4.1 bridged the 

gap between the requirements gathering exercises and the initial work undertaken by WP5 and WP6 to 

create the angler prototype, which turned the PICOS vision into reality. 

D4.1 was necessarily focused on the immediate requirements of the target community. Nevertheless, it 

had sufficient scope to consider the broader issues of privacy, trust and identity management for online 

communities, and to subsequently embed these requirements into the architecture.  In several 

instances, this indicated the opportunity for future research, e.g. reputation, pseudonymous identities 

and openness. 

D4.1 positioned WP5 and WP6 to begin development of the prototype and the subsequent user trials 

conducted by WP7.  D4.2 both refines and builds on D4.1, taking advantage of the lessons learnt in the 

intervening eighteen months since D4.1 was released.  D4.2 extends the architecture and addresses 

issues raised within the PICOS team and by trial users, and essentially covers the work carried out by 

the project during the second cycle. 

PICOS contains a research element.  D4.2 provides the opportunity to report on progress made on 

investigating new ideas that support the PICOS architecture.  This mix of research and design had led 

to the architecture has been created using two threads: research and prototype enhancement. Whilst 

supporting the architecture, the research thread is intended to look beyond the PICOS.  Despite the 

some of these ideas not being implemented and tested, others are considered within the prototype 

enhancement thread and embodied in the projectôs second cycle prototypes.  For example, privacy 

respecting advertising and the Privacy Advisor are carried over to the second cycle prototypes. 

The split in workload between D4.1 and D4.2 is roughly 60:40, and this was reflected in the higher 

proportion of time devoted to implementation.  In D4.2 implementation is still an important part of the 

deliverable, but research features strongly where concepts not implemented are discussed.  Figure 6 

shows how the D4.1 has evolved into D4.2. 



 D4.2 Platform Architecture and Design 2  

Copyright © 2008-2010 by the PICOS consortium ð All rights reserved.  

The PICOS project receives research funding from the European Communityõs Seventh Framework Programme. 

PICOS_D4_2_Platform_Architecture_and_Design_2_Final.docx Page 40 of 348  Public  Final  version 1.0  

E
x
p

lo
ra

tio
n

R
e

fi
n

e
n

e
n

t

D4.1 D4.2

WP5 / WP6

B
ro

a
d

 s
e

t 
o

f 

o
b

je
c
ti
v
e

s

(Dual thread)

Pragmatic focus

Time

Research

Prototype 

Enhancement

 

Figure 6  Relationship between D4.1 and D4.2  

D4.2 is the definitive PICOS architecture, reflecting the Projectôs refinement of an architecture that 

began thirty months earlier.  It is not simply a fix for D4.1; it incorporates new thinking, particularly 

with regard to the economic needs of a typical PICOS community ï capturing funding and advertising 

as essential parts of community life ï and clearly indicates how PICOS offers a differentiator. D4.2 

reinforces the same strong emphasis on privacy, trust and identity management as core values of 

PICOS, which D4.1 promoted.  

3.2  Drawing on the experiences of WP5 and WP6 prototypes  

The first prototype was a learning opportunity for all partners, and raised many questions surrounding 

the provision of PICOS functionality and the practical problems that arise when trying to extend 

existing community platforms. 

There is a strong connection between the three technical work packages, i.e. WP4, WP5 and WP6. 

WP5 and WP6 used the D4.1 architecture as the basis for their deliverables and, specifically, the 

development of prototypes. They extended the approach documented in D4.1 and gained a clearer 

understanding of the requirements and dependences of components and services. D4.1ôs features, 

components and the overall architecture provided a reference against which the prototypes could be 

built. 

D4.1, through working with WP5 and WP6, established the role and importance of the Use Cases.  

These gave rise to a better understanding of the operation and interaction between components, 

implementation, and ultimately the selection of components for the first prototypes. It also helped the 

project decide where new technology must be created and where existing technology can be re-used. 

D4.2 has also benefited from the work of WP5 and WP6, as components and concepts were built and 

tested, and opportunities arose to take the architecture further forward. For example, the Use Cases 

that were defined in D4.1, and which are so critical to a shared understanding of the architecture, have 
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been extended and improved by WP5 and WP6, for both the angler prototype and the future gamer 

prototype that is currently under development. 

D4.1

WP5

WP6

D4.2

1

2

3

2

 

Figure 7  Link to WP5/WP6  

The above Figure 7 shows how D4.1 interacted with WP5 and WP6, and what occurred post-D4.1 

{1}, how the cyclic (iterative) interaction created better understanding {2}, and how D4.2 is now built 

on the experiences gained from all three activities {3}. 

3.3  D4.2 Research thread  

The research thread extends the architecture presented in D4.1 by considering a broader perspective 

that the project team recognised could not easily be implemented within the timescale of the PICOS 

project.  One role of the research thread is report advanced ideas and fuel further research post-PICOS. 

Although it is accepted that features identified by the research this thread will be built and form the 

basis of a practical demonstration, it is hoped that during the remainder of the project time will permit 

some of the differentiating concepts to be tested with the PICOS reference communities. 

3.4  D4.2 Prototype enhancement thread  

In contrast, the prototype enhancement thread tracks the development of the platform and application 

prototypes, capturing the changes that are being implemented óon top ofô the architecture proposed by 

D4.1. 

The prototype enhancement thread began with a review (referred to internally as the R1/R2 reviews, 

and described more fully later) of requirements highlighted by the user trials.  These requirements 

were filtered, ranked and prioritised in terms of what was valuable and feasible to incorporate into the 

second cycle of prototyping.  The subsequent investigation phase provided a shortlist, which is 

described fully in Appendix F of this deliverable. 
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3.5  Changes in component naming post D4.1 

In developing the architecture first presented in D4.1, several components underwent name changes.  

This was necessary to correctly reflect the true function of the component, taking into account minor 

implementation refinements.  For reference, we list below these changes, organised according to the 

five layers of our architecture model (repeated here as a convenient reference) ï Figure 8 
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Figure 8  PICOS 5-Layer Architecture Model  

Table 2 lists the original D4.1 component name and the corresponding implementation name (as 

recorded by WP5 in D5.1).  This figure also lists the interface API that is implemented to provide the 

component functionality, here referred to as a service description and implemented as a WSDL (or 

Web Service Definition Language). 

It can be seen that some components listed/highlighted are new and not defined in D4.1, and 

consequently have no corresponding D4.1 component. 

 

D4.1Platform Description D4.1 Implementation 

Description (D5.1) 

D4.1 Service Description 

(WSDL) 

 

PICOS Layer: Services and Applications 

Access Control Proxy Web Service (part of the 

RPC Gateway), deployment 

architecture 

 

Anonymisation   

Application Orchestration   

Authentication Authentication authentication 

Authorisation Cross-cutting and Policy  

Date/Time Stamper   

External Recommendation   
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D4.1Platform Description D4.1 Implementation 

Description (D5.1) 

D4.1 Service Description 

(WSDL) 

External Service Delivery   

Feedback Management   

Identity Translator   

Importer/Exporter   

Location Sensor Location location 

Notification Notification component of the 

PRC gateway (Socket server) 

notification 

Partial Identity Management Partial ID partialid 

Payment Services   

Preparation Area Private Room privateroomwebservice 

prcontentwebservice 

Privacy Advisor Privacy Advisor privacyadvisor 

Recruitment   

Reputation Management Reputation reputation 

Scenario Management   

Service Selection   

Social Presence Presence presence 

Trust Negotiation   

TTP Management   

Not defined at time of D4.1 Contact contact 

Not defined at time of D4.1 Centralised Database 

File Restoration 

 

 

PICOS Layer: Content Handling 

Content Sharing Real-time Content Sharing rtcontentsharing 

Data Minimisation   

DRM   

Linkability   

Non-repudiation   

Secure Repository   
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D4.1Platform Description D4.1 Implementation 

Description (D5.1) 

D4.1 Service Description 

(WSDL) 

 

PICOS Layer: Member Administration  

Authentication Method 

Selection 

  

Consent Management   

Cryptography / Key 

Management 

  

Delegation   

Identity Lifecycle Management   

Privilege Management Policy policy 

Profile Management Profile partialid 

Registration Registration 

Partial Identity 

Public Community 

registration 

publiccommunity 

Revocation Registration registration 

Sub-community Management Sub-community (inc. non-real-

time content sharing) 

subcommunitywebservice 

sccontentwebservice 

Not defined at time of D4.1 Login login 

 

PICOS Layer: Communication 

Communication Management   

Network Security   

P2P Communication   

Not defined at time of D4.1 External Interface  

 

PICOS Layer: Audit, Control and Reporting 

Accountability   

Audit   

Event Logging Logging eventlogging 

Event Reconstruction   
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D4.1Platform Description D4.1 Implementation 

Description (D5.1) 

D4.1 Service Description 

(WSDL) 

Intrusion Detection   

Policy Management Policy  

Not defined at time of D4.1 Admin Console  

Table 2  Change in component naming from D4.1 to D4.2  
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4 Related EU-funded projects  

There are several parallel EU-funded projects that have elements of trust and privacy as part of their 

vision and objectives.  In developing this PICOS architecture, we have tracked and liaised with these 

projects to learn from and adopt approaches and technologies that complement PICOS. 

The relative timing of PICOS and the other projects that we tracked have not been ideal.  There were 

timing conflict; for example, the PEPERS project had virtually ended by the time this D4.2 

architecture deliverable started.  Nevertheless, it was helpful to be able to share views, discuss 

concepts and learn from the experiences of these others projects. 

4.1  MOBIO 

Project website: http://www.mobioproject.org 

MOBIO is concerned with mobile services that are secured by means of biometric authentication.  The 

projectôs focus on authentication provides a link with PICOS, although it is from a specific 

technological perspective and does not encompass the more broad /holistic approach to authentication 

that PICOS considers.  The emphasis of PICOS is on communities in the context of privacy and trust. 

Discussion with MOBIO concerned the possible integration of their already developed biometric 

authentication techniques.  On balance it was decided that whist the biometric authentication 

technology had a role to play in mobile communities, the benefit of demonstrating such technology in 

the PICOS project had limited target appeal. 

Had PICOS chosen to adopt an architecture that was less trusting of the community operator, and 

more client-based, stronger user authentication linked to anonymisation technologies would have been 

an important consideration. 

4.2  PEPERS 

Project website: http://www.pepers.org 

PEPERS is concerned with the security of mobile peer-to-peer applications.  The project has 

developed deep technical concepts that support general purpose platform architectures.  However, the 

technology is not specific to social communities, and the use cases that PEPERS has developed are 

significantly different to those used in PICOS.  Thus, there was not a strong relationship between this 

project and PICOS.  Another factor that made collaboration with PEPERS less helpful is the fact that 

PEPERS was completing as PICOS started, thus it was difficult to have active exchanges with the 

team during the duration of our project. 

Regarding P2P, this is something that was pursued with PEPERS, but ultimately we found the work 

unsuitable for PICOS.  PICOS had adopted the approach where the community would be managed by 

a trusted community operator, which more closely matched the immediate needs of the reference 

communities and was more representative of existing community offerings, for example Facebook.  It 

would have been difficult to include the results of PEPERS, and consequently PEPERS was not 

considered further in PICOS. 

http://www.mobioproject.org/
http://www.pepers.org/
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4.3  TAS3 and SWIFT 

Project websites: TAS3 http://www.tas3.eu  SWIFT http://www.ist-swift.eu 

Both TAS3 and SWIFT were tracked, but there was not sufficient overlap in focus to benefit sharing 

of information. 

4.4  PrimeLife and PRIMCluster  

Project website: http://www.primelife.eu 

(At the time of writing PRIMCluster does not have a public website.) 

The PrimeLife project and PRIMCluster have both acted as reference point enabling validation of our 

work to be performed on a regular and on-going basis. 

  

http://www.tas3.eu/
http://www.ist-swift.eu/
http://www.primelife.eu/
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5 Structure and p resentation of this D4.2 deliverable  

As previously mentioned, D4.2 follows two threads: research and prototype enhancement; and to a 

greater extent, the presentation of D4.2 adopts a structure that emphasises this approach. 

However, deliverable D8.1 taught us that there are four primary customers for this architecture 

deliverable.  The technical development community, i.e. WP5 and WP6, which so strongly influenced 

D4.1 is clearly one.  But there are other customers, predominantly non-technical, that have a vested 

interested in the architecture, and to whom this deliverable must respond. 

The four key ócustomersô that we have identified for D4.2 are: 

 Assurance 

 Economic  

 Legislation 

 Technical Development 

We have strived to communicate in ways that are appropriate and effective for each customer, and 

ensured that the most relevant facts are presented in a concise yet comprehensible style. 

A suggested reading plan for each customer is as follows (Table 3): 

 

Assurance Economic Legislation Technical 

Development 

7.10 Assurance 

Perspective 

7.8 Economic 

Perspective 

7.9 Legislation See table in sub-section 

1.1 

8.4 Privacy, Trust 

and Identity 

Management View 

9.2.1 Advanced 

Targeted Advertising 

13 Standardisation   

Table 3  Recommended reading list  

With regard to the technical descriptions, in D4.2 we have chosen to adopt, and then adapted, an 

approach to describing architectures that is based on the idea of architecture templates.  Used in the 

context of D4.2, templates introduce the idea of views, which enable an architecture to be shown from 

the perspective of different observers.  In D4.2 we have chosen to use three views: 

 Building Block View 

Shows static structure of system using building blocks 

 Deployment View 

Shows infrastructure requirements 

 Privacy/Trust/Identity Management (P/T/IdM) View 

Shows most important use cases in context of its primary values 
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Figure 9 depicts the structure and presentation of this deliverable. The Appendices contain detail that 

applies to the research thread, the prototype enhancement thread, or both.  In particular, Appendices D, 

E and F are relevant to the research thread, whilst Appendices A, B, C, and G are relevant to the 

prototype enhancement thread. 

 

Section 1 - Introduction

Section 2 ï Research Thread Section 3 - Prototype Enhancement 

Thread

Overview Overview

Design Decisions

Architectural 

Description

Research

Appendices

Implementation 

Considerations

Architectural 

Description

View: Privacy, Trust & 

IdM

View: Deployment

View: Building Block

View: Building Block

Highlighted 

enhancements

Platform/Application 

requirements

Perspective: Assurance

Perspective: Leglasitive

Perspective: Economic

Section 4 ï Outreach

 

Figure 9  Structure of D4.2  
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Section 2 ð Research thread  

6 Overview  of Research thread  

The Research thread is the definitive PICOS architecture view.  It takes D4.1 as a starting point, and 

captures the Projectôs design for an architecture that supports online communities.  In parallel, the 

ongoing development of the PICOS prototypes provides an invaluable source of inspiration that has 

led to further innovation and research. 

Areas that received attention include: 

 Direct Marketing as the basis for a business model 

 Privacy around member-published profiles and context-aware selective disclosure of 

personal information 

 Implied (dynamic) member profile, such that might be used in an advertising situation to 

automatically profile members.  This includes member observation (visibility of activities 

and communications) and targeted advertising based on member behaviour. 

 Reputation, including reputation of (trusted) third parties. 

The research thread discusses components, and relationships between the components, at a general 

level in keeping with the first cycle and the approach taken in D4.1. 
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7 Design motivations  

In this design section we first set out two scenarios that describe days-in-the-life of two representatives 

of our reference community.  The first scenario (7.1), which featured in D4.1, concerns John the 

Angler.  In the second scenario (7.2), which is new to D4.2, we see Mark the Gamer engaged in some 

online game playing. 

The two scenarios link to use cases.  These have been developed specifically for PICOS to illustrate 

aspects of the architecture that respond to the particular situations that concern the users.  For example, 

when joining with the community, both John and Mark use the registration component.  This is 

described in PICOS Use Case 1{PUC1}. It is the scenarios that enable the use cases to be developed. 

In addition to the scenarios and use cases, we developed a set of PICOS Principles (PP) and PICOS 

Features (PF).  These establish aspirations for the architecture, and are based strictly on the 

requirements of the reference communities that were documented in earlier deliverables, e.g. D2.4.  

The features and use cases led directly to the components that form the architecture. 

The PICOS Principles were also influenced by the needs economic, legislative and assurance needs of 

the project, and these in turn fed into the PICOS features too. 

From the outset the project had in mind a typical community model, one that is representative of 

communities in existence or envisaged.  It was recognised that for PICOS to have the impact intended, 

the architecture must observe current practices in the operation and design of community platforms, 

even though this could lead to compromise decisions that favour acceptance over a more purist (with 

regard to privacy, trust and Identity management) approach. 

We refer to this óideal community modelô as our target community, which included many of the facets 

of our three reference communities.  From this target community emerged our trust model, which in 

turn directed the choice of components and features.  The interaction of these design elements is 

depicted in Figure 10. 

Scenarios Use Cases

Requirements

Target Community Trust Model Components

PICOS Principles

PICOS Features

Economic 

Perspective

Legislative 

Perspective

Assurance 

Perspective

 

Figure 10  Design process 
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7.1  Example scenario: Angler s 

In D4.1 we developed a user scenario to help us understand how users might interact with a PICOS 

community, and indeed what they might want from such a community.  The scenario was artificial ï 

an imaginary user experience ï which tells the story of a typical day-in-the-life of someone who we 

anticipated would benefit from using a PICOS enabled community. 

Studying the angling community helped us gain a good understanding of what PICOS should deliver, 

and allowed us to scope the project. As far as possible the first iteration of the architecture attempted 

to capture and address the tensions that this scenario predicted.  At that stage no decisions had been 

taken to implement any features that arose from the scenario, and it was accepted that what was 

eventually implemented might conceivably have nothing to do with this scenario at all. 

Our scenario was based around John.  We attempted to show how the features that John desired could 

be realised by the PICOS community. We did this by inserting references to PICOS Use Cases (PUCs) 

that we had developed separately (and are described in Appendix A, where a reference {PUCn} refers 

to Use Case n. 

The angler story as told in D4.1 is repeated below.  For D4.2 we have also developed a gamer story, 

which also follows. 

7.1.1  John, the Angler: An angling holiday  

John is an experienced angler, especially in catching fish that live in the North Sea and adjacent 

waters, such as the North Atlantic and the Baltic Sea. On the occasion of his 40
th
 birthday, his fishing 

buddies decided that John should try fly-fishing, so they gave him a basic fly-fishing set as a birthday 

gift. However, John has never attempted fly-fishing before, but believes that this fishing method is 

really worthwhile trying. In order to get a comprehensive idea of what fly fishing could be like, he 

decides to spend his next vacations in the mountains of Bavaria, where he can expect a number of 

promising sites for fly fishing. In preparation of his vacation, he found a fly fishing simulator on the 

Internet, which he considered useful for getting an idea for what fly fishing is like. Playing with the 

simulator gave him an idea; Fly-fishing could be a lot of fun, but it is also a fishing technique which 

needs a lot of skill and knowledge about the ecology of the target fish and their environment. 

7.1.2  Johnõs concerns about technology 

John is not a technology expert, but he is reasonably comfortable using the Internet; he sends emails 

and checks his bank balance online regularly. He is aware that the Internet presents a risk, but beyond 

knowing not to respond to Spam emails with his bank account details, and to watch out for viruses, he 

isnôt sure what he needs to worry about or how to protect himself. He knows that people steal personal 

information and that hardly a day seems to go by without there being a report in his newspaper saying 

that another government department or company has lost personal data.  

Besides the membership in a regular fishing club, óASV Nordseekantô which is located in the city 

where John lives, he is a member of an online marine anglerôs community. He noted that a group of 

anglers in this community indicated a while ago that they have experience in fly fishing. So John logs 

in to his angling community and is asked to register with the group. On this occasion John is accessing 

the website from his home PC, but since the community also supports access from mobile devices he 

expects to use his mobile phone to gain access once he leaves on his trip. 
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7.1.3  John registers with a community  

John provides the requested personal information, including an angling credential that states that he is 

entitled to fish at his chosen location {PUC1}. Johnôs angling community provides a service which 

allows members to sign in and apply online for a rod license for marine fishing, which is issued by the 

governmental fishing authority. This is a credential which is endorsed, and which provides evidence of 

Johnôs right to fish in the said waters {PUC1}. The information provided is authenticated, and John is 

subsequently granted access to the thematic groups in his community about fly-fishing and he was 

searching for information he needs to plan his fly-fishing trip {PUC2}. 

7.1.4  John joins a group  

When John registered, he created a profile that defined what information about John other members 

can see {PUC1}. He can also create a group ï a buddy list ï where he can list the other anglers he will 

interact with on a regular basis {PUC9}. John decided to join the existing discussion group on fly 

fishing. However, since he was afraid, that he can be blamed because of its little knowledge, he 

wanted to discuss fly fishing issues also only with known buddies and he decided to create his own 

group on this topic {PUC9}. Initially, he invited just his known friends to become members of this 

private room, but he was already considering opening this group to all other community members 

when he would be a bit more experienced. This is all handled by the social relations facility, which is 

responsible for managing and graphing Johnôs connections to other community members {PUC7}. 

7.1.5  John sets his privacy preferences  

The profile also permits John to set privacy preference settings which, among other things, allow John 

to automatically disclose his social presence management component which shows Johnôs online 

presence, an indication of his online status and location. His buddies or other anglers can check if John 

is online and available to chat, just as John can check the status of other users {PUC8}. 

7.1.6  John searches for recommendations  

Before John starts his fly-fishing vacations he would like to get recommendations for promising 

angling spots and other necessary infrastructure such as restaurants, tackle shops and licensing rules 

and regulations around the anglers hotel he has booked for his vacations. John considered becoming a 

temporary member of one of the local Bavarian online angling communities which was recommended 

from his friends in his marine angler's community {PUC4}. 

7.1.7  John logs in  

With his angling vacations approaching, John frequently logged in into the Bavarian online angling 

community and tried to find the respective information posted from other members of the community. 

As a registered member, John can upload photographs and download angling information, and 

communicate with other users {PUC7}. When logging in, John will need to prove his identity, by 

using his chosen authentication mechanism from the set of mechanisms that the angling community 

supports {PUC2}. John did not need to register again for temporary membership in the Bavarian 

online community on fly-fishing, since with his membership in the marine anglers community, he is 

automatically and transparently granted access to all other angling-related communities and web sites 
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that he wants to visit  when preparing the fishing trip. The facility, known as federated access, also 

allows John to use online services for which he has not registered. This is because through mutual 

agreement, Johnôs registration credentials are accepted by other service providers. 

This is especially useful, since some of this information that John needs is provided by third parties, 

for example weather information or qualified biological information from FishBase about the local 

fish fauna including identification tools and field guides he can print or he can use from his mobile 

device {PUC6}. If John ever decides to fish in another area it means he does not have to register with 

a new community every time. John simply takes advantage of a federated access service that allows 

him to automatically gain access to the new community. 

7.1.8  John checks reputation  

While searching for local information, John also wants to see user-generated recommendations for the 

results of the search. A recommendation is only useful if he can get additional information on the 

person who made the recommendation, e.g. their profile, their reputation in different communities and 

their relationship to John {PUC5}. This is only possible because the community offers an identity 

management component allowing the federation of partial identities, and thus cross-community 

reputation and recommendation. 

7.1.9  John configure s location and privacy settings  

John suspects that at this time of the day two fishing family members and another Swiss friend, Jean-

Paul, may also be logged in to his main online community. He checks his buddy list for their status 

and location {PUC8}. Of course, this is only possible if Johnôs family and friends have granted John 

right to see this information, which they will have configured using their own social relations facility. 

John can see his family members, but his friend, Jean-Paul, is currently blocking access to this 

information because he probably has privacy concerns. So, John decides to communicate directly with 

Jean-Paul using the communityôs instant messaging service. John writes to (ótextsô) Jean-Paul, who 

fortunately is logged in. He is alerted by his vibrating Smartphone and reads the message from John 

asking for access to Jean-Paulôs status (presence) information. Attached to Johnôs message, Jean-Paul 

receives a digitally signed statement issued by the Reputation Management component, which 

convinces Jean-Paul that he can trust John {PUC5}. In response, Jean-Paul also grants John access to 

his social presence information, simply by updating his privacy preferences {PUC8}. 

As John and Jean-Paul are holidaying together in the Alps later in the year and want to go fishing 

together, Jean-Paul also grants John access to his location information, but only during the days he 

knows they will be in the same holiday area. This is again managed by the privacy preferences and 

social presence facility. 

John immediately sees the new information and has a great idea. He sets up a group using the Group 

Management facility so that he and Jean-Paul can share specific information to help with planning the 

trip; e.g. he would be able to deliver his exciting experience to this group straight from the 

watercourse, using his Smartphone {PUC9}. Although personal information will be shared, both 

friends are confident because they know that no one outside the Group will have access {PUC7}. They 

also realise that during and after the planned trip they can share photos and other (multi-media) 

information showing the great catches that they expect to make. 
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7.1.10  John accesses another community  

Finally having arrived in the angler's hotel, John decides to join another angling community, which is 

suggested from a member of the Bavarian online angling community as a group of fly fishing 

specialists who knows the fishing sites where John wants to go fishing in his vacation very well. 

Normally this community is restricted to register members because they want to hide their special 

knowledge within a limited number of members. Only users of good repute can access the community. 

Because John has not been member before, his reputation is unknown {PUC5}. Fortunately, John has 

been a good member of another community and he can transfer that reputation to this new community 

as proof that he can be trusted. 

7.1.11  Authentication  

The new angling community needs to verify John's identity and that John is indeed the member of the 

other angling communities. This is possible because of a federated identity management system which 

provides community membership management and trust management across communities. (Of course, 

if the local community does not know the other communities then the local community must decide 

dynamically how much to trust John). Once John's identity has been validated and he has been granted 

temporary access to the members-only area of the community site, other members of that community 

can see John's profile, and can see the reputation that he has established in the other communities 

before and has chosen to disclose.  

Upon arrival at the water course, John realised that he has forgotten a number of items necessary for a 

successful fishing day, such as flies which are due at this time of the year. Thus he searches for a local 

tackle shop on his Smartphone, and he sees recommendations that have been made by members of the 

local angling community {PUC5}. Those will be presented as recommendations coming from fellow 

members of the community that he now belongs to. John can also see if any of those members are 

currently online, and if so he has the possibility of communicating with them directly, i.e. he can ask 

for advice in real-time. Any community member can control who can see their status. Members can 

also control who can contact them directly. For example, some members may prefer to only accept 

messages from registered members, as opposed to guests. 

7.1.12  John posts feedback  

Having visited the tackle shop and gathered the needed equipment based on excellent advisements of 

the tackle shop owner, John decides to share (post) his own recommendation about the shop on the 

shopôs website. Rather than posting as an anonymous user, he decides to post it using his local angling 

community identity. The shop website verifies that John is indeed that member of the local angling 

community.  

This recommendation encourages John to purchase items using his mobile device from the online 

shop.  This is very convenient for John, since the shop delivers the chosen items to Johnôs hotel. 

However, the shop needs John to first supply some sensitive personal data. 
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7.1.13  John wants to be anonymous  

John is excited about finally going fishing, but in the back of his mind there are those concerns about 

security and privacy. He wonders why he should trust the community to look after his information. 

Has he made a terrible mistake that he will live to regret? But then he remembers he also joined the 

local community because he wanted to get to know more local anglers who can help him to make the 

fishing trip successful, so perhaps he needs to be more relaxed about all this privacy stuff. After all, 

itôs probably all hype to get people to buy credit card insurance!  He decided then to share photographs 

of the fish he catches, the location, the date and time caught, and his experience with successful baits. 

However, he thinks that he doesnôt mind telling his new angling friends from the local online 

community, who he already knows well, but he doesnôt want the whole world to know about his 

special experience. 

7.1.14  John makes a payment  

Still a little concerned, John decides to investigate further, and discovers something called 

anonymisation and pseudonymisation, which apparently means that John can interact with others 

without telling them his real name. Sounds like the ideal solution. When John makes a payment or 

provides evidence of entitlement, non-essential personal information is obscured.  

John also discovers that he can restrict who can see his information through something called access 

control {PUC7}. This is really easy to do since he only needs to set a few options in his personal 

profile and thatôs it. 

7.1.15  John terminates his membership of the community  

At the end of the fly fishing vacations, John can choose to cancel his membership in the special local 

online community, or he can wait for it to expire automatically {PUC3}. However, even though he has 

left the community, the history of his membership, messages that he posted, and any reputation that he 

established, is maintained by the local angling community. Before leaving the community John 

decided to post photographs of his trip including the fish he caught. As an acknowledgement of their 

useful tips and trips which promoted Johnôs success as a fly fisher, other members can still see the 

photos of the catch, even though John is no longer a member of the community. Since he behaved 

according to the rules of that community and since he provided content, he was rated from community 

members as a trusted fishing buddy and his reputation score (which never expires and can be 

transferred to other communities) was increasing which may facilitate to access special groups in other 

online angling communities in the future {PUC5}.  
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7.2  Example scenario: Gamers  

7.2.1  Mark, the Gamer: One epoch in a game 

Mark is an experienced online gamer.  He has just decided to play a new epoch (or round) of his 

favourite game. An epoch of one game ends if any alliance manages to build the world wonder. The 

duration of one epoch is typically in order of months.  

Mark has a solid experience of this game because he already played several epochs.  In two epochs he 

was a member of a winning alliance. That gave him a lot of experience, increased his reputation and 

also brought new friends among the gamers. But once the epoch was over almost all connections with 

these people were lost and he never met them again. He stayed in contact with only some of his best 

friends/players, and at the beginning of a new epoch they decided to cooperate by creating an alliance. 

The meant that Mark could begin the new epoch with experience that he had developed from previous 

epochs and friends with which he had cooperated.  Mark therefore knows what he can expect from his 

óteamô when times are hard for the alliance. 

7.2.2  Markõs concerns about technology  

Mark has a solid experience of technology.  He actively uses social networks and he uses mobile 

device and computer daily. Mark is also aware that such technologies present certain risks, both 

security and privacy, and he has developed some knowledge about possible means of protection. He 

knows of the risk from people who spy/steal/misuse personal information, since hardly a day seems to 

go by without there being a report in his newspaper saying of the loss of personal data and the 

resulting consequences for the individual affected. 

Mark is a member of an online gaming community, which he accessed while playing his last online 

game. He noted that a group of gamers in this community considered Mark to be a responsible and 

cooperative player. This reputation helped Mark gradually become a player who creates strategies and 

advises other players how they should play.  Mark would very much like to retain his newly acquired 

reputation as starts playing new online games, or even transfer it to other communities.  

Mark accesses the game via a website using his home PC, but since the community also supports 

access from mobile devices, he sometimes uses his mobile phone to gain access and talk to his friends. 

7.2.3  Mark registers with a community  

Mark provides the requested personal information to the community, including his past game/playing 

experience. The information provided is authenticated, and Mark is subsequently granted access to the 

community discussion board. This discussion board is often the only place where Mark can meet with 

other players (some of them are already known to him from previous games/epochs) from his 

community in order to discuss game strategies, plan alliances, etc. 
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7.2.4  Mark sets his privacy preferences  

Markôs profile, which is held in the discussion board, permits Mark to set privacy preference settings 

that, among other things (e.g. email address, real name, age, postal address, ...), control the automatic 

disclosure of his online presence, i.e. provides an indication of his online status to other members. 

Thus, Markôs buddies (or any other gamer) can check if Mark is online and available to chat.  

Similarly, Mark can check the status of other members too {PUC8}. 

Mark can also specify his contact email address(es) or postal address as well as his telephone 

number(s). Since he wants to use only the built-in messaging system (sometimes called ñprivate 

messageò), he does not fill-in any of this information in his profile.  (He thinks he probably would do 

so if he could control access and check who viewed information contained in his member profile, and 

what type of information was viewed.)  Since the discussion board requires this information in order to 

complete the registration process, Mark simply fills-in some fake information. 

7.2.5  Mark logs into the discussion board  

As a registered member, Mark can upload photographs, download available information, and 

communicate with other users {PUC7}. When logging in, Mark will need to prove his identity, which 

he does using his chosen authentication mechanism from the set of mechanisms that the discussion 

board supports {PUC2}. There are several roles in the discussion board (moderator, power user, 

ordinary user) that Mark can perform, but this option typically depends on his reputation and online 

activity. 

7.2.6  Mark checks reputation  

When searching / retrieving information about players (e.g. location, óclosenessô their historical 

activities/abilities while under attack), Mark wants to receive user-generated recommendations to 

support the results of a search. Retrieved information is only really useful if Mark can obtain 

additional information about the person who provided the information, e.g. the other memberôs profile, 

their reputation in different communities and their relationship to Mark {PUC5}. The problem for 

Mark is that it is usually not possible to directly transfer reputation scores from other (past) discussion 

boards (from previous epochs) since they are not normally compatible with the new installation that is 

used at the beginning of a new epoch. 

7.2.7  Mark accesses another community  

As Mark plays the game he reaches a point where he realizes that it will be good for him to change his 

alliance membership. This is because his current alliance is not very cooperative and active, and its 

members are facing several attacks without a solid defence. He tries to contact the leaders of stronger 

alliances in order to discuss options for becoming a member of their alliance. 

Mark finally receives an offer from a very strong alliance that is willing to accept him as a new 

member. This is very good news for Mark because it is not very often that a strong and cooperative 

alliance accepts new (typically unknown) members. As Mark is joining as a new member, he has to 

register (and obtain access) to a new discussion board. Leaders of his old alliance will also receive the 

information that Mark has changed his alliance, and will take all steps possible to prevent Mark from 
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accessing the old discussion board. The main reason is that this dual-membership can be exploited by 

another alliance. 

7.2.8  Mark wants to be anonymous  

Mark is excited about becoming a member of such a strong alliance, but at the back of his mind he still 

has concerns about security and privacy. He wonders why he should trust the community to protect his 

information. Has he made a terrible mistake that he will live to regret? But then he remembers he 

joined the community because he wanted to be a member of a strong alliance and to win the game, so 

he becomes more relaxed about óall this privacy stuffô. He then decides to share photographs and 

screenshots taken from the game and a recent ógamingô party. However, he knows that this content 

would remain within the community long after he has left (e.g. if something bad happens and he is 

kicked out). So he decides not to disclose any content that he feels is personal and privacy-sensitive, 

e.g. his car with an identifiable number plate number. 

7.2.9  Mark offers to share his gaming  tools  

Since Mark is an experienced gamer, over time he has created his own ñbeyond-the-gameò tools that 

help him to better analyze his battles (e.g. battle simulator, distance and time calculator, soldiers 

power calculator). He is willing to share this set of tools with members of his alliance, but he doesnôt 

want the tools to be publicly available. He knows that he cannot control the spread of his tools within 

his community ï a member of his alliance may disregard his request no to share them ï but he decides 

to offer them to others during the latter stages of the game, which is when he has greater knowledge of 

his colleagues in terms of their reputation. He is surprised that he receives very positive and warm 

feedback about his set of tools. 

7.2.10  Mark organizes a meeting in a pub  

As the game is almost at its end Mark and other leaders of his alliance decide to organize a face-to-

face meeting in order to meet personally with other players. They know each other quite well in the 

online world but never met each other in the real world. Other members are willing to provide Mark 

with their mobile telephone numbers in order to be easily reachable. 

Mark chooses his favourite pub and sets a time for the meeting. Almost half of the whole alliance 

joined Mark, and had a very nice time together. As a result, Mark met new people and discovered that 

some had some similar interests to his own (besides online gaming), and Mark made several really 

good new friends. 

7.2.11  Mark terminates his membership of the community  

At the end of game epoch Mark can cancel his membership of the discussion board used by his 

alliance. But it is normal practice for discussion boards to be deleted after the game ends, and those 

who want to stay in contact have to exchange their contact information before the end of the game 

epoch. Mark met some interesting people that he wants to stay in contact with, so he puts those people 

into his local contact list (e.g. into his mobile phone contact list). This contact list cannot be shared 

and is not online.  
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7.3  Use Case views 

To illustrate how the architecture solves practical day-to-day situations which our target community 

may encounter, and to indicate the interaction between components, we identified 15 PICOS Use 

Cases (PUC) 
 
in D4.1.  Use cases are used to show the most common interactions. 

Each use case has been selected because it satisfies an element of the scenarios previously described, 

and because from experience we know that the trust and privacy issues that PICOS will raise require a 

detailed level of understanding of user interactions. 

Of these 15 PUCs, in D4.1 we explored the first nine to better understand the interaction between 

components. These nine were considered higher priority PUCs because they cover the application of 

the core privacy and trust management components. 

Later, WP5 introduced a new use case (referred in D5.1 as PUC 10) to explain how privileges are 

managed.  This is now included in this D4.2 as PUC 16, and described more fully in Appendix A. 

Further use cases (or refinements to existing use cases) arose from the trials, and these are also 

included and referenced as PUCs 17-23.  They relate only to the online gaming community. 

(Note that the order of this list does not imply any priority.) 

 PUC 1: Registration: Registration and creation of a new member profile. Creating an 

initial identity, importing reputation, setting policies and respecting different roles. (Note: 

The gamer community needs an enhanced set of attributes that extends the list specified by 

the anglers.) 

 PUC 2: Accessing the community:  Identifying, authenticating and granting authorisation 

to a member. Selecting a service. 

 PUC 3: Revocation: Leaving a community, giving due consideration to content 

contributed by a member. 

 PUC 4: Multiple partial identities : Creating, selecting and managing multiple member 

identities (pseudonymous/partial identities). 

 PUC 5: Reputation: Establishing the reputation of members within and across 

communities. Providing recommendation and feedback. Registering to receive 

notifications.  (Note: In the gamer community, reputation is extended to the ópoints of 

interestô.) 

 PUC 6: External services: Exposing partial identity / profile to external services 

 PUC 7: Content sharing: Importing/exporting and controlling the sharing of content 

contributed to the community by members, including automatic/manual tagging and 

notification. (Note: In the gamer community, access is linked to content and date.) 

 PUC 8: Presence: Setting and controlling the sharing of online status information 

(location, presence, etc.) about members. 

 PUC 9: Sub-community: Creating and managing a sub-community (sub-group) within the 

overall community. 
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D4.1 also noted six additional use cases (PUC10-15) that we expected to prove useful.  However, in 

practice that proved less useful, and was subsequently superseded by seven new use cases (PUC16-

23).  These six new use cases are listed below and described in Appendix A. 

 PUC 10: Community reputation: Check and validate the reputation of a community 

(prior to becoming a member). Establishing, and making publicly available, the reputation 

of a community, for the use by new members considering joining the community.  

 PUC 11: Searching: Searching for and establishing contact with other members within the 

community, who share similar interests. 

 PUC 12: Offline working: Enabling member to benefit from community services when 

offline (typically mobile)  

 PUC 13: Feedback: Providing recommendations / feedback.  See also PUC 19 for a link 

between reputation and advertising. 

 PUC 14: Real-time communication: Allowing member to interact one-to-one, thus 

sharing content in real-time. 

 PUC 15: Audit: Audit, correcting errors, removing privacy-violating content 

The following eight use cases are new to D4.2: 

 PUC 16: Privileges: Controlling access to community resources through role identities 

 PUC 17: Multi -communication: Communication (text-based, multimedia-based) with 

multiple members  

 PUC 18: Organisation of ad-hoc meeting: Locating and connecting with members 

 PUC 19: Marketing/Advertising : Advertising service, including personalised 

advertisements 

 PUC 20: Real-time content sharing: Information exchange via óshared deskô 

 PUC 21: Enhanced social ads: Advertisements based on member social and mobile 

context 

 PUC 22: Virtual marketplace : Provisions of on-demand game related content 

 PUC 23: Advertising Service: Advertising of potentially interesting (commercial) places  

The purpose of each use case is to illustrate the role and functionality of components in delivering the 

stated service to the members or the operator. The choice of the nine use cases for specific attention by 

the architecture work is motivated by a desire to demonstrate the breadth of functionality that the 

PICOS community can provide. However, this choice should not be seen as an indication of the 

priority that the target community might place on the functionality delivered. 

For each use case we describe the situation, and then ówalk throughô the sequence of interactions, 

between member and component, or between component and component, to illustrate the process. We 

also include a simple reference diagram, which shows the key component required to address the 

situation. (Each component is shown as a box which contains all the functionalities described in the 

component description). The described use cases cover 30 of the 49 defined components. For those 
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components not described in the use case, their relationship with other components can be seen in the 

diagram included with each component description. 

Some components occur in almost every use case, e.g. Event Logging, Audit and the Secure 

Repository. Because they provide ancillary functionality, it is easy to overlook the importance that 

they play in the overall architecture. It is also easy to miss that the central role that these components 

play can introduce a point of weakness for privacy and trust management. For example, the Event 

Logging components receive information that is potentially very sensitive. It is also well placed to 

compromise anonymity because of the ease by which links can be made between entries, and therefore 

partial identities and transactions. We recognise these and other risks, and will seek appropriate 

solutions in the implementation. 

One of the most significant new use cases is the Advertising service(s), PUC 19. The functionality of 

these services is discussed in detail in Appendix A. 
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7.4  Target communities  

We have stressed from the projectôs outset that PICOS is not targeting general purpose social 

networks, and that our technology is intended for communities that have a strong purpose and whose 

members have an appreciation of the need to preserve privacy and manage their identity sensibility. In 

addition, we are interested in communities that have a strong mobile element and require a funding 

model, probably based around advertising, to operate successfully. 

The community aspects investigated in D2.1-2.3, and demonstrated by our three exemplary reference 

communities, can be regarded as representative of many communities with current or future needs for 

mobile services. 

We have chosen to focus on the emerging field of mobile community services, which we see as 

increasingly important for existing communities, e.g. the Facebook óPlacesô service.  These services 

provide members with many new opportunities, but also raise new questions regarding privacy that we 

expect PICOS will be able to address. 

At the conclusion of the project we hope to be able to show just how far our results and findings are 

transferrable to the more general social networks, e.g. Facebook, MySpace, etc. 
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7.5  Trust model  

7.5.1  Background to trust models  

Strictly speaking, trust models should not be part of an architecture document.  They describe a basic 

requirement that would normally be explored in requirement gathering deliverables.  In fact, this was 

the case, but the concept of trust models was unfamiliar to our reference communities.   Equally, the 

trust that underpinned our reference communities was not óclean and logicalô, and was therefore hard 

to capture.  Therefore, we decided to use our expert knowledge to interpret the likely requirements and 

thus define a suitable trust model. 

We began D4.1 by considering how the different community memberôs attitude to risk varied.  Some 

were risk accepting, while others were risk averse. 

D4.1 adopted a very specific trust model, a trust model that places greater dependency on a single 

entity like a community operator, but offered less privacy control to the individual. This óhigh trustô 

trust model does not resonate well with users who are concerned about current privacy practices that 

social networks have adopted, although it remains the trust model that we see in our reference Angling 

and Gaming communities. 

For those members who do worry about the risks of using a community, a range of options are 

possible, essentially where members take greater or lesser control of the situation according to their 

personal beliefs.  Other members will look for assurances from the community operator.  We showed 

that there is a spectrum of possibilities, from high trust (low personal control) to low trust (high 

personal control), as the following diagram shows. 

High Trust Low Trust

 

Figure 11  Trust spectrum  

Somewhere between these two extremes lies the community that concerns PICOS, and for the first set 

of prototypes we used a trust model that is exemplified by the angling community. This community is 

particularly interesting because it possesses the following characteristics: 

 It has a well defined purpose 

 Members have a shared interest and shared values 

 It has a co-ordinating entity that shares the same values 

 It existed in the real world 

Compared to a social network community, where trust is high and personal control low, the angling 

community looks for a balance of increased personal control and reduced need for trust. By contrast, a 

highly distrusting member would, compared with todayôs standard community offering, look for much 

greater control and reduced need to trust. 
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Solving the trust challenge that we see in social networks requires a different approach. Essentially, 

the trust placed in the community operator is removed and distributed to one or more trust domains in 

a way that is acceptable to the membership. In addition, sensitive process that might otherwise be 

carried out within the community is now performed in an isolated (probably local, e.g. smart phone) 

environment that the member trusts. 

Addressing trust concerns through enhanced isolation is one approach to dealing with privacy 

concerns.  In essence, it is a strategy of data minimisation, where only essential information is ever 

revealed to another party.  However, communities basically exist to share information, some of which 

is personal.  To deny the community this opportunity would indeed address privacy, but it would also 

devalue the community experience to such an extent that it is no longer viable. 

Another way to think about trust is in terms of the effectiveness of a response to abuse of trust.  

Management of abuse was raised in D2.4 Requirement R2.14, where penalty transactions were 

mentioned.  Since abuse can often appear to be more significant than good behaviour, the remedial 

action ï e.g. how PICOS offers support to members when dealing with complaints from others 

(Requirement R1.14). 

The provision of an external connection to a community stands to undermine trust, e.g. the suggested 

likely interconnection with other communities as discussed in the sub-section of architecture 

topologies.  External interfaces, a requirement that D2.4 highlighted (R4.8), are seen as a necessity of 

open community architectures and an important feature for building interrelationship through external 

services. 

7.5.2  Choice of trust model for the PICOS architecture  

The following figure (Figure 12) summarise this situation, and shows where the prototypes of PICOS 

community are focused. 
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Figure 12  Balancing trust and control  

We further defined the target community by stating the desires of the membership. We stated that 

members: 

 Are interested in greater control over how their information is shared 

 Want features that are not present in today's communities, e.g. Address books, groups, 

greater confidence in the identity of other members (OpenID, ID Brokers), evidence that 

their information has been accessed, assurance that the community complies with the law, 

a reputation system, feedback, profiles and privileges 

 See the greatest threat coming from other members, not from the community operator, and 

from hackers outside of the community. 

 Would trust a community that employs the latest (PICOS) technology to manage trust and 

privacy 

 Believe that the community operator will be willing, or obliged (by law), to protect their 

data 

 Do not require absolute guarantees, and consider 'after the event', or retrospective, control 

adequate 
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 Would not check the technology 

 Use a community's reputation to decide how trustworthy it is 

 Are more concerned about the authenticated identity of another member 

 Look for strong authentication in certain situations, but third party endorsed identities was 

not a priority.  However, would accept a mobile device that provides a trusted identity 

 Are less concerned about integrity or provenance of content (they accept that content from 

an authenticated member is genuine) 

 Want secure storage, but only for the more sensitive information 

 Accept that law enforcement requires access to protected information, and would trust the 

community operator to perform the role of trusted intermediary 

 In general, trust the community operator to perform the role of a trusted intermediary 

In D4.1, and more so in D4.2, we contemplated a low-trust trust model, in which members do not (or 

at least should not) trust the community operator, as is typical of todayôs social network communities.  

Whilst we agreed that technology existed that could address all of our concerns, implementing such 

technology in a way that members would find acceptable was thought unlikely.  Furthermore, the 

technical challenges that some of the more advanced privacy controls present could discourage 

existing community operators and providers from adopting the PICOS architecture.   

For example, anonymous interaction with a community operator would require trusted intermediaries 

and more sophisticated processing capabilities on the client device.  It would also meat the community 

operators know very little about their membership, which could severely limit the range of services 

that they can offer, and connecting ólike mindedô members would be much harder.  Whilst these are 

good measures in terms of privacy, they are at odds with current community goals around óeasily 

connecting peopleô. 

For this reason, we decided that D4.2 should retain the original trust model ï i.e. place high trust in the 

community operator ï but to find alternative ways to deal with particular concerns that may arise, e.g. 

sharing information with third-parties and advertisers. 
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7.6  PICOS Principles 

D4.1 established 23 PICOS Principles, summarised here and detailed in Appendix B.  These principles 

continue to guide our architecture design. Each principle was derived from the requirements gathering 

phases of the project, and influenced by our experience in the fields of communications, security and 

social values in trust and privacy. 

Each Principle falls into one of six key areas, namely: 

 Law 

 Trust 

 Privacy 

 Control 

 Identity 

 Other 

The distribution of the 23 principles is as follows
2
: 

 

Figure 13  Distribution of principles  

                                                      

 
2
 If viewed/printed in óblack and white, the columns read from left to right: Law, Trust, Privacy, Control, Identity 

and Other. 
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The 23 PICOS Principles are listed in the following table (Table 4), ordered according to the main 

category that best describes the contribution that the principle makes to the architecture. 

 

PPLaw
 

PPTrust
 

PPPrivacy
 

PPControl
 

PPIdentity
 

PPOther
 

PP1: 

Compliance 

with 

Legislation 

PP5: 

Openness and 

transparency 

PP8: 

Data 

minimisation 

PP3: 

Use of personal 

information 

PP2: 

Data 

Ownership 

PP7: 

Topology 

agnostic 

PP15: 

Data 

controllers 

PP6: 

Trust between 

communities 

PP9: 

End-to-end 

privacy 

PP4: 

Protection of 

personal 

information 

PP11: 

Use of 

pseudonyms 

PP10: 

Offline 

working 

PP22: 

Trusted 

intermediary 

PP12:  

Provenance 

PP17: 

Authentication 

  PP20: 

Resilience 

 PP13: 

External 

services 

PP18: 

Multiple 

persona 

   

 PP14: 

Audit 

PP19: 

Sub-groups 

   

 PP16: 

Objective and 

subjective 

trust 

    

 PP21: 

Diversity 

    

 PP23: 

Trust 

    

Table 4  Summary of principles  
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7.7  PICOS Features 

7.7.1  Feature selection  

D4.1 carried out a comprehensive requirements gathering exercise, notably with deliverables D2.3 and 

D2.4.  From these we produced a short-list of key features that members of a PICOS community value 

most. The features were derived from our examination of all our reference communities, but in D4.1 

the analysis focused heavily of this first prototype and the pressing needs of the angling community. 

We began by expressing these features in terms of the benefit that they offer members. Then we 

described each feature in greater detail (see Appendix C), indicating the implications for an 

implementer of a PICOS community. 

D4.2 has enhanced and extended our understanding of these features, despite no significant new 

features being introduced. 

7.7.2  Key to features  

Each feature was categorised according to the contribution that it makes to a PICOS community with 

respect to communities in existence today. Each was assigned an appropriate icon as follows: 

PICOSdistinguishing
PICOS introduces the new community feature 

PICOSenhancing
PICOS enhances this traditional community feature 

PICOSmobility
PICOS enables mobility through this feature 

7.7.3  Features most valued by members  

We believed that the best way to express member requirements is in terms of what they want from 

their community.  

Informally, community members wanted to: 

 Share information (content) with other members 

 Send messages to other members and, in general, have access to a range of different 

communication services, including real-time interactive óinstant messagingô and push-pull 

notification (e.g. voice/text messaging) 

 Search for 1) members with similar interests and 2) information on specific topics 

 Create or join sub-groups of members within the community 

 Build trust in other members through the use of 1) reputation, 2) non-repudiation and 3) 

closed membership (registration) 

 Access external services that offer additional specialist functionality  
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 Mark (tag) documents in such a way that access and use can be restricted 

 Receive notifications that improve understanding about risk related to an action about to be 

performed 

 Interact with external communities on the same basis as local community 

 Have essentially the same experience whether mobile or static 

 Personalise experience and expectations of the community based on particular 

requirements and values. 

These eleven high-level features were expressed in a way that makes sense to the target membership.  

From this list we identified a set of system features that would need to be implemented to satisfy these 

higher level goals. 
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7.7.4  Main system features  

The system features that satisfy the needs of a PICOS community are as follows: 

 

Feature Description 
PICOSmobility

 

1 Reputation  

2 Content sharing P 

3 Registration  

4 Personalisation  

5 Messaging  

6 Searching  

7 Sub-communities  

8 Presence P 

9 External services P 

10 Content tagging  

11 Communication services P 

12 Notification P 

13 Inter-community interaction  

14 Mobility  P 

15 Non-repudiation  

Table 5  Summary of features  

The features marked with a check mark (P) are considered to have particular, possibly unique 

significance for a mobile community. 

In Appendix C we examine each feature in detail, and explain how PICOS addresses the privacy and 

trust concerns that naturally arise. 
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7.7.5  Summary of PICOS features 

PICOSenhancing
 

PICOSdistinguishing
 

PF1: Reputation PF10: Tagging 

PF2: Content sharing PF14: Mobility 

PF3: Registration PF15: Non-repudiation 

PF4: Personalisation  

PF5: Messaging  

PF6: Searching  

PF7: Sub-communities  

PF8: Presence  

PF9: External services  

PF11: Communication services  

PF12: Notification  

PF13: Inter-community interaction  

Table 6  Distribution of features between PICSO enhancing and PICOS research  
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7.8  Economic perspective  

7.8.1  Challenges and motivation  

One might ask why organisations involved in marketing and advertising are interested in communities. 

A lot of the information that is shared within social networks
3
 is very personal.  Detailed user profiles 

describe membersô personalities and interests, including for example holiday pictures and semi-public 

conversations with other members and across interest groups, and more publically on guest-boards. 

Besides the huge numbers of users that are now registered and using community networks, the 

significant amount of personal time that they devote, and the detailed data about themselves and other 

user that they share, had made social networks increasingly attractive to marketing organisations over 

recent years [Hoegg, 2006] [Nielsen, 2009]. 

From a marketing perspective, they represent an attractive field in which to conduct targeted 

marketing activities, and thereby extend the classical boundaries of content related marketing. 

Targeted  marketing activities have become more and more intensified, ranging from simple banners 

that are displayed based on profile attributes of users (cp. [Facebook]) to mobile reward systems for 

ñchecking inò at specific locations (e.g. cafés) [Loopt] [Foursquare] (Figure 14). 

 

 

Figure 14  Social network marketing in practice  (left to right): Facebook, Foursquare, Loopt Star  

The Benefit of targeted Marketing activities within social networks is not only a benefit for suppliers 

and advertising companies, but also for social network providers (and therefore members too). 

Advertising, when linked to specific marketing activity, is an important means for social network 

providers to generate revenues and part hence an integral part of many providersô business models. On 

the other hand, these activities are still considered ineffective as in many cases users pay little 

                                                      

 
3
 Also referred to as ñSocial Communitiesò. 
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attention to advertisements due to their attention on other activities, e.g. communication with other 

community members. This finding is supported in various recent studies, e.g. [Nielsen, 2009] 

[Linkshare, 2009] [IDC, 2008]. 

Editor note: In the following paragraph, and later in more detail in sub-section 9.2.1, viral marketing 

is promoted as a way for advertiser to easily contact a large group of otherwise unknown like-minded 

community members.  To a certain extent, viral marketing adheres to the privacy goals of PICOS is 

that members remain anonymous from advertisers.  However, viral marketing can also been seen as 

Spam, and therefore at odds with the PICOS Principles under the groupings of Trust and Control.  

Just as privacy respecting with reputation management, getting the balance right between protection 

and usefulness is not easy, and potentially challenging for privacy respecting advertising. 

Social networks are particularly attractive for viral marketing campaigns. The principle of viral 

marketing is that marketing message are spread between users just like a virus [Kotler, Arnstrong, 

2006], a principle that fits very well with communication-intensive environments like social networks 

[Subramani, Rajagopalan, 2003].  This is especially true when communication occurs at a personal 

level and comprises shared interests.  Hence, content contributed to groups, walls and profiles, which 

then becomes share information within the social network, are used to promote products/services   

(e.g. video games, beverages), brands/companies (e.g. Nike, Apple), events (e.g. New York City 

Marathon). There is a flip-side too, where members can use the same techniques to share opinions and 

discuss with other users their own views about these brands, products or companies. 

From the PICOS perspective, advertising is an important factor in the context of online and mobile 

communities [PICOS 1, 2007]. A community services platform, like that developed by PICOS, needs 

to recognise the potential importance of advertising based marketing, and facilitate such marketing 

activities recognising that in most cases these will be with óexternalô third parties.  The need is 

increasingly important for mobile activities (and consequently mobile communities), as reported in 

[PICOS 2, 2007]. 

7.8.2  Concerns about advertising in communities  

However, the use of personal information for marketing and advertising purposes raises new and 

worrying questions regarding the privacy and protection of personal data.  From the PICOS 

perspective one of the main questions is to what degree are users able to control for themselves the use 

of their personal information (cf. [Liesebach, Scherner, 2008] [Chew et al, 2009]). 

This question leads to new challenges with regard to the research on privacy enhancing technologies 

for social networks. And given the challenge of funding social networks, and the clear benefit from a 

commercial perspective that advertising brings, a balance needs to be achieved between the privacy 

needs of users vs. the interests of the advertisers and those of the social network provider [Liesebach, 

Scherner, 2008]. 

An importance consideration is the relationships between users and their communication within the 

community, as emphasized repeatedly, e.g. [Duncan, Moriarty, 1998] [Palmer, Koenig-Lewis, 2009]. 

In [Kahl, Albers, 2010] the idea of tightly integrating marketing with user communication is suggested 

as an area for future research.  PICOS has investigated this particular issue, and conducted research to 

further elaborated the concerns and options in the context of a PICOS community.  Our research first 

extends the theoretical foundation within this deliverable, and then produces an exemplary outline 

showing how the integration in a real privacyïenhanced community service infrastructure can be 
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achieved.  This in turn will directly influence the PICOS Gaming Community Application Prototype 

(D6.2). 

Figure 15 contrasts traditional direct marketing with social network marketing [Palmer, Koenig-Lewis, 

2009] and shows the communication that occurs between producer (supplier)/advertiser,  

consumer/user and community provider. 

 

 

Figure 15  Traditional Direct Marketing vs. Social Network Marketing  

7.8.3  Usage constraints  

Advertisers face also some difficult challenges, including technical and usability, when preparing 

adverts for mobile environments. The constraints that exist in the mobile network and on mobile 

platforms hamper advertisersô creativeness, and thereby the potential for effective advertising.  For 

example: 

 Storage for data and cookies is limited in a mobile 

 Communications speed and bandwidth are both issues 

 Optimised data from third-party ad servers is not available 

 Screen size is a very limiting factor. Given the limited space, words and images must be 

kept to a minimum and the layout must be clear and concise 

 Content and advertising needs to be optimized to render appropriately across thousands of 

different type of handsets 
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 Navigation through content and interaction with ads depends on the userôs level of 

experience 

 Tolerance of users for viewing ads is low due to the small handset display. 

Only by understanding what content consumers are viewing can advertisers begin to appropriately 

target mobile advertising. Therefore advertisers need to understand: 

 What type of mobile appliance the viewer is using 

 What that mobile appliance is capable of 

 Which network they are connected to. 

 What type of content they are choosing to view 
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7.9  Legislative perspective  

The architecture needs to ensure that all potential systems developed based on it are legally compliant. 

It is actually the first phase for the realisation of the Privacy-by-Design model that we later refer to in 

this sub-section. 

The elicitation of the legal perspectives of our reference communities is closely linked to the efficient 

function of the architecture development activity. The definition of components - at the platform 

design and architecture phase of the project - that ensure the legal compliance to the European privacy 

and data protection legislation presents significant challenges, as these components will only be fully 

developed and tested when a platform or a community application prototype is built later. 

However, it has been a major concern of the PICOS project to embed privacy and security elements 

already from the design and architecture phase in order to support the necessary legally compliant 

infrastructure that PICOS delivers. The relevant legal framework has already been scrutinized in 

previous PICOS deliverables (D2.3, D2.4 and D7.1); privacy issues and in particular the processing of 

personal data (with the further implications regarding identity management) are taken into account at 

the earliest stage of the organisation of the PICOS infrastructure, i.e., the platform design and 

architecture, in full respect of the ñprivacy by designò principle, which is strongly promoted by the 

European Commission. 

Richard Thomas, the former UK Information Commissioner has emphasised that organisations must 

embed privacy by design, and data protection must become a top level corporate governance issue
4
. 

Conducting research on the privacy and data protection issues at this early stage of the development 

and adoption cycle of the platform prototype will allow PICOS to have the privacy and data protection 

principles ñbuilt-inò in the PICOS system used in future application communities.  

7.9.1  The current situation  

PICOS aims at the creation of a fully legally compliant architecture and consequently platform and 

community application prototypes. The current legal framework on privacy, data protection and 

identity management has already been analysed in PICOS Deliverable D2.3 ñContextual Frameworkò 

and has been complemented with specific legal requirements contained in PICOS Deliverable D2.4 

ñRequirementsò, which assist the developers in creating a fully legally compliant architecture, while 

country-specific reports on the data protection and identity management related legal frameworks are 

included in Deliverable D7.1 ñUser Evaluation Planò. The legal requirements appear as principles in 

Appendix B of the D2.4 and serve as guidelines to the developers of the architecture.  

As PICOS in an EU-funded project, the PICOS Architecture and Design is based on the relevant 

European legal and regulatory framework on privacy and data protection. This choice is also implied 

by the statement of PICOS included in the PICOS Description of Work which clearly stipulates that 

the ñresults of PICOS will contribute to European competitiveness in two ways. Firstly, the resulting 

platform will enable European telecommunications systems equipment suppliers to include privacy-

enhancing and trust-enabling identity management features into their offerings in an interoperable 

manner, thus strengthening the attractiveness of these to their communication service provider 

                                                      

 
4
 UK Information Commissionerôs Office (ICO), Making European data protection law fit for the 21st 

century (Press Release), 12 May 2009 
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customers. Secondly, the deployment, by European communication service providers, of community-

supporting capabilities that enhance the privacy and trust aspects of identity management will make 

citizensô attitudes about participation in on-line communities more positive and confident, thereby 

increasing such participation and so enabling the benefits of the digital economy to be attained more 

than otherwiseò. Therefore the choice of PICOS to focus on the European legal framework is in light 

of its nature as an EU funded research project and it does not ignore the potential importance of other 

international or national (non-EU) legal frameworks that would be applicable in a potential 

commercial exploitation of the project results in a global implementation. 

In the field of European Union law, the Charter of Fundamental Rights of the European Union 

(hereinafter EU Charter)  provides for the respect for private and family life (Art.7) and the protection 

of personal data (Art.8), while the Data Protection Directive (1995/46/EC)  has been adopted to 

guarantee efficient data protection. The PICOS project ensures compliance to the aforementioned legal 

framework.  

Article 8 of the European Convention of Human Rights (ECHR) also protects the right to respect for 

private and family life. However a complaint with the European Court of Human Rights (EctHR) can 

only be filed in respect of violations by a State that has ratified the ECHR. Currently, the procedures 

set up by the ECHR do not allow its direct enforceability from individuals. A complaint against an 

individual or private party is ñinadmissible for reason of incompatibility with the Convention ratione 

personaeò
5
. Such an alleged violation can be lodged at the ECtHR only indirectly, i.e., when a 

Member State ñcan be held responsible for the violation in one way or anotherò
6
, for example by not 

providing appropriate protection against, or remedies for, a violation of Article 8 rights. Given the 

commercial nature of the results of the PICOS project, the provision of Article 8 is not directly 

applicable and is therefore not further discussed. Similarly the ePrivacy and the Data Retention 

Directives are not applicable to the PICOS project. Both these Directives apply to providers of 

publicly available electronic communications services in public communications networks, leaving 

outside their scope private or semi-public services, as well as information society services. The 

architecture reflects one of the fundamental positions of PICOS: that PICOS aims at the creation of a 

legally compliant platform. In all phases, from registration through to revocation, legislation is catered 

for. 

While various components that form the overall architecture contain functionalities that enable 

legislation to be enforced, there is not one single part of the architecture that has sole responsibility. 

Instead, compliance with legislation is a design philosophy that permeates throughout the design 

process. The setting out of the legal requirements and their translation into clear principles for the 

developers at a very early stage of the PICOS project, as well as the continuous cooperation with the 

legal team during the designing phase of the architecture, follows the ñprivacy by design modelò. The 

privacy issues and in particular the processing of personal data (with the further implications regarding 

identity management) are taken into account at the earliest stage of the creation of the architecture.  

The legal requirements, which are translated into principles in Appendix B of D2.4, could be 

expressed as policies, and the policies then interpreted and acted upon by each component. Equally, 

components could report back how effectively they have complied, and all the reports could be 

                                                      

 
5
 Van Dijk, Pieter et al., Theory and practice of the European Convention on Human Rights (4th edn Intersentia, 

Antwerpen - Oxford 2006), p. 29. 
6
 Van Dijk , Pieter et al., Theory and practice of the European Convention on Human Rights (4th edn Intersentia, 

Antwerpen - Oxford 2006), p. 29. 
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collated and presented as evidence. One of the six key areas, into which the PICOS architecture 

principles are divided, is Law. ñCompliance with legislationò (see sub-section 7.4, PP1), ñData 

Controllersò (see sub-section 7.4, PP2) and the ñTrusted Intermediaryò (see sub-section 7.4, PP3) are 

three PICOS architecture principles, which are classified as having direct relation to law and more 

specifically to the data protection legislation. This classification shall however not be considered as 

exclusive. Several architecture principles that fall under one of the other key areas (i.e. trust, privacy, 

control, identity, other) have some relevance to law.  

For instance the ñData Minimisationò principle (see sub-section 7.4, PP8), which is classified under 

ñprivacyò is also a core legal principle, according to which the processing of personal data should be 

limited to data that are adequate, relevant and not excessive.
7
 According to this principle, data 

controllers are obliged to store only a minimum of data sufficient to run their services. While 

recognising that data minimisation is a principle adopted in European law, PICOS also appreciates that 

data is required in order to allow a community to grow. Technical tools and Privacy-Enhancing 

Technologies in particular, should be available to contribute to the effective implementation of the 

data minimisation requirement. 

Similar thoughts can be made on the ñAuditò principle (see sub-section 7.4, PP14). Besides technical 

audits, this principle also refers to the legal/privacy audits that are needed in order to ensure 

compliance of the system with the data protection legislation and the relevant obligations that derive 

from it. Moreover two principles that ensure the exercise of control on data are the ñUse of personal 

informationò (see sub-section 7.4, PP3) and the ñProtection of personal informationò (see sub-section 

7.4, PP4). The former relates to the control the data subjects (in most cases the users) have on their 

data and the latter aims at the protection of personal data, allowing the user to differentiate between 

non-personal data, personal data and sensitive data. The importance to differentiate between personal 

and sensitive data has already been highlighted in D2.3.
8
 

With regard to automatic checking for compliance, automated checking of policies and regulations 

would be required. This represents a significant amount of research and development, on areas of new 

languages to universally express and process such legal restraints; security indicators to monitor 

infrastructures, real-time workflows to enact actions upon alerts are needed, etc. Legal compliance 

within PICOS developed tools and services are of paramount importance. The relevant rules are taken 

into account for the design of many of the core components of our architecture, especially all those 

dealing with identity management, privacy, reputation, content sharing, etc. 

For instance the ñConsent managementò component (see Appendix E) is closely related with the legal 

provisions of the Data Protection Directive on consent. It allows the members to modify or withdraw 

their consent, and it invokes the community-specific procedures that are applicable when consent is 

withdrawn, e.g. deletion of data, change to access rights to data, restrict access to community operator 

role only. The relation between the ñdata minimisationò component (see Appendix E) and the data 

minimisation legal principle has already been implied above, during the discussion of the PICOS 

Architecture principles. The ñLocation sensorò component (see Appendix E) is also closely related to 

legislation as it provides an interface to retrieve the current location of a member. The processing of 

                                                      

 
7
 Art.6(1)(c) Data Protection Directive. 

8
 Article 8 of the Data Protection Directive describes special categories of data, i.e., ñpersonal data revealing 

racial or ethnic origin, political opinions, religious or philosophical beliefs, trade-union membership, and the 

processing of data concerning health or sex lifeò, commonly known as sensitive data. The processing of the 

aforementioned data is prohibited, unless one of the specific grounds described in the same Article is fulfilled. 
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location data is allowed according to the provisions of the ePrivacy Directive, as described in the 

PICOS D2.4 ñRequirementsò deliverable. Furthermore the ñAuditò and ñAccountabilityò components 

(see Appendix E) deal with the compliance of the user actions with, among others, his legal 

obligations.  

7.9.2  What this means for the PICOS architecture  

PICOS needs to ensure that all personal data are kept in a form that permits identification of the data 

subjects for no longer than is necessary for the purposes for which the data were collected or for which 

they are further processed.
9
 However, PICOS does not need to comply with the Data Retention 

Directive
10

 and retain specific categories of data for law enforcement purposes. As it has already been 

discussed in PICOS D2.3 ñContextual frameworkò the Data Retention Directive applies only to 

providers of publicly available electronic communications services or public communications 

networks. Consequently the relevant obligations will cover only the telecommunications or mobile 

operator who enables some of the PICOS functionalities and not PICOS itself.  

As PICOS aims at the creation of a fully legally compliant architecture, it has embedded the legal 

requirements into the PICOS architecture principles and the PICOS components. The setting out of the 

legal requirements and their translation into clear principles for the developers at a very early stage of 

the PICOS project, as well as the continuous cooperation with the legal team during the designing 

phase of the architecture, follows the ñprivacy by design modelò. Accordingly, the whole concept of 

the PICOS architecture, its principles and components respect the data protection legislation and takes 

into account the needs of the law enforcement in the future.  

  

                                                      

 
9
 Art.6(1)(e) Data Protection Directive.  

10
 Directive 2006/24/EC of the European Parliament and of the Council on the retention of data generated or 

processed in connection with the provision of publicly available electronic communications services or of public 

communications networks and amending Directive 2002/58/EC, Official Journal L105, pp. 54ï63 (15.03.2006). 



 D4.2 Platform Architecture and Design 2  

Copyright © 2008-2010 by the PICOS consortium ð All rights reserved.  

The PICOS project receives research funding from the European Communityõs Seventh Framework Programme. 

PICOS_D4_2_Platform_Architecture_and_Design_2_Final.docx Page 82 of 348  Public  Final  version 1.0  

7.10  Assurance perspective  

Editorôs note: Our assurance model for D4.2 differs from that predicted in D4.1, and is now based on 

threat analysis, a change agreed by PICOS partners in July 2009.) This change leads to a more 

pragmatic assessment of assurance than adopted by the first cycle. 

Thus, D4.2 explains how the architecture defends against a set of known threats (and vulnerabilities).  

The set of appropriate threats is at the time of writing still being finalised, and is expected to be tightly 

aligned with ENISA publications that relate to social networking. 

It is also noted that many ENISA requirements go beyond the privacy principles that were defined in 

D3.1. 

7.10.1  General approach and methodology  

This section begins with a brief review of the assurance metrics that earlier deliverables recorded as 

relevant to privacy, trust and identity management. Listed is the set of privacy principles that WP3 

identified as important to providing an assurance indication. 

The assessment of assurance is subdivided by: 

 Safeguards 

Analysis of vulnerabilities present in the architecture, and whether an exploitable threat 

either now or in the future. 

 Threat analysis 

Analysis of the current/future threat landscape. 

 Reputation 

Analysis of threats that relate to reputation, since reputation is a dominant trust indicator. 

 Testing 

An assurance assessment is in part derived form a testing phase (in addition to the 

assessment of the documented architecture).  The architecture needs to be able to support 

testing. 

The way in which these various elements link together to create the assurance metric is shown in 

Figure 16.  Here, the threat, vulnerability and reputation analysis all feed into the testing schedule. 



 D4.2 Platform Architecture and Design 2  

Copyright © 2008-2010 by the PICOS consortium ð All rights reserved.  

The PICOS project receives research funding from the European Communityõs Seventh Framework Programme. 

PICOS_D4_2_Platform_Architecture_and_Design_2_Final.docx Page 83 of 348  Public  Final  version 1.0  

PICOS Architecture PICOS Prototype

Testing

Threat 

Analysis

Vulnerability 

(Safeguard) 

Analysis

Reputation 

Analysis

Testing Schedule

 

Figure 16  Assurance Methodology for D4.2  

Based on the results from the first cycle assurance deliverables, D3.1.1, D3.2.1 and D3.3.1, we foresee 

that the assurance work for the second cycle will mainly focus on a subset of the trust and privacy 

principles. These include the following
11

: 

 

 PrP01: Notice of collection (PP1) 

 PrP10:  Fair and lawful Means (PP1) 

 PrP13: Third-party Disclosure (PP1) 

 PrP17: Authentication (PP17) 

 PrP18: Safeguards (PP1,PP4) 

 PrP21: Data Management (PP2) 

 PrP22: End-to-end Privacy (PP9) 

 PrP24: Multiple Persona (PP18) 

 TrP03: Provenance (PP12) 

 TrP05: Audit (PP14) 

 TrP06: Objective/Subjective Trust (PP16) 

 TrP07: Consensus (PP21) 

                                                      

 
11

 PICOS deliverable D3.4.1 provides a comprehensive description of the PICOS Privacy Principles (PrP) and 

PICOS Trust Principles (TrP), and their relationships with the Privacy Principles (PP) that were used in 

deliverable D4.1 
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 TrP08: Accountability (PP23) 

The remaining principles might be treated more briefly, either because they are considered to have 

already been taken into account in a satisfactory way in the first cycle, or because they are regarded to 

be not very relevant for the PICOS applications. The principle PrP18 Safeguards is particularly 

important at this stage, and a sub-section below is dedicated to it. 

Following our assurance based development methodology described in deliverable D3.1.1, we plan for 

the second phase of the PICOS project to concentrate on an analysis of threats, risks and 

vulnerabilities concerning trust and privacy in PICOS, as well as testing.  This focus may lead to a less 

systematic assurance description than achieved in the first cycle, but on the other hand one that is more 

pragmatic. 

We will base our threat analysis on the threats and recommendations presented in several papers 

published by ENISA (European Network and Information Security Agency).  Recommendations may 

be seen as countermeasures to known attacks. The first one, Security Issues and Recommendations for 

Online Social Networks, outlines the most important threats to users and providers of social 

networking sites (SNSs), and offers policy and technical recommendations to address them. The 

second, Reputation-based Systems: a security analysis, explains the main characteristics of electronic 

reputation systems and the security-related benefits they can bring, and present the main threats and 

attacks against reputation systems, as well as the security requirements for system design. A set of 

core recommendations for best practices in the use of reputation systems is also presented. A third 

paper, Online as soon as it happens, is a white paper providing a set of recommendations for raising 

the awareness of SNS users of the risks and threats against SNSs.  

Other documents will also be considered. The full list is given below: 

 

 ENISA report on social networking and mobility 

http://www.enisa.europa.eu/act/ar/deliverables/2010/onlineasithappens 

 Security Issues and Recommendations for Online Social Networks 

http://www.enisa.europa.eu/act/res/other-areas/social-networks/security-issues-and-

recommendations-for-online-social-networks 

 Security Issues in the Context of Authentication Using Mobile Devices 

http://www.enisa.europa.eu/act/it/eid/mobile-eid 

 Reputation-based Systems: a security analysis 

http://www.enisa.europa.eu/act/it/oar/reputation-systems/reputation-based-systems-a-

security-analysis 

 The RISEPTIS report (relating to trust), óTrust in the Information Societyô 

 https://www.tssg.org/trustandsecurity/2010/04/riseptis_report_nears_the_5000.html 

 The Madrid Resolution 

 www.gov.im/lib/docs/odps//madridresolutionnov09.pdf 

 Spanish study on the Privacy of Personal Data and on the Security of Information in Social 

Networks 

http://www.enisa.europa.eu/act/ar/deliverables/2010/onlineasithappens
http://www.enisa.europa.eu/act/res/other-areas/social-networks/security-issues-and-recommendations-for-online-social-networks
http://www.enisa.europa.eu/act/res/other-areas/social-networks/security-issues-and-recommendations-for-online-social-networks
http://www.enisa.europa.eu/act/it/eid/mobile-eid
http://www.enisa.europa.eu/act/it/oar/reputation-systems/reputation-based-systems-a-security-analysis
http://www.enisa.europa.eu/act/it/oar/reputation-systems/reputation-based-systems-a-security-analysis
https://www.tssg.org/trustandsecurity/2010/04/riseptis_report_nears_the_5000.html
http://www.gov.im/lib/docs/odps/madridresolutionnov09.pdf
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http://www.inteco.es/Security/Observatory/Publications/Studies_and_Reports/estudio_rede

s_sociales_en] 

Finally, testing concerning privacy and trust, and particularly with relation to the detected 

vulnerabilities, should be part of the second cycle of the PICOS project, and a special sub-section 

below is dedicated to this issue. 

7.10.2  Safeguards 

The principle PrP18 Safeguards is especially important during the phases of prototype 

implementation. This principle is related not to privacy goals, but to privacy vulnerabilities, which 

becomes crucial at the current stage of development. Hence, a vulnerability analysis is called for. 

These vulnerabilities may include the following: 

 Unauthorized access to personal information 

 Related to PrP13 Third-party Disclosure, and PrP21 Data Management 

 Identity theft (impersonation) 

 Partially related to PrP13 Third-party Disclosure, but it is wider 

 Might affect TrP03 Provenance, and TrP08 Member Accountability 

 Possibly a new privacy principle should be included, e.g. identity  

 Information Aggregation concerning partial identities 

 Related to PrP24 Multiple Persona 

 Due mainly to location and presence information, and other PID profile 

information(e.g. interests, relationships), information may be combined to link partial 

identities 

 Information Storage Vulnerabilities 

 Related to PrP13 Third-Party Disclosure 

 unauthorized access to profiles (personal and sub-communities), and to auditing 

information 

 Information Transmission Vulnerabilities 

 Related to PrP13 Third-Party Disclosure, and PrP22 End-to-End Privacy 

 Also PrP01 may be affected 

 Question: is it possible to intercept data during transmission? 

 Which mechanisms have been used in order to enforce data confidentiality during 

transmission? 

 Information Collection Vulnerabilities 

 Is it possible to collect information, directly or indirectly, without the consent of the 

data subject? 

http://www.inteco.es/Security/Observatory/Publications/Studies_and_Reports/estudio_redes_sociales_en
http://www.inteco.es/Security/Observatory/Publications/Studies_and_Reports/estudio_redes_sociales_en
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 Concerning content data, is it possible to collect or receive data by unfair or unlawful 

means? 

 Related to PrP10 Fair and Lawful Means 

 Session vulnerabilities 

 How is a session maintained?  

 Is it possible to impersonate someone due to any vulnerability related to the way a 

session is maintained? 

These vulnerabilities should be analysed in relation to the platform design architecture. 

7.10.3  Threat analysis and recommendations for security  

Many threats are presented in the ENISA Position paper No. 1 [ENI07a], as well as recommendations 

which often may be seen as countermeasures to detected threats. It is our belief that PICOS will 

benefit from an analysis of the recommendations included in this position paper. 

The following threats should be targeted: 

 Digital dossier aggregation 

 How are personal profiles protected? 

 Can personal profiles be downloaded and stored by third parties 

 Can information revealed be used for purposes and in contexts different from the ones 

the profile owner has considered? 

 Secondary data collection 

 Secondary data refers to time and length of connections, location (IP address), profiles 

visited, messages sent and received, and similar 

 Is it possible for third parties to collect logged data about activities performed by 

users? 

 Is it clear to users whether any secondary data is collected and in this case how it is 

used? 

 Do privacy policies refer to eventually collected secondary data?  

 Is the user informed about privacy policies concerning secondary data? 

 Linkability from image metadata 

 May images be tagged, allowing unwanted linkage to personal data? 

 Account deletion 

 Is it possible to remove secondary information linked to a profile such as public 

comments? 

 Spam 

 Is it possible to receive unsolicited messages? May those be blocked? 
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 Cross site scripting, viruses and worms 

 Is PICOS vulnerable to cross site scripting attacks and threats originating from widgets 

from third parties? 

An answer should also be given concerning the following recommendations: 

 Contextual information 

 Contextual information should be used to inform people in ñreal-timeò about trust and 

privacy issues. Sites should publish user-friendly community guidelines rather than 

ñterms and conditions.ò Accessible language easy for users to understand should be 

used. 

 Stronger authentication 

 Stronger authentication and access control should be used in certain social network 

environments; CAPTCHAs could be also used. 

 Abuse reporting 

 Possibilities for abuse reporting and detection should be maximized, and it should be 

easy to report abuse and concerns; ñreport abuseò buttons should be ubiquitous. 

 Default settings should be made as safe as possible. 

 Deletion of data 

 Convenient means to delete data should be provided. Simple, easy to use tools should 

be provided for removing accounts completely and for allowing users to edit their own 

posts on other peopleôs pubic notes or comments area. Privacy policies and help pages 

should explain clearly how to do it. 

 Encourage the use of reputation techniques.  

 Filtering 

 Build in automated filters. Offensive, litigious or illegal content should be blocked by 

smart filters.  

 Profile tags 

 Require consent to include profile tags. The tagging of images with personal data 

without the consent of the subject of the image violates the latterôs right to 

informational self-determination. Operators should implement mechanisms for giving 

users control over who tags images depicting them.  

 Spidering and bulk downloads 

 Restrict spidering and bulk downloads. Operators should protect all means to access 

profiles which might lend themselves to bulk access. Access restrictions should also be 

put in place to make it harder to create bogus accounts. 

 Search results 
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 The user should be clearly informed that they will appear in search results and given 

the choice to opt out. Data should be anonymised, not displayed, or the user should be 

clearly informed that it will appear in search results and given the choice to opt out. 

 Techniques to eliminate spam comments and traffic should be developed. 

 Phishing 

 Practices for combating phishing should be adopted. Links that do not point to the text 

shown to the user may be flagged or even banned. Images representing text links may 

also be flagged or banned. 

7.10.4  Reputation  

Reputation is closely related to trust in the sense that reputation enables trust. An important 

recommendation put forward in [ENI07b] is that a threat analysis of the reputation system should be 

performed, and the security requirements should be identified. Moreover, it is also stated that the 

threats and related attacks need to be considered in the context of the particular application or use case, 

as these have specific security requirements. The paper identified security requirements, threats and 

attacks that should be taken into account in the design and choice of a reputation system. The most 

relevant of these requirements and threats for PICOS will be presented below. 

The main threats to the reputation system are the following: 

 Whitewashing attacks  

 In this attack, the attacker tries to get rid of a bad reputation by rejoining the 

community with a new identity. A system is vulnerable to this attack if it allows easy 

change of identity and easy use of new pseudonyms. Anonymous interaction and the 

ability to be untraceable favours identity change. The attack can leverage a sibyl attack 

(see below) where multiple identities are exploited, and is also related to the bootstrap 

issue. 

 Sybil attack 

 The attacker creates multiple identities (sybils) and exploits them in order to 

manipulate a reputation score. It is important to analyse whether the notion of partial 

identity in PICOS prevents or facilitates sibyl attacks. 

 Impersonation and reputation theft 

 Reputation theft implies that a user acquires the identity of another user and steals his 

reputation.  The responsibility to mitigate this problem falls on the underlying system, 

which should develop mechanisms to protect the identity infrastructure. It is important 

to analyse how this is done in PICOS. 

 Bootstrap issues 

 This issue is related to the initial reputation value and the choice of the entry value. 

 Extortion 

 Extortion by blackmailing a user by damaging his reputation may be facilitated by the 

lack of formal management/assurance mechanisms for reputation and the lack of data 
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quality assurance. Those mechanisms should therefore be put in place, and data quality 

should be assured. 

 Denial-of-reputation 

 This implies a concerted campaign to damage the reputation of an entity, e.g. by falsely 

reporting on the victimôs reputation or identity theft. Countermeasures to this threat are 

not well developed, and the investigation of new mechanisms to defeat automated 

attacks to reputation systems is encouraged. 

 Bad stuffing and bad mouthing 

 A number of users may agree to give positive or negative feedback to one entity. A 

proposed countermeasure is Ăcontrolled anonymity.ñ It would be interesting to analyse 

this threat in the light of the partial identity concept in PICOS. 

 Repudiation of Data 

 A user can deny the existence of data for which he was responsible.  Logging of 

transactions may be used against this. 

 Recommenderôs dishonesty 

 A reported reputation is dependent on the trustworthiness of the user providing 

reputation feedback. Mechanisms to mitigate this threat are the introduction of 

weightings to a reported reputation score according to the reputation of the votes, or 

using only voters from a trusted social network. 

 Privacy threats for voters and reputation owners 

 If the privacy of voters is not guaranteed, there is a risk of voting distortion due to fear 

and other threats. There are also threats against the reputation owners. Pseudonyms are 

used to enhance privacy, but can suffer from linkability. It would be interesting to 

analyse how the notion of partial identity in PICOS mitigates linkability.  

 Risk of Herd behaviour and Penalisation of Innovative, Controversial Opinions 

 Innovative opinions may lead to bad reputation, at least initially, and penalise creative 

thought. Countermeasures include allowing the computation of personalised reputation 

scores by means of local trust metrics. The notion of partial identity may be an 

important mechanism for reducing this threat. 

 Attacks to the Underlying Networks 

 The reputation system can be attacked by targeting the underlying infrastructure, 

especially in centralised reputation systems. A threat analysis can be performed here, 

although this would be more relevant for the design platform and community 

prototypes. 

 Threats to Ratings 

 These threats include threats against the secure storage of reputation ratings, against 

the privacy of voters, against the metrics used by the system to calculate the aggregate 

reputation, and the reputation scoring itself.  
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Security requirements for reputation systems include the following: 

 Usability/Transparency aspects 

 How transparent is the reputation system to users? 

 Can the reputation be customized by a user? 

 Are users offered qualitative assessment of reputation? 

 Is an open description of the reputation metrics available to users? 

 It should be easy to report on inappropriate content, profile squatting, identity theft, 

and inappropriate behaviour 

 Availability 

 Important when the reputation system becomes critical to the functioning of the overall 

system 

 Integrity of Reputation Information 

 The reputation information should be protected from unauthorised manipulation. This 

may be enforced by protection of the communication channels or the central reputation 

repository. 

 Entity authentication an access control 

 Identity management mechanisms need to be in place to mitigate the risks related to 

identity change like sibyl attacks. 

 Privacy/Anonymity/Unlinkability 

 Privacy should be preserved. The use of partial identities should be analysed in this 

context. 

 Accuracy 

 The reputation system should be accurate in the calculation of ratings. Ability to 

distinguish between a newcomer and an entity with bad reputation should be offered 

 Accountability 

 Each peer should be accountable in making reputation assessments. 

 Protection of well-connected entities 

 Users with a high reputation rating are most likely to be attacked, and should therefore 

receive a higher level of protection. 

 Self-correction 

 Self-correction might be needed in the case of the overall reputation of each member, 

since reputation is linked to the subjective opinion of voters. Moreover, there must be 

an appropriate choice of the period over which reputation is estimated. 

 Verifiability  
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 Whenever possible, proof should be collected from the interaction that is rated to show 

that the rating can be verified as correct. 

 Security requirements on the underlying networks 

 The underlying network should have appropriate security mechanisms in place so that 

attacks to it do not jeopardise the reputation system. 

Recommendations to designers of reputation systems include the following: 

 Perform a threat analysis of the reputation system 

 A threat analysis should be performed before designing or adopting a reputation 

system, and the security requirements should be identified. The threats need to be 

considered in the context of the particular application or use case. 

 Develop reputation systems which respect privacy requirements 

 Anonymity would increase the accuracy of the reputation system. A more privacy-

respecting design of reputation systems is needed, while at the same time preserving 

trust. There are mechanisms providing privacy for voters and reputation owners that 

can be implemented by making reputation systems interoperable with privacy-

enhancing identity management systems which assist users in choosing pseudonyms. 

The partial identity concept user in PICOS should be analysed in the light of these 

recommendations. 

 Provide open descriptions of metrics 

 Reputation metrics should be open and easily accessible. Threat analysis should be 

performed to assess whether a metric addresses all the security requirements. 

 Usability of reputation-based systems 

 In order to increase trust the user should understand how reputation is formed and 

measured within the system. Reputation systems should be transparent and allow a user 

to easily understand how reputation is formed, the implications of reputation ratings, 

how reputation is verified, and how the use can assess the reputation systemôs 

trustworthiness.  

 Differentiation by attribute and individualisation as to how the reputation is presented 

 Users should be able to customize reputation so as to best accommodate his needs. 

 Qualitative assessment of reputation 

 Reputation systems should be based on qualitative metrics, and using a combination of 

quantitative and qualitative approaches is recommended wherever an application 

allows it. 

In general, the trust aspects of the partial identity scheme adopted in PICOS should be analysed in the 

light of the mentioned threats and recommendations. 
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7.10.5  Testing  

Testing concerning privacy and trust, and particularly with regard to the vulnerabilities presented 

above, should also be part of the second cycle of the PICOS project. The objective of testing in PICOS 

should be to build trust and increase the confidence that the software is correct with regard to the 

privacy and trust principles, and that the safeguards are adequate. The idea is to discover 

vulnerabilities, assess their importance, and propose suitable countermeasures.  

Testing is possible for the design phase of a system, and in fact should be started at an early stage, 

although in this case its rigor depends on the form in which the requirements and design specifications 

are documented. However, a more realistic approach would be to perform the following activities: 

 Test requirements (possible if requirements are expressed as use cases) 

 Check consistency between design and requirements specification 

 Evaluate the software architecture with regard to trust and privacy 

We should concentrate on the reduced set of trust and privacy principles shown above. A qualitative 

assessment is the most feasible approach here. However, if components and their interactions are 

provided in enough detail, scenarios could also be generated focusing on trust and privacy issues, and 

the design could be evaluated with regard to how well these scenarios are handled. Design 

walkthroughs and inspections can be performed in order to trace elements from the requirements 

specification to the components and other elements of the design, as far as there is a clear document. 

Verification techniques and formal checks might be performed depending on how formal the design is 

specified. 

7.10.6  What this means for the PICOS architecture  

Assurance is intended to be an integral constituent of the PICOS solution and be pursued in a holistic 

manner. Threat and vulnerability analysis, as well as testing, are considered to be security best 

practice, and can be regarded as a necessary procedure to this end.  The main purpose of this analysis 

is to give input to the design with respect to possible threats and attacks, and in this way to help 

ensuring that the PICOS platform architecture and design are accurate with respect to the trust and 

privacy technical objectives planned. In addition, the ongoing assurance review by WP3 will provide 

an independent verification that the trust and privacy requirements are being adequately considered 

and met.  

Assurance must provide evidence that the number of vulnerabilities in a software, including the 

presence of features that may be intentionally exploited by malicious agents, are reduced to such a 

degree that it justifies a certain amount of confidence that the security properties of the software meet 

the established security requirements, and that the degree of uncertainty involved has been reduced. 

The focus here is on the minimisation of vulnerabilities, since there can never be absolute certainty 

that these have been fully eliminated. The use of good security and privacy engineering practices and 

development methods is seen as an important assurance element that limits the number of flaws and 

omissions, and increases confidence that the requirements are fulfilled by the implemented system.   

As a result of this work, there will be an increased confidence that the resulting architecture design 

will be able to meet the main objectives of the project, and will also be in a form that is suitable for 

implementation. 
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7.11  Stakeholders  

In this sub-section we list the groups that have influenced our architecture design, and state what 

influence they had. 

7.11.1  Existing information sources  

Since this deliverable is the successor to D4.1, D4.1 is a central source of guidance.  Similarly, the 

platform prototype described in D5.1 and the applications prototype described in D6.1 set expectations 

for what D4.2 should deliver, as does the Assurance deliverable D3.1.1.  The requirements stated in 

the earlier deliverables, notably D2.4 and 2.6 must be fulfilled. 

7.11.2  D2.6 Requirements  

The process for gathering community requirements needs to be completed at a very detailed level, 

with the full support of experienced members of the targeted communities. Membersô feedback must 

be taken into account during both the development and testing phases of the prototype. 

The role of experienced members of communities is crucial to create a good quality list of 

requirements. Therefore, included in the set of members providing requirements should be several 

very experienced members as well as new members.  To ensure good communication with community 

members, a single point of contact within the project team who has a direct experience with the 

community is identified. 

The process for gathering requirements from members involves questionnaires and face-to-face 

interviews.  Members elaborate their feedback by considering use cases and the PICOS objectives. 

These requirements provide a sound grounding on which to start the processes of creating the PICOS 

architecture. 

7.11.3  Users 

Requirements derived from the Angler and Gamer communities, i.e. those who make use of the 

platformôs core functionality.  Requirements specifically identified in deliverable D7.2 are of 

significant relevance to the architecture 

7.11.4  Reviewers  

 Project Officer and EC Reviewers:  fulfilment of project goals with regard to privacy, 

identity, trust, and consistency of architecture and documentation 

 Internal Reviewer, principally work packages WP3 and WP8 

7.11.5  Developer community  

 Developers of the platform (D5.x) 

 Developers of the client (D6.x) 

 Operator, System Administrator 
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7.11.6  PICOS partners 

The succession of fruitful óbrainstormsô that occurs at general meetings and WP meetings has provided 

a rich pool of innovative ideas and suggestions.  Every contributor has high expectations for what the 

architecture will deliver. 
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8 Architectural views 

8.1  Overview of architecture description based on views  

For D4.2 we have chosen to use model views to explain the architecture.  The most common view 

model is the 4+1 view model of Kruchten [Kruchten, 1995].  Here, the ó+1 viewô refers to scenarios 

(and potentially also use cases), which help understand the alignment between other views. 

This approach of using views, or view points, also helps explain the architecture from the perspective 

of the customer/end-user, the designer and the creator (Figure 17). 

 

Scenarios

Logical-Conceptual 

View
Development VIew

Process VIew Physical View

 

Figure 17  Kruchten 4+1 Architectural View Model  

For PICOS we have slightly adapted the model by changing the description of the views, as shown in 

Table 7 below. 

 

Kruchten PICOS 

Development View Building Block View 

Physical View Deployment View 

Logical-conceptual View Trust, Privacy and IdM View 

Process View PICOS Use Cases 

Table 7  Mapping from Kruchten to PICOS view model  
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Whilst the mapping from Local-conceptual View to Trust, Privacy and IdM View is slightly unusual, 

we justify the action on the basis that both describe core internal/external functionality. 

Similarly, we map Process View to the set of PICOS use cases since their common ground is 

processes, activities and workflows (Figure 18). 

Scenarios

Building Block View
Privacy, Trust and 

IdM VIew

Deployment View PICOS Use Cases

 

Figure 18  PICOS Architectural View Model  

In the remainder of this sub-section we describe the three main views formally, before moving on to a 

more details description in sub-sections 8.2, 8.3 and 8.4. 

8.1.1  Building Block View  

The Building Block View describes how the components of the system and their relationships achieve 

their stated functionality.  Starting with the highest level of the architecture, typically 5-10 core 

components are carefully selected and appropriately named.  In so doing, the interdependencies of 

each of these components should be considered. Referring back to D4.1, this top level corresponds 

nicely to the component that we grouped at tier-0. 

Moving down from this top level ï views generally support a top down design methodology - we 

refine the views by specifying sub-components (the tier-1 components of D4.1 and/or components of 

D5.1/D6.1).  We also provide mappings between the main components and this sub level, taking care 

to document the relationships. 

8.1.2  Deployment View  

The Deployment View described the distribution of the components between mobile appliance and the 

service provider (back-end system), and in so doing describes the additional components that help 

realize the connection between the distributed parts of the system. In D4.1 we describe the 

Deployment View in the sub-section entitled Community Topologies.  An example of a deployment 

diagram is shown in Figure 19 below. 
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Figure 19  PICOS deployment diagram 

When describing how an architecture is deployed, it is tempting to consider different infrastructure 

configurations.  In D4.1 we announced that the PICOS architecture should be topology agnostic, a 

view we still hold in D4.2.  For this reason we describe only one deployment view; we believe that at a 

practical level each topology scenarios that we discuss can be addressed by this single view. 

8.1.3  Privacy, Trust and IdM View  

The Privacy, Trust & IdM View describes the non-functional (privacy, trust and IdM) aspects, e.g. 

ñwhat happens when a member wants to transfer content to another member.  (By way of an example, 

in D4.1, this action involved the Policy Manager, Privacy Advisor and Sub-community Manager.)  

Since most components have some involvement with privacy, trust and IdM, the correlation between 

the Building Block View and the Privacy, Trust & IdM View in particularly strong.  

8.1.4  Translating D4.1 into a view -based description  

The presentation of D4.1 concepts and D4.2 enhancements according to the view model approach 

involved the following: 

 Identification of D4.1 and D5.1/D6.1top-level components, and transfer of the components 

of D4.1 to the PICOS View Model.  As part of this step, components roles and descriptions 

and were analysed, including divergence between D4.1 and D5.1/D6.1, and where 

appropriate refined. 

 Re-assessment of the relationships between components at the top level, including 

alignment between D4.1 and D5.1/D6.1.  Recording of the role that each component fulfils  
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 Assessment of which requirements have not been implemented, and the selection of 

requirements that should be implemented by D4.2 (this is recorded in D4.2 under prototype 

sub-section).  Development and documentation of components that implement the selected 

requirements, including specification and documentation of the relationships between 

components and between these components and the other components of the architecture 

 Adaptation of Use Cases from D4.1, where necessary incorporating additional/new use 

cases and scenarios (particularly where these relate to privacy, trust and identity 

management aspects) 

 Creation of the Deployment View from the D4.1 description of community topologies 

 Linking of requirements to components, noting that components often fulfil multiple roles 

and that mappings can become complex to describe.  Similarly, linking components with 

PICOS features and PICOS principles. 
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8.2  Building Block View  

In D4.1 we described approximately 50 components that contributed to the PICOS architecture.  Since 

D4.1 was delivered, some of these components have undergone refinement.  A small number of new 

components have also been added.  In this sub-section we explain the changes that have occurred since 

completing D4.1.  In the Appendix we describe all current components, following the same 

presentation style as we did in D4.1.  For clarity we have introduced a new icon to highlight where a 

change exists relative to D4.1. 

PICOSD4.2 new/updated component
 

Several of the new components arise due to privacy and trust requirements that emerged as we 

considered additional application or situations in which the PICOS might be deployed.  For example, 

we investigate how PICOS communities might be foundered, and that led us to advertising.  We also 

researched privacy with regard to location information, and that led us to points of interest and new 

scenarios that suited the Privacy Advisor. 

D4.2 also addresses the economic aspect of a PICOS architecture.  Economics did not have a strong 

bearing on the first architecture, but is more influential in this revision.  The background to the 

economics perspective was discussed in sub-section 7.9.  In this sub-section we describe how 

economics ï essentially advertising ï is handled at a technical level. 

Before reviewing the advertising components, we first re-examine the components presented in D4.1. 

8.2.1  PICOS Components 

Introduction  

Forty-nine actual components were identified in D4.1 from the requirements gathering stages (as 

reported in D2.4) of the project, which are believed to be necessary to create the PICOS architecture. 

Each component is categorised according to one of five broad component headings, namely: 

 Services and Applications 

 Content Handling 

 Member Administration 

 Communication 

 Audit, Control and Reporting 

The five component groupings lead to a simple model for representing the organisation of the PICOS 

architecture, which we call the PICOS 5-layer Architecture Model (Figure 20). 
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PICOS 5-Layer Architecture Model

 

Figure 20  PICOS 5-Layer Architecture Model  

Components are assigned to ótiersô. In D4.1 we referred to the component groupings as Tier-0 

functionality.  We have subsequently decided to move to a two tier model, where Tier-0 simply 

provides a grouping capability.  The term Tier-0 is therefore dropped from D4.2. 

Individual components are described as either Tier-1 or Tier-2, depending on the breadth of 

functionality that they offer. In general, where a component relies on one or more other components 

for most of its functionality, i.e. the component coordinates interaction with other (subservient) 

components, or provides a coordinating function, is called a Tier-1 component. The subservient 

components are referred to as Tier-2. 

Tier-1

(e.g. Communication 

Management)

Tier-2

(e.g. Date/Time 

Stamper)

Tier-2

(e.g. P2P 

Communication)

Tier-2

(e.g. Network Security)

Tier-1

(e.g. Reputation 

Management)

Tier-2

(e.g. Feedback 

Management)

Tier-2

(e.g. Recommendation 

Management)

Tier-0

(e.g. Communication)

Tier-2

(e.g. Anonymisation)

Tier-0

(e.g. Services and Applications)

 

Figure 21  Example of component Tiers  

In this sub-section we present the purpose and description of each component, and show the ófirst 

levelô relationship (inter-dependency) between components. 

Note that we do not show every connection to every component. In particular we do not show 

connections to components where it is obvious from the context that such a connection would exist in 

practice, e.g. to the Event Logging and Audit components. 
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Component categories 

As previously mentioned, each component is categorised as either Tier-1 or Tier-2. In addition, each 

component is categorised, and assigned an appropriate icon, according to the contribution that it makes 

to a PICOS community with respect to communities in existence today. Components that represent a 

research opportunity for PICOS are also highlighted. 

T1
 

Tier 1 Component 

 

T2
 

Tier 2 Component 

 

PICOSdistinguishing
 

PICOS introduces the new community component 

 

PICOSenhancing
 

PICOS enhances this traditional community component 

 

PICOSresearch
 

Research within PICOS required. (Components requiring research are unlikely to figure strongly in the 

first prototype.) 
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Overview of PICOS component by contribution 

The following table lists the complete set of components.  Full descriptions of each component are 

given in Appendix A. 

 

Title T PICOSenhancing
 

PICOSdistinguishing
 

PICOSresearch
 

PICOSD4.2 new/updated component
 

Access Control 1 P P   

Application 

Orchestrator 

1  P   

Audit 1 P    

Communication 

Management 

1     

Identity Lifecycle 

Management 

1 P    

Importer/Exporter 1 P    

Intrusion 

Detection 

1 P    

Preparation Area 1  P   

Sub-community 

Management 

1 P   P 

Accountability 2  P P  

Advertising 

Service 

2 P   P 

Alarms 2 P   P 

Anonymisation 2  P   

Archive Chat 2 P   P 

Authentication 2 P P   

Authentication 

Method Selection 

2 P    

Authorisation 2 P P   

Consent 

Management 

2  P   

Contacts 

Management 

2 P   P 

Content Sharing 2 P P   
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Title T PICOSenhancing
 

PICOSdistinguishing
 

PICOSresearch
 

PICOSD4.2 new/updated component
 

Cryptography / 

Key Management 

2 P    

Data 

Minimisation 

2  P P  

Date/Time 

Stamper 

2     

Delegation 2 P    

DRM 2 P    

Event Logging 2 P    

Event 

Reconstruction 

2  P   

External 

Recommendation 

2  P P  

External Service 

Delivery 

2 P    

Feedback 

Management 

2  P   

Identity 

Translator 

2  P   

Linkability 2  P P  

Location Base 

Services 

2 P   P 

Location Sensor 2 P    

Network Security 2 P    

Non-repudiation 2 P    

Notification 2 P    

P2P 

Communication 

2 P    

Partial Identity 

Management 

2  P P  

Payment Services 2 P    

Policy 

Management 

2  P P P 

Privacy Advisor 2  P P P 
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Title T PICOSenhancing
 

PICOSdistinguishing
 

PICOSresearch
 

PICOSD4.2 new/updated component
 

Privilege 

Management 

2 P    

Profile 

Management 

2  P   

Public 

Community 

2 P   P 

Recruitment 2  P   

Registration 2 P    

Reputation 

Management 

2 P  P  

Revocation 2 P    

Scenario 

Management 

2  P   

Secure 

Repository 

2 P   P 

Service Selection 2 P    

Share Desk 2 P   P 

Social Presence 2  P   

Trust Negotiation 2  P P  

TTP Management 2 P    

User Availability 

Calendar 

2 P   P 

Table 8  Overview of PICOS components  
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Component grouping 

At the highest level, components are assigned to one of the 5 level of the architecture (in D4.1 referred 

to Tier-0 components), covering Services and Applications, Content Handling, Member 

Administration, Communication, and Audit, Control and Reporting. 

 

Services and Applications 

Tier -1 - Subcomponents  

Component Description 

Access Control Appendix E, E4 

Anonymisation Appendix E, E5 

Application Orchestrator Appendix E, E6 

Authentication Appendix E, E7 

Authorisation Appendix E, E8 

Date/Time Stamper Appendix E, E9 

External Recommendation Appendix E, E10 

External Service Delivery Appendix E, E11 

Feedback Management Appendix E, E12 

Identity Translator Appendix E, E13 

Importer/Exporter Appendix E, E14 

Location Sensor Appendix E, E15 

Notification Appendix E, E16 

Partial Identity Management Appendix E, E17 

Payment Services Appendix E, E18 

Preparation Area Appendix E, E19 

Privacy Advisor Appendix E, E20 

Recruitment Appendix E, E21 

Reputation Management Appendix E, E22 

Scenario Management Appendix E, E23 

Service Selection Appendix E, E24 

Social Presence Appendix E, E25 

Trust Negotiation Appendix E, E26 

TTP Management Appendix E, E27 

 

Content Handling Component Decryption 








































































































































































































































































































































































































































































































