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The objective of the PICOS project in general isattvance state of the art technologies that
provide privacy-enhanced identity and trust managdnfieatures within complex community-
supporting services that are, in turn, built on N&eneration Networks and delivered by
multiple communication service providers. Therefdhés deliverable serves as an inventory of
common terminology on trust, privacy and identiated aspects of identity management. The
terminology included in this deliverable has bestallished within the PICOS Consortium and
attempts to consolidate the different perspectivesa multidisciplinary report. The terms
included in this deliverable will be consideredvasrking definitions reflecting the project’s
focus, which aim at providing a common understag@imong the project partners of the main
terms that are used within the project.
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The PICOS Deliverable Series

Vision and Objectives of PICOS

With the emergence of services for professional@ndite online collaboration via the Internet, man
European citizens spend work and leisure time Imercommunities. Users consciously leave private
information online; they may also be unaware olvileg such information. The objective of the
project is to advance state of the art technoloties provide privacy-enhanced identity and trust
management features within complex community-supppiservices that are, in turn, built on Next
Generation Networks and delivered by multiple comiwation service providers. The approach taken
by the project is to research, develop, build,l talad evaluate an open, privacy-respecting, trust-
enabling platform that supports the provision ahaaunity services by mobile communication service
providers.

The following PICOS materials are available frora roject website http://www.picos-project.eu

PICOS documentation

« Slide presentations, press releases, and furthaicpdocuments that outline the project
objectives, approach, and expected results;

* The PICOS global work plan, which provides an egtef the contract with the European
Commission.
Planned PICOS results

¢ PICOS Foundatioris for the technical work in PICOS, and is buittthe categorization of
communities, a common taxonomy, requirements, acohéextual framework for PICOS
platform research and development;

« PICOS Platform Architecture and Desigorovides the basis of the PICOS identity
management platform;

* PICOS Platform Prototypdemonstrates the provision of state-of-the-antgmy and trust
technology to the leisure and business communities;

* Community Application Prototype built and used to validate the concepts ofpllagform
architecture and design and their acceptabilitysbgnarios of private and professional
communities;

« PICOS Trialsvalidate the acceptability of the PICOS concepis approach chosen from
the end-user point of view;

* PICOS Evaluationsassess the prototypes from a technical, legal souial-economic
perspective and result in conclusions and policpmamendations;

« PICOS-related scientific publicatiorsse produced within the scope of the project.
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Foreword

PICOS partners from various disciplines have cbated as authors to this document. The following

list names the main contributors for the chaptéthie document:

Chapter

Contributor(s)

1. Introduction

Eleni Kosta (ICRI-K.U.Leuven), Jos Dumortier
(ICRI-K.U.Leuven).

and usability

2.1 Terminology related to communities

Christina Koffel (CURE), Katja Liesebach
(GUF), Johann Schrammel (CURE)

2.2. Electronic and mobile
communications terminology

Georg Kramer (TMO), Tobias Kolsch (TMO),
Cathleen Simons (ATOS), Eleni Kosta (ICRI-
K.U.Leuven)

2.3 Introductory terminology on

privacy, identity management and trust

Katja Liesebach (GUF), Petr Svenda (Masaryk
University), Vicente Benjumea (UMA),
Cathleen Simons (ATOS)

2.4 Legal terms regarding data
protection and identity management

Eleni Kosta (ICRI-K.U.Leuven), Cathleen
Simons (ATOS)

2.5 Architecture and technical
terminology

Stephen Crane (HPL), John O’Connell (HPF),
Jean-Francois Coudeyre(HPF)

2.6 Terminology on assurance of
technical trust and privacy properties

Issac Agudo (UMA), José Luis Vivas (UMA),
Tobias Scherner (GUF)

3. Closing remarks

Eleni Kosta (ICRI-K.U.Leuven), all contributors

A.1 Glossary of angler and fisheries
terminology

Bernd Ueberschar (IFM GEOMAR)

A.2 Terminology related to online
gaming communities

Katja Liesebach (GUF), Christian Kahl (GUF)
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List of acronyms

AA Attribute Authority

AARL Attribute Authority Revocation List

AC Attribute Certificate

ACRL Attribute Certificate Revocation List

CRL Certificate Revocation List

DBMS Database Management System

dCRL Delta CRL

DIT Directory Information Tree

DN Distinguished Names

DNA Deoxyribonucleic Acid

EPRL End-entity Public-key certificate Revocatiast L
ICRL Indirect CRL

IDM Identity Management

IEC International Electrotechnical Commission
IMS Identity Management System

IP Internet Protocol

ISO International Standardisation Organisation
ITU International Telecommunication Union
JTC Joint Technical Committee

OASIS Organization for the Advancement of Strudtiméormation Standards
P2P Peer-to-Peer

P3P Privacy Preferences Protocol

PIN Personal Identification Number

PKI Public Key Infrastructure

SAML Security Assertion Markup Language
SOA Source of Authority
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TA Trust Authority
TPM Trusted Platform Module
W3C World Wide Web Consortium
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1 Introduction

Eleni Kosta and Jos Dumortier (ICRI-K.U.Leuven)

The Taxonomy deliverable (D2.1) is the first detadade of the PICOS project and is one of the
activities of Work Package two, which bears theegahtitle ‘Requirements’. The objective of the
PICOS project in general is to advance state ofattidechnologies that provide privacy-enhanced
identity and trust management features within cexmommunity-supporting services that are, in
turn, built on Next Generation Networks and delageby multiple communication service providers.

Therefore, this deliverable serves as a reposgbopmmon terminology on trust, privacy and identit
related aspects. The terminology included in tldkvdrable has been established within the PICOS
consortium and attempts to consolidate the diffiepenspectives of different research disciplindgsT
multi-disciplinary activity cooperates thereforglwcommunity research activity, and forms a point o
reference for the rest of the project.

As this deliverable is being prepared at the bagmof the project, it is impossible to create k liat

of all the terms that will be critical for PICOS cato clearly define their special meaning in the
context of the project. The terms included in ttiediverable will therefore rather be considered as
working definitions reflecting the project’'s focushich aim at providing a common understanding,
among the project partners, of the main termsareaused within the project.

The main instrument used for the initial collectmfrterms was an internal wiki, hosted on the imdbr
PICOS website, which was enhanced and elaboratéiebgonsortium members. The principle aim of
PICOS is to research, develop, build, trial andileate an open, privacy-respecting, trust-enabling
identity management platform that supports the igiom of community services by mobile
communication service providers. Taking this mam eto account, we identified the areas of major
importance for PICOS and decided to focus on thmitmlogy used in these areas. These areas are:

* Terminology related to communities and usability

* Electronic and mobile communications terminology

* Introductory terminology on privacy, identity maragent and trust
* Legal terms regarding data protection and idemtignagement

* Architecture and technical terminology

« Terminology on assurance of technical trust andagy properties

As the borders between some of the aforementioaejories are not very clear, it had to be decided
how the terms would be classified under the releeategories. It might be surprising at first sirt

the reader to see that relevant terms are inclugetbr different sections. For instance the term
“identity management” is listed under section ‘2I8troductory terminology on privacy, identity
management and trust’, while the term “identity eggment system” is mentioned in section ‘2.5:
Architecture and technical terminology’. The diffatiation in this example has a simple explanation
in that while the term identity management belotogthe introductory terminology of basic terms on
privacy, identity management and trust, the terelated to identity management systems are of a
more technical background. Moreover, some verych@sims are mentioned in more than one section,
as in the case of “Trust”, which is mentioned both'2.3: Introductory terminology on privacy,
identity management and trust’ and in ‘2.6: Ternogy on assurance of technical trust and privacy

Copyright © 2008 by the PICOS consortium - All rights reserved.

The PICOS project receives research funding from the Community’s Seventh Framework Programme.

PICOS_D2_1_Taxonomy_V1_0_Public_corr.doc Page 8 of 101 Public Version 1.0



e

PICOS

properties’. This happens because the term igyaifgiant importance in both categories of termd an
it has a different interpretation under each onghem.

D2.1 Taxonomy

The PICOS project is mainly focusing on online amobile communities that exist in the real world
and utilise online services to support their atiggl In order to be able to first conceptuallyidethe
context of PICOS and, at a further stage, to test glatform that is to be built, three types of
communities were chosen to be analysed: the anghnigne gaming and independent taxi drivers’
communities. Although the terminology related te thst aforementioned community is trivial and
known to the broader public, the other two comniasihave terms unknown not only to the reader of
the output of PICOS, but also to (at least the nitgjmf) the consortium partners. Therefore, an
Appendix was also drafted that includes definitions(i) the Angler and Fisheries Terminology, and
(ii) Online Gaming Communities. A third Appendixcindes a list of all the terms for the convenience
of the reader.

2 Terms and definitions

2.1  Terminology related to communities and usability
Christina Koffel (CURE), Katja Liesebach (GUF) and Johann Schrammel (CURE)

In the past few years, communications bandwidthihagased and mobile personal computing and
communication devices with high computing procegsgower have become ubiquitous. These new
technologies are widely available to citizens &t st and enable the creation of many communities
of ICT end-users, and the offering of round-thezklaccess to the services that are provided by/for
their communities [33]. The PICOS project is maifdgusing on online and mobile communities that
exist in the real world and utilise online servitesupport their activities. Such communities cary
significantly between one another and can, for etameither be oriented around private or
professional activities, have open or controlledniership, have or not have legal status, and have
differing types of data exchange (e.g., voice aushiti images, video, et cetera). In this broadteat,

and given the diverging needs and expectationaaf eommunity, PICOS aims at building a state-of-
the-art platform for providing the trust, privacynda identity management aspects desired of
community services and applications on the Inteanetin mobile communication networks.

Therefore, it is rendered necessary to commench thié description of the terms related to

communities and usability. Defining the types ofmtounities as a first step is essential in order to
allow the reader to understand the landscape WRKL®S wishes to build its platform. As already

pointed out above, the terms included in this éedble, and consequently in this chapter, will be
considered as working definitions reflecting theject's focus, which aim at providing a common

understanding among the project partners of then reaims that are used within the project. Terms
relating to communities and usability that are edirby popular science, as well as wide spread
definitions, have made finding the perfect deforis, at such an early stage of the project, edpecia

hard, and even partially impossible. This is teason why this part contains, to some extent,
descriptions of terms instead of scientific defons.

This chapter is further divided into three parect®n one presents the basic terminology regarding
online and mobile environments in order to deplwy $pecific definitions about communities that are
covered the second section; and the third sedirmally, discusses the most important terms regeaydi
usability in the context of PICOS. The terms irstbihapter are not listed in alphabetical order doeit
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rather presented in a logical order, so that thdeecan use the first terms to understand thewoig
ones.

D2.1 Taxonomy

2.1.1 Basic terminology for online and mobile environments

2.1.1.1 Context-rich Environments

Environments and applications are called contett-kivhen they possess a wide set of influencing
parameters that entail a variety of use cases @emnbsos. Such contextual information comprises of
profiles (of resources, locations and users) amdonented references, and can be of a static @g.
invariant user profile data) or dynamic (e.g., helaracteristics of relationships) nature. Basethen
opinions expressed by [26], one example for a otmieh environment is the World Wide Web (or
simply “Web”).

2.1.1.2 Web 2.0

Web 2.0 is a term describing the trend in the dWs&'arld Wide Web technology and web design that
aims to enhance creativity, information sharingj,anost notably, collaboration among users. These
concepts have led to the development and evolatiomeb-based communities and hosted services,
such as social-networking sites, wikis, blogs, datksonomies” [67]. The term and concept were
primarily coined by Dale Dougherty and Craig Clidering a conference brainstorming session in
2004, and were made popular by the article "Whatveb 2.0" by Tim O'Reilly in 2005 [46]. A
concise definition of “Web 2.0” can be found in [4Which states that “Web 2.0 is the business
revolution in the computer industry caused by tlwvento the Internet as platform, and an attempt to
understand the rules for success on that new phaitfo

2.1.1.3 User

Users are persons that are using a system or fpadystem or service to initiate or complete tasks
for information, installation, maintenance or tiag purposes. From a usability perspective it is
necessary to distinguish between users, clientstakeholders (based on http://usecon.com, [61]).

In the context of PICOS, users are defined asatgns that are members of an online or mobile
community and who are using the PICOS communitgfquia.

2.1.1.4 Stakeholder

Stakeholders are all persons and organisationsestésl in a system or product because of financial,
commercial or legal interests. All important staddelers should be known and accounted for at the
very beginning of a development process. Otherwesplirements of the project will only be detected

during the development process, or even from tteg lese of the product (http://usecon.com).

In PICOS, the following stakeholders can be idadif community members, community service
providers, mobile operators, service providers @atiorm providers.

2.1.1.5 Client

From a usability point of view, there are two staddelers that can adopt the role of a client: the
purchaser of a product, and the end-user. As thehpser of a product is not necessarily the end-use
as well, the motivation of the user and client eary from one another.

The field of usability is generally focused on #hetual use of a system by the user. Thus, the term
“client” will be distinguished from the use of theord in the technical area, where clients are
applications that access remote services on anstfsem. In a broader sense, clients can also be
understood as devices, such as mobile phones (bag#tp://usecon.com, [67]).

Copyright © 2008 by the PICOS consortium - All rights reserved.
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In PICOS, two different types of clients can betidguished: the operators (providers) of online or

mobile community portals that are using the PIC@®nework, and the end-users that are using the
provided portals.

D2.1 Taxonomy

2.1.1.6 Interaction

Interaction describes an action-reaction systeindteurs when two or more entities (such as persons
components of systems, services, et cetera) haedfest upon one another. The idea of a two-way
effect is essential in the concept of interactemppposed to a one-way causal effect. In cortvdbe
computer science world where interaction oftenrsefe transaction and communication, interactions
between humans can be distinguished between cativerstransaction and collaboration (based on
[67]).

In the PICOS project, interaction is defined as angion-reaction that occurs between the PICOS
community platform and the user, between the platfand the operators, between the users
themselves.

2.1.1.7 Online Collaboration

Collaborative interactions between people usingltiernet are named as online collaboration. In
general, online collaboration involves multiple pEoworking to achieve a common goal by using

online-based collaborative tools or applicationgasbns for online collaboration can be the
development of an idea, the creation of a desigd,the achievement of a shared goal. An online
collaboration platform is an electronic platformathsupports synchronous and asynchronous
communication, cooperation and coordination throagbariety of devices and channels. Record or
document management, threaded discussions, augtibryni and other collaboration supporting

mechanisms designed to capture the efforts of manya managed content environment are typical
of these kind of platforms (based on [67]).

Online collaboration between PICOS community membikes place when they are actively
interacting, i.e., communicating and collaborativig,the PICOS community platform.

2.1.1.8 Content

Content can be seen as information and experighaemay provide value for a user or audience. The
word “content” is often used simultaneously to reafe media, which is erroneous as it really means
the content of the medium rather than the mediseifitLikewise, the single word “media” and some
compound words that include “media” (like multime@nd hypermedia) are also instead referring to a
type of content (based on [67]).

2.1.1.9 Social Capital
In the literature, definitions of the term “soct@pital” vary widely — depending on the background
and personal opinions of the authors. A basic difinis given by Sirianni and Friedland [54]:

Social capital refers to those stocks of sociaktyummorms and networks that people can draw
upon to solve common problems. Networks of civigagement, such as neighbourhood
associations, sports clubs, and cooperatives, areessential form of social capital, and the
denser these networks, the more likely that mendfesscommunity will cooperate for mutual
benefit.
In PICOS, where virtual communities are the foclimeestigations, “social capital” can be defined,
as according to Daniel, Schwier, and McCalla, asctemmon social resource that facilitates
information exchange, knowledge sharing and knoggecbnstruction through continuous interaction
built on trust and maintained through shared undading” [17].
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2.1.1.10 Social Cohesion

Similar to “social capital”, there are a varietydsfinitions for the term “social cohesion”. Seebah
social capital and social cohesion as a unit, ag important dimensions of the standard of livihg,
most appropriate definition is given by FerroniJj2dho states that “[s]ocial cohesion is the cafyaci
for cooperation in society based on the set oftpeseffects accruing from social capital, in aduht
to the sum of factors promoting equity in the digttion of opportunities among individuals”.

D2.1 Taxonomy

Adapted to PICOS, social cohesion can be descriloedrding to [31] as “the ongoing process of
developing a community of shared values; sharedlectges and equal opportunity [...], based on a
sense of trust, hope and reciprocity among all canitp members”.

2.1.1.11 Community Cohesion
As described in [65], a cohesive community haddHewing characteristics:

* There is a common vision and a sense of belongigether.

» The diversity of people’s different backgrounds awrdumstances are appreciated and
positively valued.

* Those from different backgrounds have similar difgportunities.

» Strong and positive relationships are being devedgetween people from different
backgrounds in the workplace, in schools and witlgighbourhoods.
In essence, community cohesion is about recognisimgporting and celebrating diversity. It's about
creating an environment where there is mutual tsped appreciation of the similarities and
differences that make people unique.

Accordingly, “community cohesion” can be adaptedPt€OS in a way that it refers to the aspect of
togetherness and bonding exhibited by members adnamunity. Community cohesion acts as the
“glue” that holds a community together.

2.1.2 Communities

2.1.2.1 Social Network

A social network is a structure representing sagkltions between entities often visualised bygsa
containing nodes and edges. Social network strestare built based on one or more specific types of
interdependency, such as values, visions, ide@andial exchange, friends, kinship, dislike, cafli
trade, web links, sexual relations, disease trassion (epidemiology), or airline routes. The raaglt
structures are often very complex (based on [67]).

2.1.2.2 Social Network Analysis (SNA)

Social network analysis offers the methodologydnaeptualise, to analyse and to interpret pattefns
social ties by means of the visual and mathemagicalysis of relationships between entities (see al
[44]). An important parameter is the location ofartity in the network. The measurement of network
location is finding the centrality of a node. Byisthinsight into various roles and groupings in a
network is given, i.e., information about who amweectors, mavens, leaders, bridges, isolates, and
where clusters are and who is in them, who isettre of the network, and who is on the periphery.

In PICOS, applying SNA to communities can provide understanding of communities’ overall
behaviour and development, and furthermore, résitidicators for their guidance and support.
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2.1.2.3 Node

A node is an abstract basic unit used to builddéhklata structures such as trees, linked lists, and
computer-based representations of graphs. Edgeshargraphical lines connecting the nodes. In

social networks, nodes are the individual actorthiwithe networks, and edges or ties are the
relationships between the actors.

D2.1 Taxonomy

2.1.2.4 Communities
As admitted by [25], there is no precise definitiminthe term “Community”. According to him, the
most general class of community is a set of pecpéeacterised by the following parameters:

e Community members share an awareness of being édenem a particular community.
Community awareness is a state of mind that gogsnaemore intellectual perception of a
factual state. It also includes an emotional ti¢he community and is connected with the
will to be a part of it.

* A dense net of social relations exists among thenlbees with a special emphasis on
communication relations.

e« Community members have a common pursuit which espk motivation to actively
participate in a community and which also impliesea of rules or conventions within a
community.

e« Community members share one or more similar petspasmeters where common
location of living or working and common interestee prominent examples. This gave
raise to characterizations or terms such as contgnohipractice, community of interest
etc [25].

In general, it can be said that a community is eiabagroup of entities sharing an environment,
normally with shared interests. In contrast to aletworks, which only represent entities thatiare
contact, relations in (human) communities are sgeonand, generally, a common objective is crucial
for their cohesion. In communities, intent, beliefsources, preferences, needs, risks and a nwhber
other conditions may be present and held in comitgnay also affect the identity of the participant
and their degree of cohesiveness.

From a psychological point of view, the motivatifor participating in communities can be of an
intrinsic or extrinsic nature. Intrinsically-motitead people behave and act driven by internal factor
such as, for example, the motivation related toplleasure of doing a task itself, or from the serfse
satisfaction in completing or even working on tteesk. This kind of behaviour is characteristic fu t
participation in private (leisure) communities. dantrast, external factors, such as rewards, money
and grades often additionally influence the mentlipri& professional communities (based on [67]).

2.1.2.5 Types of Communities

In the literature, a variety of approaches can tend to categorise communities — such as
private/professional communities, online/offline nmounities, consumer-/business-oriented
communities, et cetera — depending on the maincésms which they are focussing ([9], [23] and
[37]).

Since none of the available schemes matches the a@lirthe PICOS project, the categorisation of
communities is the focus of a separate PICOS dalle [PICOS, D2.2 Categorisation of
Communities]. The PICOS categorisation is, amorngiothings, based on the dimensions of usage,
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context and purposes, structure, expected lifeame formation characteristics, community member
characteristics, interaction characteristics, aungeneration aspects, and type of media.

D2.1 Taxonomy

Since online and mobile communities are of speicitdrest in the framework of PICOS, a short
definition of these community types follows.

2.1.2.6 Online Community/Virtual Community

An online community is a group of people that prillgainteract via information and communication
technologies. Online communities have also becomgpplemental form of communication between
people who know each other primarily in real life.

Various means are used in social software sepgratein combination, including text-based chat
rooms and forums that use voice, video text orargaSignificant socio-technical change has redulte
from the proliferation of such Internet-based sbeiatworks. The agglomeration of all online
communities is sometimes called the metaverse gbas¢59]).

2.1.2.7 Mobile Community

A mobile community is a group of people generalhjted by shared interests or goals who interact
either only by means of location-independent compation information and communication
technologies or (also) via community platforms padog relevant mobile interfaces to their services.

2.1.2.8 Social Networking Community

With the rapid development of ICT and the posdib#ito access the Internet, a special kind ohenli
community has emerged during the last years: soetatorking communities (such B/Space.coin
Their intention is to provide a platform to primgrconnect people who share interests and actyitie
or who are interested in exploring the interest$ activities of others. Besides those who are ezgjag
in the self-initiated exploring and joining of atwerk, an initial set of founders might also send o
messages inviting members of their own personalarés to join them or their own networks,
respectively. New members repeat the process,inlbusasing the total number of members and links
in the network.

2.1.2.9 Mass Online Social Network

In the context of Social Networking Communitiess tlerm “mass social network” emerged referring
to communities that encompass a considerable anaumembers. They consist sometimes of the
majority of the activities that can be done bycategories of social networking communities. They
are also arenas that are rapidly allowing lessKgkasers to gain the necessary knowledge to move
on to other niche-specific networks. Well known maasline social networks aF@acebookMyspace
andOrkut (based on [51]).

2.1.2.10 Community Member
A community member is a person that is particigatimand using an online community. Regarding
their communication behaviour, community memberslmadistinguished as follows [41]:

* Founders are a group of people that has launched and pu community by inviting
members (e.g., using contacts from their persoetork).

* Experts have detailed and specific knowledge and expegigvithin the domain of analysis.
They own a central position in the network, and tiygsossess of a high number of external
linkages. In the literature, synonyms for this rafeelude communicator, ambassador,
connector, gatekeeper, and “linkerati”.
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* Knowledge brokers (or bridges) have some knowledge of “who knows what”. They dbuil
bridges between different clusters of otherwiseonnected sub-parts of the network.

D2.1 Taxonomy

» Contact persons (or agents) take a brokerage position in that they providetacts with the
experts without actively communicating the relevknowledge themselves. They have an
intermediary position between central (expert) padpheral (consumer) network members.

* Knowledge consumers ask for knowledge from the experts. They havergperal network
position.
In Internet culture, “lurkers” have come to play additional and important role in the framework of
communities. A lurker is a person who reads disonsson a message board, newsgroup, chat room,
file sharing or other interactive system, but nagsrticipates (based on [67]).

Besides the above mentioned roles, further sodl@srcan be distinguished based on the social
behaviour of users in communities. For example,aRdis classification of active users comprises of
creators, critics, collectors, sociables, and oo [51].

2.1.2.11 (Online) Community Service

In general, community services refer to serviced #re performed by an entity (i.e., a person or
organisation) for the benefit of the community astele [67]. Hence, an online community service
can be either seen as the service an entity prevaean online community, or a service for the user
itself provided through or by the community.

2.1.2.12 Social Networking Service

A social network service uses software to buildrankocial networking communities for people who
share interests and activities, or who are intetkst exploring the interests and activities ofeoth
Most services are primarily web-based and providelkction of various ways for users to interact,
such as chat, messaging, e-mail, video, voice @ilasharing, blogging, discussion groups, an@is0
The main types of social networking services amsé¢hthat contain directories of some categories
(such as former classmates), and are used as asn@aronnect with friends and recommender
systems linked to trust. There have been some pi$eim standardise these services, for example, by
using the “friend of a friend” standard or the oeuirce initiative. By using these standards, tedn

for duplicate entries of friends and interests dcag avoided. However, this has led to some coscern
about privacy, such as the possibility of autonsdiycanalysing data and relationships between users
(based on [67]).

2.1.2.13 (Community) Service Provider
A community service provider is an application pdey that provides community services to users
(cf. section 2.2.3).

2.1.2.14 Service Aggregators

Service aggregators supply a broad range of difteservices such as video or multimedia. Ranging
from full-fledged applications to small fragmentiscode that can be integrated into larger programs,
they allow users to aggregate e-mail services, meats, or feeds into a single interface.

Web-based aggregators, which are of relevance f0©8B, are applications that reside on remote
servers and are typically available as web apphinaf such assoogle Readeor Bloglines As the
application is available via the Web, it can beessed anywhere by a user with an Internet
connection.
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2.1.2.15 Collaborative Software

The term “collaborative software”, also known asupware, refers to software applications (e.g. e-
mail, calendars, wikis, text chats) that are inezhdo support the distributed collaboration,
coordination and cooperation of people. Usuallyllatorative software is used for professional
purposes.

D2.1 Taxonomy

2.1.2.16 Social Software/Social Network Application

With the spreading of social networking communitesl the emergence of new collaborative tools,
such as wiki and blog, the term “social network”swained in 2000. Social software is, in general,
defined as a range of web-based social networkcagpigins. These applications allow users to interac
and share data with other users. This computeratediicommunication has become very popular
with social sites likeMySpaceand Facebook media sites likd-lickr andYouTube and commercial
sites like AmazonandeBay According toWikipedig many of these programs are service oriented
(customisable), and have the ability to upload datmedia. According to Schmidt, three application
areas for social software can be identified [53]:

« Information Management allowing for the retrieval, assessment and managewfeonline
(available) information.

» ldentity Management allowing for the representation of one’s own idntin the Internet.

* Reation Management allowing for the mapping of personal contacts, theaintenance and
the establishment of new relations.

2.1.2.17 Social Media and Content Sharing

The term “social media” describes a new set ofrie channels that enable shared community
experiences, both online and in person. A commuriitythis context, is a group of people with
common interests who connect with one another amleplay, work, organise and socialise. Social
media allow people with basic computer skills tib tleeir stories using publishing channels, such as
blogs, video logs, photo sharing, podcasting arkiswiSocial media and content sharing sites like
YoutubeFlickr andWikipediaallow the dissemination of all sorts of contend amake it accessible in
all contexts possible [51].

2.1.2.18 Blogs and Microblogs

A Weblog, or simply, a “blog”, is a website thatripelically contains new entries. A blog is usually
maintained by an individual, with regular entrielscommentary, descriptions of events, or other
material, such as graphics or video (based on.[@H¢ blogosphere (i.e., the collectivity of blogs)
an immense social network interconnected by comsnera@de on blogs and blogrolls (i.e., lists of
blogs in the sidebar of a blog). Blogs diffuse rages, provoke debate, spread “the word” and
influence opinions on products. Writing a blog alfothe creation of corporate content that lives
outside the corporate structure and producesdriaffa more efficient way [51].

2.1.2.19 Forum

A forum is an Internet Chat Room usually devotedne particular subject, allowing participants to
share experiences, advice and information withasmaher [24]Wikipediadescribes the term as “[a]n
Internet forum is a web application for holding alissions and posting user-generated content.
Internet forums are also commonly referred to ab feeums, message boards, discussion boards,
(electronic) discussion groups, discussion forum#ietin boards or simply forums” [67].
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2.1.2.20 Wiki

A wiki is a collaborative web application that alle users to add content, as on a forum, but also
allows anyone to edit the content [24]. AccordingNikipediafor instance, a wiki is a collection of
web pages designed to enable anyone who accessescantribute or modify content, using a
simplified mark-up language. Wikis are often usedcteate collaborative websites and to power
community websites [67].

2.1.2.21 Chat Room

A chat room is a term used to describe any fornsyofchronous conferencing, occasionally even
asynchronous conferencing. The term can thus megrieghnology ranging from real-time online
chat over instant messaging and online forums Ity iimmersive graphical social environments [67].
Therefore a chat room is an Internet environmenwliich participants can write messages to each
other [24].

2.1.2.22 Instant Messaging

Instant Messaging (IM) is a form of real-time commiuation between two or more people based on
typed text. The text is conveyed via computers ected over a network such as the Internet.[67]

Webopediadescribes Instant Messaging as a type of commitimisaservice that enables users to

create a kind of private chat room with anotherr useorder to communicate in real time over the

Internet, analogous to a telephone conversatiorusing text-based, not voice-based, communication
[64].

2.1.2.23 Web Portal

According toWikipediag “a web portal is a site that provides a singlection via a web page or site”.
Web portals often function as a point of accegaftrmation on the Web. Portals present information
from diverse sources in a unified way. Aside frdra search engine standard, web portals offer other
services such as e-mail, news, stock prices aradaininent, and act as a service provider. Portals
provide a way for enterprises to provide a constdtmok and feel with access control and procedures
for multiple applications, which otherwise wouldveebeen different entities altogether.

2.1.2.24 Community Web Portal

Community Web Portals serve as portals for therinfdion needs of particular communities on the
Web [57]. In their "Electronic Transactions on Adial Intelligence", Erdmann et al. [19] describe
community web portals as web portals that servéiigls quality information repositories for the
information needs of particular communities on Yieb. A prerequisite for fulfilling this role is the
accessibility of information. In community portatkjs information is typically provided by the user
of the portal, i.e., the portal is driven by thentounity for the community (based on [19]).
Furthermore, community web portals are used to mircontact with other community members.

D2.1 Taxonomy

2.1.2.25 Social Bookmarking

Social bookmarking is a way of storing, classifyisbaring and searching links through the practice
of folksonomy techniques (see the section on Sdagbping/Folksonomy below) on the Internet. In a
social bookmarking system, users store lists ofrirdt resources that they find useful, and other
people with similar interests can view the links dgtegory, tags, or even randomly [24]. Jean-
Francois Renaud [51] defines social bookmarkingssés sites that have the practical advantage of
sharing and reusing bookmarks anywhere on the \Whbse sites, notably, allow links to point
towards a site, but also to propagate informatmari exclusive community. The most well known
bookmarking sites amel.icio.us MagnoliaandStumbleupon
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2.1.2.26 Social News

Digg, Propeller andReddit(for English-speaking communities), ScoopepNuouz Wikio andFuzz

(for French-speaking communities) are typical dooéws sites. These sites are suitable to reach the
linkerati (a group of users prone to create linkwards a site), and increase performance in search
engines [51]. According to (http://webtrends.abown/od/glossary/g/socialnewdef.htm), social news
is a kind of social bookmarking website that isidattd to current news, or a specific type of news
such as sports or entertainment.

D2.1 Taxonomy

2.1.2.27 Social Tagging/Folksonomy

Wikipediadescribes the term “folksonomy” as the practice mwethod of collaboratively creating and
managing tags to annotate and categorise conteatinitrast to traditional subject indexing, metadat
here is generated not only by experts, but alsorégtors and consumers of the content. Folksonomy
is a portmanteau of the words folk and taxonomyickea folksonomy is a user-generated taxonomy.

According to this definition, social bookmarkingnche seen as sub-category of social tagging, #ince
includes blogs, pictures and social tagging en{i6@$. Thomas Vander Wal defines folksonomy as
the result of the personal free tagging of infolioratnd objects for one’s own retrieval. The vabdiie
this external tagging is derived from people ughwjr own vocabulary and adding explicit meanings,
which may come from an inferred understanding & ihformation or the object [62]. Another
definition of social tagging is made by Jakob Vas;ording to whom the term “tagging” is referred
to as, among other things, collaborative taggingijat classification, social indexing and folksonom
[63].

2.1.2.28 Social Searching

Social searching ranges from shared bookmarksdorigigive labels. It efficiently combines computer
algorithms with human intelligence. Social searshare people that use websites (mostly social
networks) to investigate specific people, with whtitay share an offline connection, to learn more
about them [36].

2.1.2.29 Social Browsing
Social browsers are persons that use websiteslgnsasial networks) to find people or groups online
with whom they would want to connect offline [36].

2.1.3 Usability

2.1.3.1 Human-Computer Interaction (HCI)

Wikipediadefines human-computer interaction (HCI) as thehstof the interaction between people
(users) and computers. It is often regarded asirttegsection of computer science, behavioural
sciences, design and several other fields of stundgraction between users and computers occurs at
the user interface (or simply interface), whichliles both software and hardware, such as, for
example, general-purpose computer peripherals angg-scale mechanical systems like aircraft and
power plants [67]. Human-computer interaction subfield within computer science concerned with
the design, evaluation, and implementation of adgve computing systems for human use, and with
the study of major phenomena surrounding them
(http://www.dgp.toronto.edu/people/ematias/faq/G/Gtml).
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The PICOS project will allow the researchers toestigate the design implications of interactive
communities and their implementation. Furthermogealuation techniques applicable to online
communities will be explored and assessed.

2.1.3.2 Usability

Usability describes the ease of use and the clafityhardware or software-based system, and should
be understood as the quality of a technical sysMareover, usability treats the design of a system
according to the findings of ergonomics and deserilhe ease of a person accomplishing a goal using
a given software system. In other words, it defitles objective and subjective quality of an
interaction with a system; the quality of a sysfeom the perspective of the actual user with define
intentions. Learnability, efficiency, memorabilitpw error rate and subjective satisfaction areeda
determining the usability of a system (http://usecom).

D2.1 Taxonomy

Two international standards further define usabdind human-centred design:

e Usability refers to “the extent to which a prodeain be used by specified users to achieve
specified goals with effectiveness, efficiency aadisfaction in a specified context of user”
(1SO 9241-11).

* “Human-centred design is characterized by: thevacitnvolvement of users and a clear

understanding of user and task requirements; aroppate allocation of function between
users and technology; the iteration of design &wigt multi-disciplinary design” (ISO 13407,
http://usability.gov).

The community platform developed within the PICO8jgct will be evaluated for its usability by

assessing its learnability, efficiency, memorailérror rate and subjective satisfaction usingilisa

evaluation methods, along with the application g@ngies. As a result, a usable and understandable

system will be created, allowing for a highly etfee and sufficient user experience.

2.1.3.3 Ergonomics

Ergonomics is a scientific discipline concernedhwihe design of objects and tasks in order to
improve the quality and efficiency of human work.elxamines the concurrence of humans, the
environment and tasks. According Wikipedia however, ergonomics is not only the scientific

discipline concerned with design according to humeeads, but it is also the profession that applies
theory, principles, data and methods to designrdemto optimize human well-being and overall

system performance [67]. The field is also callathn engineering, and human factors engineering.

2.1.3.4 User Experience

User Experience broadens the focus of usabilitye Uiber is not interacting with an isolated system
anymore, but he or she is rather involved in an@eh environment where different parties try to
communicate and collaborate at the same time. Wiféarent systems are to be distinguished from
each other, it is not enough to detect its usgbititgood system also provides a good user exmerien
(http://lusecon.com).

2.1.3.5 Usability Measurements
It is important to point out that usability is r@tsingle, one-dimensional property of a user iatsf
According to (http://usability.gov), usability iscambination of factors including:

* Easeof learning: how fast can a user who has never seen the niseface before learn how
to use it sufficiently well to accomplish basicks3
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« Efficiency of use: once an experienced user has learned to usgdtens how fast can he or
she accomplish tasks?

D2.1 Taxonomy

« Memorability: if a user has used the system before, can hieeoresnember enough to use it
effectively the next time, or does he or she havaart over learning how to use it?

e Error frequency and severity: how often do users make errors while using tlstesy, how
serious are these errors, and how do users refrovethese errors?

* Subjective satisfaction: how much does the user like using the system?

2.1.3.6 User Interface/Human Machine Interface (HMI)

The user interface, or Human Machine Interface (J;Nd the aggregate of means by which users
interact with a system, which could be a particufechine, device, computer application or another
complex tool. The user interface provides means of:

* Input, allowing the users to manipulate a system; or

¢ Output, allowing the system to produce the effects ofttbers’ manipulation.
The design of a user interface affects the amotetfort the user must spend to provide input fo t
system and to interpret the output of the systerd,Fow much effort it takes to learn how to do .this
Usability is the degree to which the design of dipalar user interface takes into account the huma
psychology and physiology of the users, and makegtocess of using the system effective, efficient
and satisfying (based on [67]).

2.1.3.7 Graphical User Interface (GUI)

A Graphical User Interface (GUI) is a type of ussterface that allows people to interact with a
system — mostly electronic devices like computbes)d held devices (MP3 players, portable media
players, gaming devices), household appliances adfice equipment. As opposed to traditional
interfaces, it presents graphical icons, visuaicattrs or special graphical elements called “widge
The icons are often used in conjunction with téahels or text navigation to fully represent the
information and actions available to a user. Bataad of offering only text menus, or requiringdgp
commands, the actions are usually performed thraligitt manipulation of the graphical elements
(based on [67]).

2.1.3.8 User-Centred Design (UCD)

User-centred design (UCD) is an approach for enipipysability. It is a structured product
development methodology that involves users throughll stages of product development, in order
to create a system that meets users’ needs. Tipigagh considers an organisation's business
objectives and the user’'s needs, limitations, aefepences (based on http://usability.gov). Theeefo
user-centred design actively engages end userdl istagges of the design process in order to
understand and address their needs [24].

2.1.4 Usability Evaluation Methods

2.1.4.1 User Evaluation

A user evaluation is the systematic inspection efystem by users accomplishing certain tasks in a
controlled environment. For the PICOS project, fabary usability tests of the PICOS software are an
integral part of the assessment of the usabilithefsystem.
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2.1.4.2 Focus Group

According to (http://usability.gov), a focus groigpdescribed as a moderated discussion among eight
to twelve users, or potential users, of a systertypical focus group is moderated by one discussion
leader, lasts about two hours and covers a ranggmfs that are decided on beforehand. Furthermore
a guideline is created in advance that descriteesdbrse of the focus group.

D2.1 Taxonomy

As part of the the PICOS project, focus groups bdliconducted with the major stakeholders, such as
community members or service providers, in ordesltow a better understanding of their needs and
requirements.

2.1.4.3 Personas

Personas are a design tool based on the ideasanf@doper, who is also considered to be the father
of Visual Basic. In 1999, he released a book entitlThe Inmates are Running the Asylum", which is

considered to be the founding work in the fielgpefsonas. According to [16], personas are “a peecis

descriptive model of the user, what he wishes tm@aplish, and why. [... They] are based on the

behaviours and motivations of real people. Theyasgnt them throughout the design process” [16].
Personas are also a detailed description of anim@aggperson that embodies shared assumptions
about users of a product, data regarding usergpuaodduct, or both [49].

In the PICOS project, personas can and will be tsedhify the image of the users of the PICOS
community software for all persons involved in pgreject (i.e., project members).

2.1.4.4 Usability Tests

Usability tests are the most renowned method torige the usability of a system. They combine a
survey of a user’s interaction with the system viitterviews and targeted questions. In a usability
test, representative users try to do typical tasih the system, while observers, including the
development staff, watch, listen, and take notég. §ystem can be a web site, web application, yr an
other product, which does not have to be finisliegb(/usability.gov).

During the course of the PICOS project, usabiliéggts will be conducted to identify usability
problems, problems with the information architeetand potentials for user interface and interaction
improvement of the PICOS system.

2.1.4.5 Expert Based Evaluation
In expert based evaluations, usability expertsénspystems according to certain principles. Uggbil
inspection methods using experts are heuristicuatian and cognitive walkthrough.

Expert based evaluations of PICOS interfaces antbiypes are an essential part of the usability
evaluation of the project.

2.1.4.6 Interviews

Individual interviews typically refer to talking i one user at a time (for 30 minutes to an hcac f

to face, by telephone, or with instant messagingtbber computer-aided means. These interviews do
not involve watching a user work. Thus, this idatiént from interviewing users in a usability tagti
session or conducting contextual interviews (hfapability.gov).

For the PICOS project, interviews will be condudiedombination with usability tests.

2.1.4.7 Community trials
Community trials are trials designed for the evabama of lifestyle interventions that cannot be
allocated to individuals.
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Since PICOS is focusing on online and mobile comities) different types of communities are

examined (as such) on certain aspects of the PIG®m. Therefore, requirements can be detected
and feedback to existing prototypes can be given.

D2.1 Taxonomy

2.2  Electronic and mobile communications terminology
Georg Kramer (TMO), Tobias Kolsch (TMO), Cathleen Simons (ATOS) and Eleni Kosta
(ICRI-K.U.Leuven)

The objective of the PICOS project is to advanetesof the art technologies that provide privacy-
enhanced identity and trust management featurdsnagomplex community-supporting services that
are built on Next Generation Networks and are éedid by multiple communication service
providers. In the context of the PICOS project, iileobommunication services are defined as services
that can be used from mobile terminals as welt@® fixed line terminals.

One of the principle goals of PICOS is to ensuet tommunity-supporting applications are reachable
over the fixed Internet, and via mobile communimasi service providers. Therefore, besides the
Internet based services offered by Internet seprogiders, a variety of community services require
the involvement of a mobile communications serypcevider. Given the importance of electronic

(including the Internet) and mobile communicatiotiss chapter will present the basic terminology

which has been developed by the TMO team and tiihb&/ used in the PICOS deliverables. This

terminology will prevail in the private communicari between the partners, who will aim to achieve a
common understanding of this field.

2.2.1 Ad hoc Network

An ad hoc network is a network connection methodsinoften wireless) where the connection is
established for the duration of one session andinesino base station [67].

2.2.2 Anonymous Peer to Peer (P2P)

An anonymous peer to peer (P2P) computer netwogkparticular type of peer-to-peer network in
which the users are anonymous, or are given psgutmus by default. The primary difference
between regular and anonymous networks is in theing method of their respective network
architectures. These networks (both regular andhyanous) allow the unfettered free flow of
information, legal or otherwise [67].

2.2.3 Application Provider

An application provider is characterised as an ca#lsng that provides some kind of value added
service to a customer via his or her customer @e¥ddften, an application provider combines enabling
services to create more enhanced new serviceseXample, an application provider could take a
customer’s location from the mobile operator, este a list of pharmacies from a pharmacy database,
get a local map, and send a customer notificateinguthe mobile operator's multimedia messaging
service.

In context of PICOS, the terms “application providand “service provider” (see section 2.1.2.13
“(Community) Service Provider”) are interchangeable
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2.2.4 Authentication Tool

An authentication tool is a means used to confirat & person in fact is who he or she claims tdrbe.
the context of PICOS this could, for example, bedigital certificate, but also a token or
username/password combination [39].

D2.1 Taxonomy

2.2.5 Call

The term ‘call’, when used in the context intentbgdhe EUePrivacy Directiverefers specifically to

a connection established by means of a publiclylabla telephone service between two parties, that
allows communication between one or both partieske place in real time (Art. 2e [4]). In a more
general sense, the term refers to the act of fgplbut’, or refers to a call-sign that identifidget
originator of the communication or connection.

PICOS is concerned with mobile communities, whidwyrbe provided by a public mobile telephone
operator, so recognising that the Directive plaskbgation on the operator to guarantee privacy
means that PICOS could draw on this guarantee proma&xpected to provide a similar guarantee.
2.2.6 CAPTCHA

A CAPTCHA is a type of challenge-response test uisambmputing to determine that the response is
not generated by a computer. A common type of CARACequires the user to correctly type the
letters of a distorted image, sometimes with thditamh of an obscured sequence of letters or digits
that appears on the screen. It is a contrived gondor “Completely Automated Public Turing test to
tell Computers and Humans Apart”, trademarked bsn€gie Mellon University [67].

2.2.7 Cipher text

Cipher text is encrypted text. This is differenptaintext, which is text before encryption [7].

2.2.8 Commercial Service

A commercial service is a service that has to bé foa by the end-customer. Payment may follow
different models depending on the service, thdioglship between the service provider and user, and
the amount of money that is charged per service uni

2.2.9 Communication

A Communication is any information exchanged oneyed between a finite number of parties.

2.2.10 Context Awareness

Context awareness is the taking into account oBemal context (e.g., for a service), which can
consist of location, presence information, currémie, “buddy list” information, or other temporal
information related to the Customer and his ordugrent service environment.

For example, a taxi driver on tour do not want ¢odisturbed by further orders and sets his presence
status accordingly, so that the platform does onvérd such requests.
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2.2.11 Customer

A Customer is an end-user that has a Customer Bevic

D2.1 Taxonomy

2.2.12 Customer Device

A Customer device is a computer or mobile phoné thaused to communicate and use online
services. The device contains two unique idensifibat are visible to the Mobile Network Operator,
the International Mobile Subscriber Identity (IMSWhich uniquely identifies the customer contract
and the International Mobile Equipment Identity @M, which uniquely identifies the Customer
device.

2.2.13 Customer Identity

A customer identity is a unique handle that idéggifa Customer. In the PICOS context, this could be
the IMSI.

2.2.14 Customer Notification

A Customer notification is a message that is abtipeished to the Customer by some means (e.g.,
SMS, WAP Push, Push E-Mail). When the contextésclit can also simply be called notification.

2.2.15 Customer Service

A Customer service is a value that is delivereciypplication Provider to the Customer through his
or her Customer device.

2.2.16 Electronic Communications Network

Electronic communications networks are transmissigstems and, where applicable, switching or
routing equipment and other resources, that pahaitonveyance of signals by wire, radio, optigal o
other electromagnetic means, including satellitéwoeks, fixed (circuit- and packet-switched,
including Internet) and mobile terrestrial netwgrikectricity cable systems (to the extent thay tue
used for the purpose of transmitting signals), oneks used for radio and television broadcasting, an
cable television networks (irrespective of the tygfeinformation conveyed)(Art. 2a [3]). In the
context of PICOS, the main electronic communicainatworks will be the Internet and the network
of the mobile operator.

2.2.17 Electronic Communications Service

The term “electronic communications service” meargervice normally provided for remuneration,
and which consists wholly or mainly in the convesarof signals on electronic communications
networks (including telecommunications services #rahsmission services in networks used for
broadcasting, but excludes services providingxerasing editorial control over, content transeditt
using electronic communications networks and sesjicThe term does not include information
society services, as defined in Article 1 of Direet98/34/EC. Information society services do not
consist wholly or mainly of the conveyance of signan electronic communications networks (Art. 2c
[3])- Electronic communication services can be gdelephony, access to the Internet, electronit, mai
et cetera.
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2.2.18 Electronic Mail (E-Mail)

Electronic mail is any text, voice, sound or imagessage sent over a public communications network
that can be stored in the network or in the reaifseterminal equipment until it is collected byeth
recipient (Art. 2h [4]).

D2.1 Taxonomy

2.2.19 Enabling Service

An enabling service is a service that is not ielftsargeted at the Customer, but is still thought
provide additional information or feature to somepfication Provider who wants to provide a
Customer Service built on top of the service.

LBS is a typical enabling service, where the lamainformation about a customer is used to progide
value added service, e.g. the nearest pharmacy.

2.2.20 GSM, GPRS, UMTS

GSM, GPRS and UMTS are different generations ofilaa@mmmunication standards. GSM provides

circuit switch connections (dedicated one-to-on@neetions), GPRS enhances GSM by packet
oriented connections with the feasibility for a melphone to be always on, and UMTS is the third

generation standard with major enhancements intdatamission speed.

2.2.21 International Mobile Equipment Identity (IMEI)

International Mobile Equipment Identity or IMEI & number unique to every GSM and UMTS
mobile phone. It is usually found printed on th@pé underneath the battery.

The IMEI number is used by the GSM network to idfgntalid devices and therefore can be used to
stop a stolen phone from accessing the networkekample, if a mobile phone is stolen, the owner
can call his or her network provider and instringnh to "ban" the phone using its IMEI number. This
renders the phone useless, regardless of whethehtne's SIM is changed [67].

2.2.22 International Mobile Subscriber Identity (IMSI)

An International Mobile Subscriber Identity or IMBla unique number associated with all GSM and
UMTS network mobile phone users. It is stored | 8iM inside the phone and is sent by the phone
to the network. It is also used to acquire othenitleof the mobile in the Home Location Register

(HLR) or as locally copied in the Visitor Locatid®Register. In order to avoid the subscriber being
identified and tracked by eavesdroppers on theorendérface, the IMSI is sent as rarely as possible
and a randomly-generated "Temporary Mobile Subsciltentity” (TMSI) is sent instead [67].

In the context of PICOS, the IMSI or MSISDN is useddentify a customer.

2.2.23 Intelligent Network (IN)

The Intelligent Network is a concept where nodea imobile network can be programmed to handle
voice calls in a specific and flexible way (e.@,as to provide a virtual private number plan,harge
calls in a specific way, to change the source stidation number, and so on).
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2.2.24 Java 2 Mobile Edition (J2ZME)

The Java 2 Mobile Edition is a stripped versiorthaf standard Java environment, adapted to mobile
phones to provide an environment to run mobileiappbns.

D2.1 Taxonomy

2.2.25 Location Based Service (LBS)

A Location Based Service is a Customer Service tisas the Customer’s location information to
provide some kind of Context Awareness. In the exindf PICOS, the taxi drivers could be informed
about traffic jams on their way.

2.2.26 LBS pull service

An LBS pull service is a service that uses theantrlocation of a Customer, and where the usage and
the localisation are initiated by the Customer loimherself, such as, for example, with a pharmacy
search.

2.2.27 LBS push service

An LBS push service is a service that uses thesntitocation of a Customer, and where the sergice i
subscribed to once by the Customer and the lotalisés initiated by a different party, such as a
location tracking service for pollen warnings.

2.2.28 Location data

Location data means any data processed in an @iectcommunications network, indicating the
geographic position of the terminal equipment ofuser of a publicly available electronic
communications service (Art. 2c [4]).

2.2.29 Mesh Network

A mesh network is a network in which all nodesiaterconnected, either directly or indirectly [67].

2.2.30 Mobile Communication Services

For the PICOS project, mobile communication sewviaee defined as services that can be used from
mobile terminals as well as from fixed line term@ma

2.2.31 Mobile Network Operator (MNO)

A Mobile Network Operator is a company that hasrd@io communication infrastructure that is used
by Customers to communicate and use Customer #srvic

2.2.32 Mobile Subscriber Integrated Services Digital Network Number (MSISDN)

The MSISDN (Mobile Subscriber Integrated ServicégitAl Network Number) is the phone number
that is visible to the Customer.
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2.2.33 Network Authentication

Network authentication is a technical method teedaine a Customer Identity that is based on the
mobile network by, for example, resolving the MSKSBPom the IP address of an online session.

D2.1 Taxonomy

2.2.34 Next Generation Network

Next Generation Network is a packet-based netwdnkres service control intelligence is separated
from transport elements like routers or switchdse €ontrol intelligence is used to support all g/pé
services like data, multimedia, voice telephony Br@hdband. Functional capabilities are not coupled
with physical network elements.

2.2.35 Peer to Peer (P2P)
P2P is an abbreviation for Peer-To-Peer, a dir@tincunication between two equal parties without an
outstanding central server in between.

2.2.36 Policy Decision Point (PDP)

The Policy Decision Point is a function that evédsaprivacy policies to answer whether the data
delivery is allowed or denied. For example, a custiowants to be located only during business hours
and configures his privacy settings accordinglyy Aequests to his location information are checked
by the PDP and denied during leisure time.

2.2.37 Policy Enforcement Point (PEP)

The Policy Enforcement Point is a control point tiaforces the policy decision made by the PDP.

2.2.38 Presence Information

Presence information is one or more attributesdetgrmines the reachability of a Customer, such as
whether the customer is online, offline, busy,eaahable by phone.

2.2.39 Privacy Rights Management

Privacy Rights Management concerns the protectfopecsonal data using a method based on the
digital technology used to protect copyrights regisd on data carriers (Digital Rights Management).
The aim is to provide personal data with an ineatrle digital label containing the privacy
preferences of a user [39].

2.2.40 Public Communications Network
A public communications network is an electronicncaunications network used wholly or mainly for
the provision of publicly available electronic commications services (Art. 2d [3]).

2.2.41 Public Key Infrastructure (PKIl)

Public key infrastructure (PKI) is a system of thgjicertificates, Certification Authorities, anchet
registration authorities that verify and autherigctne identity of each party involved in an Inttrn
transaction. PKls are currently evolving and thisreot a single PKI, or even a single agreed-upon
standard for setting up a PKI. However, nearly yoee agrees that reliable PKIs are necessary for
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electronic commerce to become widespread. Mostr@ige-scale PKI systems rely on certificate
chains to establish a party's identity, as a ¢eatié may have been issued by a certificate auyhori
computer whose 'legitimacy’ is established for spatposes by a certificate issued by a higher-level
certificate authority, and so on. This producesedificate hierarchy composed of, at a minimum,
several computers, often more than one organizaton often assorted interoperating software
packages from several sources [67]. A PKI enabdessuof a basically insecure public network such
as the Internet to securely and privately exchadaga and money through the use of a public and a
private cryptographic key pair that is obtained astared through a trusted authority
(http://searchsecurity.techtarget.com).

D2.1 Taxonomy

2.2.42 Public Service

Public services are services that are providedowitiestricting access to the service. However, the
access may be limited by the availability of tedbgg that is required to use the service.

2.2.43 Push-to-Talk (PTT)

The Push-to-Talk service is a walkie-talkie sendesed on the mobile network and allows instant
voice communication, either one-to-one or withigraup.

2.2.44 Roaming

Roaming is the situation of using a different mehietwork than that of the own Mobile Network
Operator, such as in the case of travelling abroad.

2.2.45 SIM card

The Subscriber Identity Module (SIM) stores the IMI$ a secure way on the mobile phone. This
means for the context of PICOS, that the SIM caudd:be used to identify the customer (see 2.2.22).
2.2.46 Traffic data

Traffic data is any data processed for the purpmisthe conveyance of a communication on an
electronic communications network, or for the hijithereof. (Art. 2b [4])

2.2.47 Trusted Third Party

A Trusted Third Party delivers reliable and coefitlal services, such as reliable hosting services
the issuing of digital certificates (at preseng tfrarty issuing digital certificates is indicategl the
term “CSP”) [39].

2.2.48 Value Added Service

A value added service is any service that requiregrocessing of traffic data or location dataeoth
than traffic data beyond what is necessary fortthasmission of a communication or the billing
thereof. (Art. 2g [4])

In the context of PICOS, a value added servicedcdnd used to increase customer loyalty or to
acquire/migrate customers using services provigeal different community.
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2.2.49 WAP

The Wireless Application Protocol (WAP) is a setethnologies used to provide Internet content to
mobile users. The content is delivered in WML (Wiss Markup Language), XHTML-MP (XML
HyperText Markup Language) and other formats.

D2.1 Taxonomy

2.2.50 Wireless

The term “wireless” is generally used in relationnobile IT equipment; it means any form of data
transfer in which electromagnetic waves — rathantsome form of wire — carry the signal over
part, or the entire, communication path. See aB8 Gandheld, mobile, Wi-Fi [24].

2.2.51 WLAN

A Wireless Location Area Network (WLAN) provides hile Internet access.

2.3  Introductory terminology on privacy, identity management

and trust
Katja Liesebach (GUF), Petr Svenda (Masaryk University), Vicente Benjumea (UMA)
and Cathleen Simons (ATOS)
A principal goal of PICOS is to build a state-oéthrt platform for providing the trust, privacy and
identity management aspects of community servioesapplications on the Internet and in mobile
communication networks. This implies that the cabseof privacy, identity management and trust
need to be clearly understood by the project pestie order to be able to build the PICOS
architecture and develop the actual trials.

In every type of community, and especially in theee communities that are chosen as use cases in
PICOS, i.e. the angling community, the taxi driversmmunity and the online gaming community,
some degree of identity information is requirecbider to ensure the participation of the user. This
imposes a need for the ICT services that suppocbramunity to utilize identity management
functions. It also raises fundamental questiongliercommunity users, such as whom they can trust
with their identity and other personal informatioand how identity information and personal
information is handled in the system.

It is important that the providers of community\sees are able to answer these trust and privacy
guestions in a manner that meets the participaetstis and complies with regulation. To do this, the
design of the service provision infrastructure muete trust enablement and privacy compliance as
essential characteristics. As new community-suppgrservices offered by communication service
providers will increasingly become interoperablajstwould require that provisions for trust
enablement and privacy-respecting identity managénaso be interoperable between such
communication service providers.

A new approach to identity management in commusdywices is needed, in order to allow the trust
of members of the community in other members, andhe service-provision infrastructure, the
privacy of community members’ personal informatitre control by members of the information they
share, and the interoperability of community-supipgr services between communication service
providers. This approach must be developed in am apanner, and requires technical advances in
order to meet the requirements.
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Given the significance of the terms “privacy”, “itdy management” and “trust” in the context of
PICOS, this chapter will try to define the relevaaminology and discuss the importance of some
core concepts for PICOS. Existing research, suchea&N.ON terminology, and research conducted
within the FP6 funded project PRIME, is used asst building block in compiling a basic list of
these terms.

D2.1 Taxonomy

2.3.1 Accountability
Accountability can be described as the state ofihg@aesponsibility.

In the context of PICOS, this means that an emityesponsible for his or her actions, even if they
have been carried out anonymously. Thus, in sotuatgins, the system has the ability to discover th
identity of the member that performed a given axtespecially misuse. In some cases, for instance,
member’s actions may affect the reputation thah sumember enjoys within the community, or even
lead to the expulsion of the member from the comityufhis concept is closely related to non-
repudiation, since a member is responsible for saatien if there are some “non-repudiable” proofs
that show that this member was indeed the ongrédrmed the action in question.

The implementation of accountability is often cocted with pseudonymity in that it allows the
revealing of a member’s real identity when necgssahile maintaining anonymity in the normal
course of events.

2.3.2 Anonymity

If a subject has anonymity it means that the suligacot identifiable within a set of subjects, ainin
turn is called the “anonymity set”. This means thatattacker cannot sufficiently identify the subje
within such a set of subjects [47].

In the context of PICOS, anonymity refers to theparty by which members of communities interact
in such a way that they keep their privileges, that their identities are unknown, and it is not
possible to identify which member is actually periong a given transaction. In simple words,
anonymity means that there is no sufficient cotimtabetween a given action, and the member that
performed it, for an attacker to identify the membe

2.3.3 Anonymity Set

An anonymity set is the set of all possible sulgj@ath regard to being anonymous [47]. According to
a different definition, an anonymity set is the e&tall possible subjects in a given data collectio
context [5].

As already discussed above in section 2.3.2, anibypysmot an absolute value, but it is relativahe
context where it is applied. In the context of PE;@ member of a community, possibly anonymous,
is allowed to carry out a given action, if it hasoagh privileges to do so (if it is member of the
community and has a given reputation, has paidetdra), and so, the member is anonymous with
respect to all other members that also enjoy tkelalied privileges, and could, therefore, carry out
such a given action.

With respect to addressees, the anonymity set sisnei the subjects who might be addressed.
It should also be noted that anonymity is measwiédtrespect to a set of observers, which are tble
extract information depending on their view of trensaction, and the information they hold.
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2.3.4 Anonymous

D2.1 Taxonomy

Being anonymous is the state of not being idetliéia

In the context of PICOS, a transaction is anonymbitds not possible to identify which member of
the community carried it out. Additionally, a memli®anonymous while carrying out a transaction if
it is not possible to identify which member of g@mmunity is indeed performing the transaction.

2.3.5 Certificate

A certificate is a digitally signed statement whalthenticates a public key as belonging to thddrol
of a given pseudonym or civil identity, and caroadtgclude a period of validity [22]. The certifieais
usually issued by an authority, the Certificationtifority, and it is usually a signed statement that
binds a public key with an identity, where the lavldf the certificate (and owner of the identitythe
one that knows the corresponding private key.

In the context of pseudonymity, the certificate edso bind a public key with a pseudonym, in such a
way that the one that knows the corresponding tEivay is the right holder of the pseudonym.

In the context of group signatures and alike, tedifticate can bind a public key with an abstract
concept (such as being member of a community), uchsa way that all entities that can be
authenticated with the public key are seen asitjit holders of the abstract concept. Furthermiore,
group signatures, many different private keys candrified with the same public key of the group. |
this context, the members of the group are anongmothin the group, as already discussed above, in
section 2.3.2.

2.3.6 Civil Identity

A civil identity is the identity attributed to a f®n by a State (represented, for instance, bgdbil
security number, or the combination of name, datsrth, and location of birth, et cetera) [47].

A civil identity can be also used in the online ldoby means of tools that convey the suitable
information, such as, for example, a digital puldey certificate binding one’s name and passport
number to a public key and issued by the governrfienthis case, the certificate binds the civil
identity with a public key to enable digital auttieation). If the certificate has been issued byoa-
legally-binding authority, then the certificate doeot entail legal responsibilities. It is importdo
remark that the civil identity, however, entailspensibilities (both in the offline and online was).

In the context of PICOS, the civil identity is theal identity of each member of a community, which
is used in the same way as in the offline world anidjuely identifies the person. Every user haalleg
responsibilities attached to civil identity.

2.3.7 Convertibility
Convertibility is the transferability of attribute$ one pseudonym to another [47].

Some solutions to provide anonymity are based augmyms. However, several transactions
performed under the same pseudonym could possilgobrelated, a fact that diminishes privacy.
Thus, convertibility is a property by which somevjeges can be transferred to be used under
different pseudonyms, and therefore provides atadyyeak correlations in the use of privileges unde
different pseudonyms.
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2.3.8 Credential

Credentials are evidence or testimonials concernigigfs to actions or a reputation made by one
entity (issuer) about another entity (user) [5]cénaling to the definition by Chaum [13], credelstia
are statements concerning an individual that anee by organisations, and are, in general, shown t
other organisations.

D2.1 Taxonomy

In the context of PICOS, a credential is a sigrtatement from a Certification Authority that binals
set of privileges (attributes) with a specific haid These privileges may refer to community
membership, reputation, et cetera, depending ondhixt of use.

2.3.9 Decentralised Trust

“Decentralised trust” is a term used to refer te gituation when trust is not maintained in a
centralised way, but rather by the peers itself ekample of decentralised trust could be a repurtati
system that stores a reputation score on eaclspparately, and not in a centralised database.

2.3.10 Delegation

Delegation is the conveyance of a privilege frore entity that holds such privilege, to anothertgnti
[29].

In the context of PICOS, at this stage it is stdt clear if the delegation of privileges will baitable
or supported. Further research conducted in theseaf the project will, however give a solution to
this issue.

2.3.11 Dependability

Dependability is the trustworthiness of a computiygtem, which allows reliance to be justifiably
placed on the service it delivers. Dependabilitympdses of, as special cases, attributes like
reliability, availability, safety, integrity and nmaainability. It relates to the identification and

integration of approaches, methods and techniqaessgecifying, designing, building, assessing,
validating, operating and maintaining computer esyst, in which faults are considered as natural,
anticipated events, and, thus, can be toleratétp: {flmww.dependability.org).

According to another definition given by [8], thepkndability of a computing system is the abildy t
deliver services that can justifiably be trustedthe system property that integrates such atgthas
reliability, availability, safety, security and méinability.

2.3.12 Digital Identity

Digital identity is the attribution of attribute® tan individual person, which are immediately
operationally accessible by technical means [47].

In the context of PICOS, the digital identity idéies a user in a technological system and provides
the mechanisms to authenticate the real holddreogpecified identity.
2.3.13 Digital Pseudonym

A digital pseudonym is a unique identifier suitabbebe used to authenticate the holder’s Items of
Interest [47].
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In the context of PICOS, at this stage it is n@aclwhether pseudonyms will be used to support
anonymity. In any case, however, pseudonyms camsbd to conceal the identity of the members of
communities in that members act by means of thegugonyms, holding their privileges and
reputation. Anonymity is provided when the correlat between the member’s identity and its
pseudonym is not knowa priori. This scheme, however suffers from the problerhahdransactions
carried out by using the same pseudonym can beslatgd. On the contrary, systems based on
pseudonyms make reputation easier to manage.

D2.1 Taxonomy

In this context, the word “digital” means that theeudonym is managed using a mechanism that
allows only the right holder of the pseudonym tcabiéhenticated as such.
2.3.14 End Entity

An end entity is either: a public key certificatébpect that uses its private key for purposes dtiten
signing certificates; an attribute certificate heithat uses its attributes to gain access toaures; or
an entity that is a relying party [29].

In the context of PICOS, a member of a communignigend entity.

2.3.15 Entitlement Assessment

Entitlement assessment is the guarantee of aczéiss process of documenting skills and attitudes.

2.3.16 Fair Information Practices (FIP)

“Fair Information Practices” is a general term éoset of standards governing the collection anditise
personal data and addressing issues of privacyaerutacy [7]. Generally, these practices can lk sai
to be based upon the Fairness Principle accordimghtch personal data must be processed fairly and
lawfully (Art. 6a [1]). For more details on the Fagss Principle, see section 2.4.12 below.

2.3.17 False Identity

A false identity can either be a fictitious (i.ewyented) identity, or an existing (i.e., genuioag that
has been altered to create a fictitious identity.

2.3.18 Group Pseudonym

A group pseudonym refers to a set of holders, aaylinduce an anonymity set [47].

In the context of PICOS, it is not yet decided lais tearly stage of the project if this kind of
pseudonym will be used. In any case, a group psguads a pseudonym that is shared among a
group of users. If group signatures are used,rfstiance, all members of a group can share the same
pseudonym, which can be based on the definiticth@igroup. Under the denomination of “Group of
Anglers from Bristol”, for example, a set of membe&f a community might be grouped and might
define an anonymity set on its own. In this cabe,hembers of the group are able to anonymously
prove their membership, by being anonymously aditeted as members of this community.

2.3.19 Identical

The term “identical” describes the state of haatighossible properties in common [5].
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2.3.20 Identifiability

Identifiability of a subject, from an attacker’sipbof view, means that the attacker can suffidient
identify the subject within a set of subjects, idhentifiability set [47]. [5] defines identifiabtl as the
possibility of being individualised within such ets

D2.1 Taxonomy

Identifiability is the contrary term of anonymity.

2.3.21 Identifiability set
An identifiability set is the set of all possiblebects that can be identified [47].

Identifiability set is the contrary term of anonyynset.

2.3.22 Identifier

An identifier is a symbol, or a set of symbols,aobubject that refers to a concept allowing it¢o b
distinguished from others in a specific scope. Aentifier could be, for instance, a name which is
imposed by a third party [22].

In the context of PICOS, an identifier allows ondenominate, for instance, an entity (such as a
member of community, service provider or authordy) concept (such as a property or an attribute)
in a unigue manner in a specific context. It isemayal term that may be used in many different
contexts.

2.3.23 Identity

An identity is any subset of attributes of an indial subject that sufficiently identifies this imitiual
subject within any set of subjects [47]. According22], an identity is a symbol or a set of synsol
referring to an entity, i.e., a subject or an objedich distinguishes it from others in a specfftope.
The identity could be a name imposed by a thirdypand is unique in a specific namespace.

In the context of PICOS, an identity is the symfwolset of symbols) that uniquely identifies anitgnt
within a specific scope. For instance, an identdp be used to uniquely identify a member within a
community. The use of this identity may entail leggponsibilities.

2.3.24 Identity Life-cycle Management

Identity life-cycle management concerns the processd technologies for provisioning,
deprovisioning, managing, and synchronising digitiéntities while complying with governing
policies. The success of identity and access mamagiewill rely mostly on how efficiently the digita
identity life-cycle can be managed. Identity lifgele management services are used for security
principal creation, attributes management, syndbadion, aggregation, and deletion. In addition,
these actions must be accomplished securely viltbraugh audit trail.

2.3.25 Identity Management

Identity management is the managing of variousiadadentities (usually denoted by pseudonyms) of
an individual subject, i.e., the administration idéntity attributes including the development and
choice of the partial identity and pseudonym tdree)used in a specific context or role [47].
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In the context of PICOS, identity management isnttamagement of the several identities (and privacy
preferences) that an entity may own, dependindhercontext of use. For example, a user may belong
to several online communities, and thus, dependmthe context of use (community), the system can
help the user in managing his or her identity, endroviding the necessary mechanisms to soundly
create and use these identities in different castex

D2.1 Taxonomy

2.3.26 Informational Privacy

Information privacy can be defined as the self-aeteation of what information is known about a
person and how it is used [5].

It refers to how personal data are collected, dgtalesseminated, correlated and used by technalbgic

means. In some contexts, informational privacy aéfers to the entities that are allowed to access
some kinds of personal data. In the context of FBCIDis necessary to specify what kind of personal
data has to be collected from community members, mhnages them and in which way, whom and
under what conditions they are disclosed to, efraet

2.3.27 Information Technology

Information Technology includes the specificatialgsign and development of systems and tools
dealing with the capture, representation, procgsssecurity, transfer, interchange, presentation,
management, organisation, storage and retrievafaimation [iso.org].

2.3.28 Interpersonal Trust

Interpersonal Trust is the confidence in the intenand ability of other community members and
providers. See section 2.3.66 below for the moreegd term of “trust”.

In this context, trust is a state of mind that éeslits possessor to be willing to make him or &lérs
vulnerable to another person — that is, to relyanother person, despite a positive risk that thierla
will act in a way that can harm the possessor eftthst. Trust is a cognitive assessment tool and i
formed, maintained and eroded differently in diéigtrtypes of relationships [27].

As defined in (http://www.Interpersonaltrust.comjerpersonal trust is the perception you have that
the other person will not intentionally or unintemially do anything that harms your interestssilt i
also the feeling that you can depend upon thatr gibeson to meet your expectations when you are
not able to control or monitor the other persoréhdviour. Interpersonal trust always involves one
person making him or herself vulnerable to anotfenson’s behaviour. Usually, what you get from
the expected behaviour is not as valuable as wiatcpuld lose, if your trust is violated. Trust is
violated when the trusted person does not behawe way that you expected, or behaves in an
unexpected manner.

2.3.29 Linkability

The linkability of two or more items of interesO(s) such as subjects, messages or actions, from an
attacker’s perspective, means that within the syg@mprising these and possibly other items), the
attacker can sufficiently distinguish whether thi3ks are related or not [47].

Linkability is usually an undesirable property invacy contexts, since in many circumstances it
diminishes the level of privacy attained. For exemnp it is possible to establish a link betweée t
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identity of a member of the community and a givemsaction, then anonymity cannot be preserved
for this transaction. Also, if it is possible totaslish a link between different transactions adpe
performed by the same anonymous member, then thacprof the member that carried them out
diminishes. This is because it is possible to distala user profile based on this link that cowere
establish a link between the transactions anddbetity of the user, which would break his or her
anonymity. However, in some restricted scenarigskability may be a useful property. If
pseudonyms are used, all transactions under the gzsaudonym are linkable and allow the
establishment of a reputation level for the pseydorAlso, in anonymous systems, it may be possible
to (conditionally) link (according to the user’'sifvian anonymous transaction with an anonymous
reputation. Also, the linking of a given proof oiffdrent attributes to the same anonymous user
provides robustness against anonymous user coadittacks.

D2.1 Taxonomy

Linkability is the negation of unlinkability [47].

2.3.30 Multi-Property Features

Multi-Property features appear in case of anonyrmsgsidonymous proof of simultaneous properties,
if the scheme guarantees that all these propedtéesndeed belong to the same real (single)
anonymous/pseudonymous entity.

2.3.31 Non-repudiable Action
An action is characterised as non-repudiable ifahtity that performed it cannot deny that it did i
even if it carried it out anonymously (pseudonyntpus

2.3.32 Partial Identity

A partial identity represents a subject in a speotfontext or role [47]. A partial identity is,
alternatively, any set of data that characterisemdividual to some degree within an anonymity set

[5].

In the context of PICOS, a user may own many dfiepartial identities, such that each one of them
uniquely identifies the user within a given comntyni

2.3.33 Person Pseudonym

A person pseudonym is a substitute or alias fata dubject’s civil identity.

2.3.34 Privacy

Privacy is the right of individuals to protect, sgfiard and control the access, storage, distritainal
use of information about themselves.

Solove [55] identified four categories of privadghations from the perspective of law:

« Information Coallection: surveillance and interrogation.

« Information Processing: aggregation, identification, insecurity, seconydase and exclusion.

e Information dissemination: breach of confidentiality, disclosure, exposumereased
accessibility, blackmail, appropriation and distont

e Invasion: intrusion and decisional interference.
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2.3.35 Privacy-enhancing Identity Management

D2.1 Taxonomy

Given the restrictions on a set of applicationgnidty management is privacy-enhancing if it
sufficiently preserves unlinkability (as seen byatacker) between the partial identities of a gers
required by the applications [47].

Identity management is perfectly privacy-enhandfrigperfectly preserves the unlinkability between
partial identities, i.e., by choosing the pseudosyfand their authorisations) denoting the partial
identities carefully, it maintains unlinkability tveeen these partial identities from an attacker’'s
perspective sot that it is as if the attacker vegithe attributes with all pseudonyms omitted [47]

In the context of PICOS, identity management cassi managing the multiple identities that a user
may own in different context of use, such as défédrcommunities where the user belongs to. This
identity management igrivacy-enhancingf it also considers the privacy of users, trieskeep the
unlinkability of these partial identities for difent communities, or even tries to keep multiple
transactions of the same member within a given conity unlinkable

2.3.36 Privacy-Enhancing Technology (PET)

“Privacy Enhancing Technology” (PET) is a geneeait for a set of computer tools, applications and
mechanisms that — when integrated in online sesvareapplications, or when used in conjunction
with such services or applications — allow onlirgers to protect the privacy of their personally
identifiable information (PII) provided to, and lthed by, such services or applications [67].

PETs is a collection of information and communigatiechnologies that strengthens the protection of
individuals’ private lives in an information systdmg preventing unnecessary or unlawful processing
of personal data, or by offering tools and conttolgnhance the individual's control over his or he
personal data. A coherent system of ICT measuretegis privacy by eliminating or reducing
personal data, or by preventing unnecessary anshidesired processing of personal data, without
losing the functionality of the information systefie use of PETs can help to design information and
communication systems and services in a way thainmises the collection and use of personal data
and facilitate compliance with data protection sulExamples include automatic anonymisation of
data, encryption tools, cookie-cutters and P3P.[20]

2.3.37 Privacy Preferences

Privacy preferences are prepared by a sharing pargxpress how personal information should be
handled.

In the context of PICOS, the users can establiglr threferences regarding their privacy (and
disclosure of personal data) depending on the gbofeuse. Therefore, they may specify what kind of
information should be disclosed in order to becansmber of a community, and also what kind of
information should be disclosed for the performaoica given transaction within a community.

2.3.38 Profile

A profile is a set of assertions (true or untruet$g including behaviours, collected with the initen
of identifying a person or set of persons [5].

In the context of PICOS, a profile is composed bftlee information that can be collected and
correlated as belonging to a single subject, elvés identity is unknown. These user profiles ¢emn
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used to extract very valuable information aboutrsispreferences and behaviours. The creation of
profiles is a threat to privacy, as the more theoam of information that can be collected and
correlated, the more the privacy of users is tlergzd. In other words, profiling reduces the anoiymi
set for the collected information, and can even @ntby identifying the real user. Thus, unlinkalili
among transactions is the most valuable mecharisavdid the creation of user profiles. The use of
pseudonyms is considered as a drawback in thisesaipce they usually allow the correlation, to a
greater or lesser extent, between different trdimsec being carried out by the same (unknown)
individual.

D2.1 Taxonomy

2.3.39 Pseudonym

A pseudonym is an identifier for a subject othamtlone of the subject’s real names [47]. According
to [5], a pseudonym is an identifier of a subjatieo than the subject’s civil identity.

In the context of PICOS, see the discussion ahmgedtion 2.3.13 on digital pseudonyms.

2.3.40 Pseudonymity

Pseudonymity is the use of pseudonyms as idemtifief]. Pseudonymity identifies a holder, that is,
one or more human beings who possess, but do swosé, their true names [67].

In the context of PICOS, the community members mgg identifiers chosen by themselves
(nicknames), or (possibly temporal) identifiersigised by the technological platform in order to
achieve pseudonymity.

2.3.41 Pseudonymisation

Pseudonymisation is the process of replacing ifj@mgj characteristics with a label or a pseudonym
[47].

When some information related to an identified wudlial (i.e., personal data) is known,
pseudonymisation consists of replacing the ideimgfyinformation with a pseudonym. This
mechanism is also applied to databases, wherednéfying information is replaced by pseudonyms.

2.3.42 Pseudonymous
A subject is pseudonymous if a pseudonym is usezhadentifier instead of one or more of its real
names [47].

2.3.43 |Initially Non-public Pseudonym

The linking between an initially non-public pseugionand a subject may be known by certain parties,
but is not public, at least initially. For exampéebank account where the bank can look up thénlink
may serve as a non-public pseudonym. For some fepecin-public pseudonyms, Certification
Authorities could reveal the identity of the holdethe case of abuse [47].

2.3.44 Initially Unlinkable Pseudonym

The linking between an initially unlinkable pseugitonand a subject is, at least initially, not knoten
anybody with the possible exception of the holder br herself. Examples of unlinkable pseudonyms
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are (non-public) biometrics, like DNA informatioanless they are stored in databases that link to a
subject [47].

D2.1 Taxonomy

2.3.45 Public Pseudonym

The linking between a public pseudonym and a stiljemy be publicly known from the very
beginning. The linking could, for instance, bedtsin public directories such as a phone numbey ent
in combination with its owner [47].

2.3.46 RAS

Reliability, availability, and serviceability (RASre considered to be important aspects of theydesi
of any system. In theory, a reliable product shduddotally free of technical errors [7].

2.3.47 Relationship Pseudonym

A relationship pseudonym is a pseudonym that isl usgh regard to a specific communication
partner such as, for example, distinct nicknameslifferent communication partners.

In the context of PICOS, a user could own manyediffit pseudonyms, each one for each community
to which he or she belongs.

2.3.48 Reputation

The reputation of someone or something is the opithat people have about what they are like,
especially about how “good” they are.

Reputations in social community systems usuallyhvavavith user action within the system, starting
either from a pre-established reputation in thé weald or from a neutral level. The technological
platform should provide reasonable protection ajaan unjustified increase or decrease of user
reputation that has the intention of either harmamghonest user or increasing the reputation of a
dishonest one.

2.3.49 Reputation Management

Reputation management is the process of trackirentity’s actions and other entities’ opinions atbou
those actions; reporting on those actions and opiniand reacting to that report to create a feddba
loop [67].

In the context of PICOS, reputation managemenhésrhechanism that manages and supports the
assignment of initial reputations to members of mamities, and how this evolves along its lifetime
within the community. Note that this reputation rageament system must be in concordance with the
privacy mechanism provided by PICOS.

2.3.50 Reputation Score

A reputation score is the value or the set of \alilat captures how the user is perceived by other
community members with respect to specific charesties, like credibility or the ability to perform
certain task.
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In the context of the PICOS project, the reputatsmore should capture characteristics like, for
example, the ability to keep an exact fishing lmzasecret or the trustworthiness of the stateelssof
catch fishes (for anglers); or the ability to conmiesate with a passenger, the condition of taxi,cars
time reliability (for taxi drivers).

D2.1 Taxonomy

Furthermore, when a member of a community anonymagsts some information to be shared with

other members of the community, the reputation es@@sociated with the post (and consequently,
with the member that issued the post) is a measiutlee trustworthiness of the information posted.

This reputation score influences the level of tthst members of communities assign to this kind of
anonymously posted information.

2.3.51 Reversible Anonymity/pseudonymity

Reversible anonymity/pseudonymity is a propertywdyich it is possible, in an indirect way, to
identify the user that carried out a given anonysAgseudonymous transaction. In order for the
process to be done with fairness, a Trusted ThartyRTTP) must be involved.

2.3.52 Revocable (Anonymous/pseudonymous) Privilege

A revocable (anonymous/pseudonymous) privilege jsogerty by which it is possible to revoke a
given privilege for a given entity, even though #neatity is able to anonymously/pseudonymously
prove the privilege.

2.3.53 Risk

Risk is the exposure to the consequence of unogrtgd7].

2.3.54 Role Pseudonym

A role pseudonym is a pseudonym that is choserafase in a specific role (e.g., as a patient or
customer).

In the context of PICOS, a user can own many diffepseudonyms, each one for each role that he or
she plays within the community to which he or shi®bgs.
2.3.55 Role Specification Certificate

A role specification certificate is a certificateat contains the assignment of privileges to a[28¢

2.3.56 Role-Relationship Pseudonym

A role-relationship pseudonym is a pseudonym tbatsed for a specific combination of a role and
communication partner.

2.3.57 Safety

According to theCompact Oxford English Dictionarysafety is the condition of being safe (i.e.,
protected from danger or risk). A broader defimtidescribes safety as the condition of being
protected against physical, social, spiritual, fiicial, political, emotional, occupational, psyctmtal,
educational or other types or consequences ofrégildamage, error, accidents, harm or any other
event that could be considered non-desirable [@He system safety concept focuses on the
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application of systems engineering and systems geament to the process of hazard, safety and risk
analysis (http://www.system-safety.org/).

D2.1 Taxonomy

2.3.58 Social Trust
Social trust is trust which arises through sociathanisms.

In the PICOS context, social mechanisms may ddégending on the target community; social trust
can vary from personal trust established in reatldvgin the scenario of taxi drivers) to the
establishment of social trust in a completely dHenvironment (as in the case of online gaming).
2.3.59 Spatial Privacy

Spatial privacy is the self-determination of inf@&ton entering a person’s private space [5].

2.3.60 Technological Trust

Technological trust is the trust that arises thtougchnological means, as opposed to social
mechanisms [5].

2.3.61 Traceability

Traceability is the ability to gather informatiobaaut a person or organisation without their knowked
[7]. In online communities, it is possible to gatiformation about the user and relay it to adsers

or other interested parties. Traceability requitbe establishment of an unbroken chain of
comparisons to stated references [42]. It can ladsdefined as the ability to track down the origina
of an action, and it can be seen as the flipsida td “anonymity” [14].

2.3.62 Traceable Anonymity/pseudonymity

Traceable anonymity/pseudonymity is a property Iyclv it is possible to identify (by some indirect
way), within a set, which anonymous/pseudonymaarssiictions were carried out by a given entity. It
is done with fairness if a Trusted Third Party (J T$involved in the process.

2.3.63 Transaction Pseudonym

A transaction pseudonym is a pseudonym that is @ieed specific transaction, meaning that a
different pseudonym is used for each transactiéh [2

2.3.64 Transferability (and Non-transferability)

For the transferability of attributes, see secfdh7 above on “Convertibility”.

The transferability of pseudonyms is when a psewciocan be transferred from one holder to another
[47].

The term “transferability of attributes” refersttwe ability to transfer the ownership of some bttrés
from one pseudonym to another, and is a widely useéns to support the unlinkability of
transactions by a user among organisations. Amaenegrs) the system created by [11] relies on this

property.
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Non-transferability of pseudonyms (and also of ifgges) is an important feature that guaranteds tha
privileges can only be enjoyed (used) by the prdydder of the privilege/pseudonym. For example, a
system could incorporate some mechanisms to ateidending of privileges, and also the joining of
privileges from different users.

D2.1 Taxonomy

2.3.65 Trust

Trust is “a person’s expectation that an interacpartner is able and willing to behave promotively
towards the person, even when the interaction paitnfree to choose among alternative behaviors
that could lead to negative consequences for tteopeThe degree of trust can be said to be higher
the stronger the individual holds this expectati¢B5]. Trust represents the expectation that the
participants will enforce the rules defined in t@mmunity specification (or doctrine), and that the
membership of the community will be governed byadle defined constraints [32]. In other words,
trust should be seen as “a generalized expectéatytiie word, promise, oral or written statement of
another individual or group can be relied on” [52].

Trust has been studied extensively in a numberiswfipdines. For instance, personality psychology
focuses on trust as an individual characteristicilevsocial psychology focuses on the dynamics of
trust between individuals. Economics and markefimgk at trust in the context of commercial
exchanges and transactions. Despite the multidiimeaischaracter of trust, however, the different
conceptions all share common elements [18]. Gegegal entity can be said to “trust” a second gntit
when it (the first entity) makes the assumptiort tha second entity will behave exactly as the firs
entity expects. This trust may apply only for sospecific function. The key role of trust in this
framework is to describe the relationship betwermuathenticating entity and an authority; an entity
should be certain that it can trust the authoatgreate only valid and reliable certificates [29].

Trust, from a technical point of view, is defingddection 2.6.9 below. As it is a core concephim t
PICOS project, this definition should be read idasrtogether with the one under 2.6.9 in order to
understand its complex nature.

2.3.66 Trust Guidelines

Trust guidelines are guidelines covering the degwalent of trustworthy ICT-mediated services:
education, experimentation, restitution, guaranteeatrol, openness (http://trustguide.org.uk). yrhe
are also seen as a measure of how a member ofip igrorusted by the other members [67].

2.3.67 Undetectability

Undetectability of an item of interest (lol) suck a subject, message, event or action, from an
attacker’s point of view, means that the attaclkemot sufficiently distinguish whether the lol dgis
or not [47].

In the PICOS context, such a property may be usefatenarios where a community member does
not like to reveal that he or she is sharing soingtifan lol) with another member. In the online

gaming scenario, in some instances, sharing mearexiating relationship that spies or informants

like to hide. Undetectability can also be of instren the taxi scenario as well, where information
about existing relationships can be of a competisisivantage to a rival taxi company.
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2.3.68 Unlinkability

The unlinkability of two or more items of interg$pls), from an attacker’s perspective, means that
within the system (comprising these and possibleeroitems), the attacker cannot sufficiently
distinguish whether these lols are related or A@{.[According to [5], the unlinkability of two or
more lols means that, within this system, thesastare no more or less related than what is known
according toa priori knowledge. Unlinkability is a very important copteand it is the main
mechanism to support privacy in technological systen that the unlinkability between an identified
user and their actions guarantees their anonyraitg, unlinkability among the actions themselves
avoids profiling.

D2.1 Taxonomy

2.3.69 Unobservability

Unobservability of an item of interest (lol) mediisthe undetectability of the lol with regard th a
not-involved subjects, and (ii) the anonymity oé tbubjects involved in the lol, even with regard to
the other subjects involved in that lol [47]. [Sfthes unobservability as the state of a membemof
anonymity set that it is indistinguishable from dayat all.

In the PICOS context, see also the discussion @hsios in section 2.3.67 above on undetectability

2.3.70 Virtual Identity

The term *“virtual identity” is sometimes used to anedigital identity or digital partial identity.
However, due to the connotation with “unreal, narstnt, seeming”, the term mainly applies to
characters in a MUD (Multi User Dungeon) or MMORHRMassively Multiplayer Online Role
Playing Games), or to avatars [47].

2.4 Legal terms regarding data protection and identity

management
Eleni Kosta (ICRI-K.U.Leuven) and Cathleen Simons (ATOS)

The principal objective of the PICOS project isd&velop an open, privacy-respecting, trust-enabling
identity management platform that supports the igiom of community services by mobile
communication service providers and the carrying ofi marketing activities by third party
sponsors/advertisers. The successful functionafithhe PICOS platform will only be achieved when
information about the users (or other entitiesgalected and processed to the ends of PICOS. The
processing of personal data in the platform enth#ésapplication of the European legal framework on
data protection. The detailed requirements thatl neebe met in each specific scenario that will be
served by PICOS will be discussed both in the PIGQ2S Contextual Framework Deliverable and in
the PICOS D2.4 Requirements Deliverable. In thistise, the basic principles that apply to the
processing of personal data will be described, rideio to assist in the creation of a common
understanding between the project partners, baginfriom the very early stages of the project.
Moreover, a few more legal terms with specific iat for the PICOS project are also described.

2.4.1 Advanced Electronic Sighature

An advanced electronic signature is an electroigicagsure that complies with a number of additional
requirements. It should be: (1) uniquely linked ttee signatory, (2) capable of identifying the
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signatory, (3) created using means that the signan maintain under his or her sole control, g)d
usable to verify the integrity of the signed daatitle 2.2 [2]).
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2.4.2 Consent of the Data Subject

Consent of the data subject means any freely gspatific and informed indication of the dat
subject’s wishes by which the data subject signifies or her agreement to personal data relating to
him or her being processed (Art. 2h Data Protediorctive). One of the main goals of the PICOS
project is to ensure that the platforms it will aties will be able to provide the user with suffidien
information in order to allow him or her to givestor her informed consent regarding the processing
of his or her data.

2.4.3 Conservation Principle

The conservation principle means that personal mhatst be kept in a form that permits identification
of data subjects for no longer than what is necgska the purposes for which the data were
collected, or for which they are further procesgédgt. 6e [1]). The PICOS platform will ensure that
the data will be deleted, after the purpose forcWwhiney were collected, is fulfilled.

2.4.4 Controller

A controller (or data controller) is the naturallegal person, public authority, agency or any othe
body that, alone or jointly with others, determirtee purposes and means of the processing of
personal data. Where the purposes and means @&gsing are determined by national or Community
laws or regulations, the controller, or the specdfiteria for its nomination, may be designated by
national or Community law (Art. 2d [1]). The probieof defining the controller of the data in new
telecommunications networks has already been fikshtby the Consultative Committee of the
Convention for the protection of individuals witbgard to automatic processing of personal data of
the Council of Europe:

Nowadays [...] this model in which a sole person odyis responsible for determining the

parameters of the automatic processing is increglgi challenged by examples to the
contrary. Several actors, among which the congrolbr co-controllers, the processor(s)

and the service provider(s) interact in the pssgiag. As a result, data subjects might not
always know whom to turn to in order to exerclesrtrights[15].

Consequently, it is of seminal importance to examand identify the data controller in the various
scenarios of the PICOS project.

2.4.5 Data Minimisation Principle

The data minimisation principle means that persdagh must be adequate, relevant and not excessive
in relation to the purposes for which they are exittd and/or further processed (Art. 6¢ [1]). This
principle implies that the PICOS platform will begigned in a way to require the minimum amount
of personal data.
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2.4.6 Data Quality Principle

The data quality principle means that personal datauld be accurate and, where necessary, kept up
to date (Art. 6d [1]). The PICOS platform with bgu@gped with a functionality that checks the
accuracy of the data and allows their modificatioorder to be kept up to date.

D2.1 Taxonomy

2.4.7 Data Recipient

A data recipient is a natural or legal person, putlithority, agency or any other body to whom data
are disclosed, whether they are a third party or lHowever, authorities that may receive data & th
framework of a particular inquiry are not to beasted as recipients (Art. 2g [1]). At the designing
phase of the project, data recipients will be cdeisd the partners of the PICOS consortium, to whom
the data of the platform and application prototywékbe disclosed.

2.4.8 Data Subject

A data subject is a person who can be identifig@dctly or indirectly, and in particular by refe@nto
an identification number or to one or more factepecific to his or her physical, physiological,
mental, economic, cultural or social identity (sm& 2.a [1]). In the framework of PICOS, data
subjects are mainly the users of the PICOS platform

2.4.9 Electronic Signature

An electronic signature is data in electronic fahmt are attached to or are logically associated to
other electronic data, and serve as a method bEatication (Article 2.1 [2]). As already implieg b
the definition of electronic signatures, they canused as a method of authentication in the cowofext
PICOS.

2.4.10 Eligibility

Eligibility is the state of meeting required comalits; or the state of being qualified to particgpat be
chosen (based on http://www.merriam-webster.com).

In the framework of PICOS, this term is used tasitate if someone in entitled to join an online
community, or if someone can access certain sexiside a community.
2.4.11 Entity

An entity is an individual (person), organisation, device or process
(http://jungla.dit.upm.es/~pepe/401). The concepteatities covers the data subject, the data
controller, the data processor and the variousr@tiers that are present on the PICOS platform.

2.4.12 Fairness Principle

According to the fairness principle, personal datsst be processed fairly and lawfully (Art. 6a [1])
The PICOS project will make sure the processingp@fsonal data will only be done under fair
conditions, and in a lawful and legitimate way.
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2.4.13 Finality Principle (Purpose Limitation Principle)

D2.1 Taxonomy

This principle means that personal data must béected for specified, explicit and legitimate
purposes. The purpose of the processing shoul@fioeed at the latest at the moment of the collectio
of the data (Art. 6b [1]). In the PICOS projecte thurposes for which the processing of personal dat
will be needed will be examined at an early stage.

2.4.14 Identity Fraud

Fraud is committed when somebody uses deceptionodtain goods, services or money
(http://iwvww.homeoffice.gov.uk). Identity Fraud ocsuwhen a false identity, or someone else’s
identity details, are used to support unlawfuhaftsti or when someone avoids an obligation/liapilit
by falsely claiming that he or she was the victinidentity Fraud. Examples of Identity Fraud inctud
using a False Identity or someone else’s identtits (e.g., name, address, previous addressptiate
birth, et cetera) for commercial, economic or manetgain; or obtaining goods or information; or
obtaining access to facilities or services (suclopening a bank account, applying for benefits or
obtaining a loan/credit card). (http://identity-therg.uk/definition.html). PICOS will build secusand
trustworthy communication channels, which will nnivise the danger for Identity Fraud.

2.4.15 Identity Theft

Identity Theft occurs when someone uses your patlyoidentifying information, like your name,
Social Security Number, credit card number or dis/écence without your permission, in order to
impersonate you and commit fraud or other crimdgpfwww.ftc.gov). It is also a crime in itself.
Identity Theft is committed when sufficient infortran about an identity is obtained to facilitate
Identity Fraud, irrespective of whether, in the ecad an individual, the victim is alive or dead
(http://identity-theft.org.uk/definition.html). Thieformation can be used to obtain credit, mercisnd
and services in the name of the victim, or to pilevihe thief with false credentials. In addition to
running up debt, an imposter might provide falsnidication to police, creating a criminal recand
leaving outstanding arrest warrants for the persamose identity has been stolen
(http://searchsecurity.techtarget.com). In ordepraperly define Identity lheft, it is critical tefine

the negative impact experienced by the individuabse identity has been stolen. One of the negative
repercussions of ldentity Theft is financial loss, thieves will have access to credit cards, bank
accounts, et cetera. Furthermore, if the Identitgf continues for a longer period of time, it ¢ave

a serious impact on the victim’'s good name. Cregports, criminal records, employment history —
they can all be affected by identity theft (htiptérnetsecuritypw.wordpress.com). Identity Theftl a
Identity Fraud are terms used to refer to all typesrime in which someone wrongfully obtains and
uses another person’s personal data in some wayirthalves fraud or deception, typically for
economic gain (http://www.usdoj.gov). PICOS willildusecure and trustworthy communication
channels, which will minimise the danger for Idgnfrheft, as well for Identity Fraud, as already
mentioned above.

2.4.16 Impersonation

According to theCompact Oxford English Dictionarympersonation is the act of pretending to be
another person for the purposes entertainmentadfiThe PICOS technologies channels will be built
in a way not to allow impersonation of the user.
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2.4.17 Information Security Governance

D2.1 Taxonomy

Information Security Governance is a framework/gisoe that, according t&Wikipedia provides
protecting information and information systems twumter unauthorised access, use, disclosure,
modification or destruction. It is the system byieththe current and future use of ICT is directad a
controlled, and it involves evaluating and diregtithe plans for the use of ICT to support the
organisation and monitoring of [...]. Information ety Governance includes the strategy and
policies for using ICT within an organisation (Auian Standard for Corporate Governance of ICT).

2.4.18 IT Governance

IT Governance is an integral part of enterpriseegoance and consists of the leadership and
organisational structures and processes that effsatr@n organization’s IT sustains and extends the
organisation’s strategies and objectives (http:Muitgi.org). Specifying the decision rights and
accountability framework to encourage desirableagigtur in the use of IT [66].

2.4.19 Personal Data

Personal data are any information relating to @mtified or identifiable natural person (i.e., dada
subject); an identifiable person is someone wholmidentified, directly or indirectly, in particar

by reference to an identification number or to @memore factors specific to his or her physical,
physiological, mental, economic, cultural or soddéntity (Art. 2a [1]). As PICOS is a project
focusing on online and mobile communities and thears, any information relating to a user that can
be identified will be considered as personal data.

2.4.20 Privacy Ontology

Privacy ontology describes the knowledge about dla¢a protection domain in a standard,
unambiguous manner, with the aim of convertinggowlegislation into a language that is understood
by an information system, so that the system irstijoie automatically applies the prevailing privacy
legislation to the processing of personal datss fireventing unlawful processing [39].

2.4.21 Privacy Policy

A privacy policy is a legal notice on a website \pding information about the use of personal
information — particularly personal information lemted via the website — by the website owner.
Privacy policies usually contain details of whatgmmal information is collected, how the personal
information may be used, the persons to whom thieopel information may be disclosed, and the
security measures taken to protect the persoraination [67].

In the context of PICOS, users may want to be shlutomatically detect and match privacy policies
against their personal policies. They may also wanhegotiate a mutually acceptable policy. At
present, privacy policies are used extensively bpsites, but in many cases they represent the only
outwardly facing acknowledgement of privacy. Comityuproviders may need to offer more, and be
more open about how and why they use personal tha&.P2P situation, personal privacy policies
may be required.
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2.4.22 Processing of Personal Data

D2.1 Taxonomy

Processing of personal data (or simply processisgany operation or set of operations that is
performed on personal data, whether or not by aatichmeans, such as collection, recording,
organization, storage, adaptation or alteratiotnieneal, consultation, use, disclosure by transioigs
dissemination or otherwise making available, alignmor combination, blocking, erasure, or
destruction (Art. 2b [1]). Simply put, any actiom information that can be linked to a user (or a
natural person in general) is considered as priges$ personal data.

2.4.23 Processor

A processor (or data processor) is a natural @i legrson, public authority, agency or any othefybo
that processes personal data on behalf of theadtemt(Art. 2e [1]). The data processor acts urtter
orders of the data controller, who determines the@ses and means of the processing of personal
data. In the PICOS project, it is of seminal impode to define the controller of the data, as direa
discussed (see the discussion concerning “dataatient in section 2.4.4 above), and distinguismhi

or her from the data processor.

2.4.24 Sensitive Data

Sensitive data is a special category of personal tat individuals, on average, prefer to be known
only to a few selected others, and thus meritsiaptmgal protection. From a purely legal point of
view, sensitive data are “personal data revealagat or ethnic origin, political opinions, religis or
philosophical beliefs, trade-union membership, #ral processing of data concerning health or sex
life” (Art. 8 [1]). It is important to examine wha¢r PICOS involves sensitive data, as their pracgss
may take place only under specific conditions, redirestrictively in the data protection legislatio

2.4.25 Supervisory Authority

Each European Member State will provide that onenore public authorities are responsible for
monitoring the application, within its territoryf ¢dhe provisions adopted by the Member States
pursuant to this Directive, which are commonly knoas Supervisory Authorities. Each Member
State will also provide that the supervisory auties are to be consulted when administrative
measures or regulations relating to the proteabbimdividuals’ rights and freedoms with regard to
the processing of personal data are drawn up. Taed®rities will, in particular, be endowed with
investigative powers, such as powers of accessata fbrming the subject-matter of processing
operations, and powers to collect all the inforaomathecessary for the performance of its supervisory
duties. The members and staff of the supervisottyaaitly, even after their employment has ended, are
to be subject to a duty of professional secrech wegard to confidential information to which they
may have had access (based on Art. 28 Data Pandirective).

2.5 Architecture and technical terminology
Stephen Crane (HPL), John O’Connell (HPF) and Jean-Francois Coudeyre (HPF)

One of the basic tasks PICOS has to achieve isetatec a technical architecture and design for the
PICOS community platform. This includes the datadeiothat contains the relevant identity
information, the tools that provide the identityivacy and trust management functions, the datasflo
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between them, and the protocols for these. Thenakgoals and attributes of the architecture and
design are to cater for the identity informatioowilneeds of new, context-rich mobile communication
services for communities, whilst meeting their ggvants’ requirements for trust and privacy in an
acceptable, trustworthy, open and scalable mafiterefore, an introduction to the architecture and
technical terminology that will be important forGDS is essential and will be the main focus of this
chapter.

D2.1 Taxonomy

2.5.1 Anonymous Credentials

Anonymous credentials (also called private or caibMle credentials) are secondary credentials that
are derived from a certificate issued to a diffepgeudonym of the same person. Multiple anonymous
certificates can be created from a single certifidhat are neither linkable to each other, nathto
issuance interaction in which the master certiicahs obtained [22].

In the PICOS project, a user may wish to interaith \@ community at several levels, depending on
their confidence in the ability of the community giootect their privacy, or on the trust they have i
other users. A user may have several levels oftility”, ranging from open through to very private
Anonymous credentials (or pseudonyms) may provige latter. In practice, a user may switch
between credentials (and levels of visibility) degiag on the community they interact with, or even
the nature of the interaction with the community.

2.5.2 Appliance

The term ‘device’ and ‘appliance’ are synonymouse Section 2.5.61 above on “Device” for a full
definition.

For the functionality of appliances in PICOS, ase section 2.5.61 above.

2.5.3 Attribute Authority (AA)

An Attribute Authority (AA) is an authority that signs privileges by issuing attribute certificates
[29]. In a distributed trust model, the cross-¢mdie structure is used for both of these [29].

In the context of PICOS, the AA may best be thourfrds a PICOS Trust Authority (TA), an entity
that both the user and the community trust to esdidiser identity or entittement. The AA could be
the community provider or an independent entitysqialy providing a similar service to many
communities. It may also be a general purpose Igortaultiple communities.

2.5.4 Attribute Authority Revocation List (AARL)

An Attribute Authority Revocation List (AARL) is eevocation list of attribute certificates issued by
Attribute Aythorities that are, in turn, no longansidered valid by the issuing authority [29].

For PICOS, the AARL may be used to identify AAstthacommunity no longer trusts to issue valid
anonymous credentials. In a peer-to-peer commuuggrs may revoke an AA to prevent other users
from choosing that AA.

2.5.5 Attribute Certificate (AC)

An Attribute Certificate (AC) is a data structutgitally signed by an Attribute Authority, which
binds some attribute values with identificatioroimhation about its holder [29].
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The Attribute Certificate within PICOS would proeidisers with validated information about new or
existing members, thereby providing a route toding trust.

D2.1 Taxonomy

2.5.6 Attribute Certificate Revocation List (ACRL)

An Attribute Certificate Revocation List (ACRL) &revocation list of attribute certificates thag ao
longer considered valid by the issuing authorit$][2

In PICOS, the ACRL would provide a means to diseancliable Attribute Certificates.

2.5.7 Authentication Token (Token)

An authentication token, or simply token, is théoimation conveyed during a strong authentication
exchange, which can be used to authenticate itles¢P9].

In a system like PICOS, authentication tokens lalinecessary to strongly authenticate users, becaus
the traditional face-to-face process is not possiline. An authentication token is one way to
achieve strong authentication across a remote ctione and it can also be applied to strongly
authenticate a service provider.

2.5.8 Authority

An authority is an entity that is responsible floe issuance of certificates. Two types are defined
this specification: certification authorities, whicissue public-key certificates, and attribute
authorities, which issue attribute certificates|[29

Both types of authorities will probably be requinedPICOS, though they may be provided by the
same entity. They both essentially endorse infamnmatbout users. It is possible that, in a pegreer
community, each user might endorse their own in&drom or information of others that they know
well (this situation is known as an introductoryvsee).

2.5.9 Authority Certificate

An authority certificate is a certificate issuedato authority (either to a certification authorityto an
attribute authority) [29].

In the context of the PICOS project, authority ifiedites may be useful if a community devolves its
responsibilities to other authorities, for exampik,it outsources functionalities such as user
registration.

2.5.10 Base CRL

A Base CRL is the root of a Certificate Revocatiost. Changes in the CRL, referred to in [29] as
“delta CRL" or just “deltas”, combine with the Ba§&RL to record the up-to-data status of entities
described in the list. For example, the delta GRiuld record the change in status of a particular
attribute of the entity described in the Base CRUgh as, for example, “certificate revoked”. The
advantage of delta CRLs is that they are compatteasier to manage than a potentially very large
Base CRL.

In the context of PICOS, this and other certifieaiated terms are essential to the operation of a
certification process, but do not provide any ueigatures to communities or to PICOS.
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2.5.11 Biometric Encryption/Decryption

D2.1 Taxonomy

Biometric encryption covers the conversion of bitneedata into a form called “cipher text”, which,
in turn, cannot be easily understood by unauthdrigeople. Decryption, on the other hand, is the
process of converting encrypted data back inta tivgginal form, so that they can be understood [7]

Biometric Encryption is a process that securelydbia PIN or a cryptographic key to biometric data,
so that neither the key nor the biometric datalmamnetrieved from the stored template. The kegis r
created only if the correct, live biometric samigl@resented on verification [12].

Strong identification based on biometric data maydxquired within PICOS, if the basis of trustas t
be able to reliably re-identify individuals. In moal practice, recovering a key from biometric data
will require additional services (such as secuogasfe), as the biometric data, possibly in associat
with a PIN, will unlock a safe that holds the kescsrely. However, deriving the key from the
biometric data may only be feasible for a certgpligation. Biometrics may be the most acceptable
means of identification/verification to memberst they also raise additional privacy concerns, like
DNA profiling and links with law enforcement.

2.5.12 Biometric Enrolment

Biometric enrolment is the process of collectingmbetric samples from a person, and the subsequent
preparation and storage of biometric reference katiep representing that person’s identity [7].d6h
also been defined by (http://ecommittees.bsi-glabat/bsi/controller/IST _33-
0401_06.pdf?livelinkDatalD=14471175&download=traes)the process of creating and storing a data
record containing biometric and non-biometric datt belong to an individual.

For the significance of biometric enrolment in PI&0see section 2.5.13 below on biometric
templates.

2.5.13 Biometric Sample

A biometric sample is the information obtained frambiometric device that contains encoded
information on distinctive human characteristicajatuch as a fingerprints, retina patterns or voice
prints. Alternatively, a biometric sample is definas information obtained from a biometric sensor,
either directly or after further processing (htgcommittees.bsi-global.com/bsi/controller/IST_33-
0401_06.pdf?livelinkDatalD=14471175&download=true).

For the significance of biometric enrolment in PI&0see section 2.5.13 below on biometric
templates.

2.5.14 Biometric Template

A biometric template is a digital representatioranfindividual’s distinct characteristics, represen
information extracted from a biometric sample. Téatgs can vary between biometric modalities as
well as vendors. Not all biometric devices are tiap based. For example, voice recognition
typically relies on being able to match certaimilatites of the captured voice pattern with a temepla
that defines some (but not all) of the distinguighattributes of the individual [7]. The storedtfea

set, labelled with the user’s identity, is refertechs a biometric template [30]. A biometric saenpi
combination of biometric samples that is suitabde $torage serves as a reference for future
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comparison (http://fecommittees.bsi-global.com/lositoller/IST_33-
0401_06.pdf?livelinkDatalD=14471175&download=true).

If biometric data (such as fingerprints or irisnts) are used in PICOS, then measures on how to
produce and protect a template that is used irvéniéication process will be necessary. The whole
biometric life-cycle will need careful consideratiolhe “trigger point”, where entered biometricalat

is accepted as a match for a pre-agreed (storaedjipigon of that data (the template), will alseede

to be carefully defined to avoid excessive falssitpes/negatives during recognition.

D2.1 Taxonomy

2.5.15 Biometric Threshold

A biometric threshold is a predefined number, oftentrolled by a biometric system administrator,
that establishes the degree of correlation nege$san comparison to be deemed a match [48]. The
acceptance or rejection of biometric data is depahdn the match score falling above or below the
threshold [7]. According to (http://lecommittees-gkibal.com/bsi/controller/IST_33-
0401_06.pdf?livelinkDatalD=14471175&download=trua)biometric threshold is a predefined value
that establishes the degree of similarity or catieh (that is, a score) necessary for a biometric
sample to be deemed a match with a biometric nefereemplate.

For the significance of biometric enrolment in PIEOsee section 2.5.13 above on biometric
templates.

2.5.16 CA-certificate
A CA-certificate is a certificate for one Certiftean Authority issued by another one [29].

For the role of CA-certificates within PICOS, seetton 2.5.9 above concerning Base CRLs.

2.5.17 Cancellable Biometrics

Cancellable biometrics is a method of enhancingstwirity and privacy of biometric authentication.
Instead of enrolling with your true finger (or othgometric source), the fingerprint is intentidgal
distorted in a repeatable manner, and this new fgrimsed. If, for some reason, your old fingerpisn
“stolen”, an essentially “new” fingerprint can besuied by simply changing the parameters of the
distortion process. This also results in enhanciégqy for the user, since his or her true fingipis
never used anywhere, and different distortionslmamsed for different types of accounts. The same
technique can also be used with other biometridf [Sancellable biometrics performs a distortion of
the biometric image or features before matching Vériability in the distortion parameters provides
a cancellable nature to the scheme. Cancellablediiccs may be seen to represent a promising
approach to address biometric security and privadyerabilities [67].

There is concern that biometrics are private, peksmformation, that, if exposed, could severely
compromise or disadvantage individuals. Recovegmfrexposure is an important consideration,
which will be taken into consideration in the PIC@®ject. To some extent, avoiding the problem in
the first place through careful system design i® thnswer. For examplerustguide
(www.trustguide.org.uk) discusses restoration asgoe key trust enabler.
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2.5.18 Certificate Policy

A certificate policy is a named set of rules thmaticates the applicability of a certificate to atjzalar
community and/or class of application with commensity requirements. For example, a particular
certificate policy might indicate applicability eftype of certificate to the authentication of &lewic
data interchange transactions for the trading otigavithin a given price range [29].

D2.1 Taxonomy

Where a PICOS community issues or accepts cetgficahe policy would provide a user or another
authority with information to enable the usefulnetthe certificate to be determined.
2.5.19 Certification Practice Statement (CPS)

A Certification Practice Statement (CPS) is a statet of the practices that a Certification Authorit
employs in issuing certificates [29].

A PICOS community that issues certificates may as@ertification Practice Statement to explain
features of the certification process to potenissrs.
2.5.20 Certificate Revocation List (CRL)

A Certificate Revocation List (CRL) is a signed lisdicating a set of certificates that are no kemng
considered valid by the certificate issuer. In #ddito the generic term CRL, some specific CRL
types cover particular scopes [29].

Within the context of PICOS, a Certificate RevoeatiList has essentially similar purpose to the
Attribute Certificate Revocation List (ACRL).
2.5.21 Certificate User

A certificate user is an entity that needs to knath certainty, the attributes and/or public kdy o
another entity [29].

For Certificate Users in PICOS, see section 2.bd¥@ concerning Base CRLs.

2.5.22 Certificate Serial Number

A certificate serial number is an integer value,ique within the issuing authority, that is
unambiguously associated with a certificate isdmethat authority [29].

For the certificate serial number in PICOS, seéi@@®.5.9 above concerning Base CRLs..

2.5.23 Certificate-using System

A certificate-using system is an implementation tbbse functions defined in this Directory
Specification that are used by a certificate-ugét.|

For the certificate-using system in PICOS, sed@e@.5.9 above concerning Base CRLs..

2.5.24 Certificate Validation

Certificate validation is the process of ensuringtta certificate was valid at a given time, inahgd
possibly the time of the construction and processih a certification path, and ensuring that all
certificates in that path were valid (i.e., were expired or revoked) at that given time [29].
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For the certificate serial number in PICOS, sedéi@@?.5.9 above concerning Base CRLs.

D2.1 Taxonomy

2.5.25 Certification Authority (CA)

A Certification Authority (CA) is an authority trted by one or more users to create and assign
public-key certificates. Optionally, the CA may ate the users’ keys [29].

For the Certification Authority in PICOS, see sentP.5.9 above concerning Base CRLs.

2.5.26 Certification Authority Revocation List (CARL)

A Certification Authority Revocation List (CARL) ia revocation list containing a list of public-key
certificates issued to certification authoritiegtttare no longer considered valid by the certificat
issuer [29].

For the Certification Authority Revocation List PICOS, see section 2.5.9 above concerning Base
CRLs.

2.5.27 Certification Path

A certification path is an ordered sequence of ipukky certificates of objects in the Directory
Information Tree (DIT, which concerns data représeém a hierarchical tree-like structure consgstin
of the Distinguished names (DNs) of the directongries [could this instead or also refer to the
relevant section on DITs? (section 2.5.39)]) thagether with the public key of the initial objdnt
the path, can be processed to obtain the finatbbjehe path [29].

For the Certificate Path in PICOS, see sectiorZabove concerning Base CRLs.

2.5.28 Claim

A claim is a statement made by an entity (the caithabout another entity (the claim’s object) to a
other entity or a set of entities (the claimantslii@ssee). A claim can be endorsed by a third plaaty
certifies the claim to have been made in an intggmotected manner. An example for a claim is “The
requester is of age greater than 18 years, clabpdle requester, endorsed by an EU-Member State-
issued passport”. A claim request (or a requestclaims) is issued in order to obtain claims that
satisfy the access control policy for a requesésdurce [22].

Where users are engaged in many communities, sutheaones supported by PICOS, claims issued
by a commonly trusted third party would be usefuldstablishing trust or agreeing rights and
entitlements. It should be pointed out that thentéclaim” is used in exactly the same way by
Microsoft's Windows CardSpacéne can imagine @ardSpacdike wallet containing identity cards
used to access communities, when each card alsescaser-defined preferences, covering privacy
and other individual requirements.

2.5.29 Controlled Release

Controlled release is the condition when personf@rimation is shared with a third party with pre-
agreed terms of use.

Prior to sharing personal information with a PIC@®nmunity provider or community member, the
user may specify how his or her information canuBed by way of preferences on, for example,
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duration, purpose and onward sharing. These prefesewould be described alongside the data items
at the time of sharing, and be ideally bound tdésam or to the set of data.

D2.1 Taxonomy

2.5.30 CRL Distribution Point

A CRL distribution point is a directory entry orhetr distribution source for CRLs; a CRL distributed
through a CRL distribution point may contain reviima entries for only a subset of the full set of
certificates issued by one Certification Authoriby,may contain revocation entries for multiple ®ne
[29].

For the CRL distribution point in PICOS, see setth5.9 above concerning Base CRLs. The CRL
distribution point in PICOS could be a function yicked by the community operator or a trusted third

party.

2.5.31 Cross-certificate

A cross-certificate is a public-key or attributertdecate that enables a subject certified by one
Certificate Authority (CA) to be checked by anotli&k. Cross-certificates are exchanged between
CA and CA, and between Attribute Authority (AA) ad\. Cross-certificates provide a way for a
hierarchy of CAs/AAs to be created, such that sttbjean be authorised regardless of the issuing CA
[29].

For cross-certificates in PICOS, see section Zabd@e concerning Base CRLs. A cross-certificate is
particularly relevant when considering multiple ¢ommities or “communities of communities”.

2.5.32 Cryptographic System (Cryptosystem)

A cryptographic system, or simply a cryptosystesra collection of transformations from plain text t
cipher text and vice versa, with the particulansfarmation(s) to be used being selected by keys,
either Public/Private or Secret Keys, depending thdre the cryptosystems is asymmetric or
symmetric. The transformations are normally defibgé mathematical algorithm [29].

Within PICOS, cryptographic systems are a buildiblgck of the certification process and
anonymous/pseudonymous credentials, which arerexjto provide confidentiality and integrity of
data, as well as strong authentication.

2.5.33 Data Confidentiality

This service can be used to provide for the primeadf data from unauthorised disclosure. The data
confidentiality service is supported by the autfeation framework. It can be used to protect agains
data interception [29].

Confidentiality services typically rely ondata encryption mechanisio translate confidential data
into a protected state (subsequently describednasyptedl. It is usually no longer necessary or
appropriate refer to the protected (encrypted) dateonfidential.

A data confidentiality service is also responsitae translating the encrypted data into a decrypted
state, thus restoring it to a confidential state.

In PICOS, data confidentiality may be used to adrdccess to information in transit or storage.

Copyright © 2008 by the PICOS consortium - All rights reserved.

The PICOS project receives research funding from the Community’s Seventh Framework Programme.

PICOS_D2_1_Taxonomy_V1_0_Public_corr.doc Page 55 of 101 Public Version 1.0



e

PICOS

2.5.34 Data Integrity

Data integrity is a service designed to protech diatm unauthorised or accidental modification.

D2.1 Taxonomy

Integrity services normally use a function likeash, or a cryptographic digital signature mechanism

to produce a condensed representation of datay fro@ide an important check on data that must not
change (or where change must be made obvious).etBoes, this condensed representation is called
a (digital) signature. The integrity of data isdstb be preserved when the signature of the duata i

question matches a reference signature. The nefersignature would most probably have been
created at the same time as the original data.

Data integrity could be used in PICOS in order ¢ébedt and prevent unauthorised modification of
data. If described in terms of hash functions,ayralso be used to produce digests of data anagupp
a signature scheme.

2.5.35 Data Availability

According to the notion of data availability, datad supporting systems must always be available
when required.

In PICOS, on demand access to the community andupporting user data is essential in order to
maintain confidence in the community. Safe operatd the community is likely to be highly
dependent on operating data being available wieprires.

2.5.36 Data Sharing

Data sharing is the ability to share the same dedaurce between multiple applications or users. It
implies that the data are stored in one or moreesglin the network and that there is some software
locking mechanism that prevents the same set af fdatn being changed by two people at the same
time. Data sharing is a primary feature of a databamanagement system (DBMS)
(http://www.answers.com).

Data Sharing is a feature common to communitiesespecially so in the context of PICOS, where
members generate data about other members. Piivdhis data will be a key concern for members.
Members may want to identify other members who ssaata about them. Where simple access
control is not enough, it may be necessary to faaudit access made by members.

2.5.37 Delegation

Delegation is the conveyance of a privilege frore entity that holds such privilege, to anothertgnti
[29].

A PICOS community may choose to delegate authdeityspecific functions to another entity. The
entity possessing the delegated authority may mee@monstrate that authority to a user, and would
probably do so using the processes described uthderdefinition of Credential, i.e. where a
Certification Authority binds a set of privilegeattfibutes) to a specific user.

2.5.38 Delegation Path

A delegation path is an ordered sequence of aatds that, together with authentication of a pge
asserter’s identity, can be processed to verifyatitbenticity of an asserter’s privilege [29].
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For delegation paths within PICOS, see sectior9above concerning Base CRLs.

D2.1 Taxonomy

2.5.39 Delta-CRL (dCRL)

A Delta-CRL is a partial revocation list that ordgntains entries for certificates that have had the
revocation status changed since the issuance oétbeenced Base CRL [29].

For the Delta-CRL in PICOS, see section 2.5.9 alsoveerning Base CRLs.

2.5.40 Device

A device (or end device or end-user device) isappliance that users interact with directly, e.g. a
mobile phone, PDA, or laptop. The device is oftengidered to be personal.

PICOS does not attempt to define an end-user dearwkis essentially platform-agnostic. However,
since PICOS is concerned with mobile communities likely that the device will be designed to be
able to operate in a mobile environment, which pilice some constraints on platform functionality
(such as display size and connectivity).

2.5.41 Directory Information Tree (DIT)

A Directory Information Tree (DIT) is data represshin a hierarchical tree-like structure consgstin
of the Distinguished Names (DNs) of the directanyries.

2.5.42 Distributed Service Architectures

A distributed service architecture can be defiredraarchitecture that enables the delivery oficesv
over the Internet. If the service architectureuiyfdistributed, then there is no single poinfaifure.

Assuming that PICOS is based on a set of serviceaded locally and remotely by one or more
providers, where these services are essentialbtriidiited” across the community, architecture that
describes the implementation and access to eacicesevill be required.

2.5.43 End-entity Attribute Certificate Revocation List (EARL)

An end-entity attribute certificate revocation I[&ARL) is a revocation list of attribute certifies
that are issued to holders who are not also AtitAuthorities, and that are no longer considered
valid by the certificate issuer [29].

For end-entity attribute certificate revocatioridisn PICOS, see section 2.5.9 above concerning Bas
CRLs.
2.5.44 End-entity Public-key Certificate Revocation List (EPRL)

An end-entity public-key certificate revocationtli$EPRL) is a revocation list of public-key
certificates that are issued to subjects who atalso Certification Authorities, and that are nader
considered valid by the certificate issuer [29].

For end-entity public-key certificate revocatiostd in PICOS, see section 2.5.9 above concerning
Base CRLs.
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2.5.45 Environmental Variables

D2.1 Taxonomy

Environmental variables are the aspects of polkexyuired for an authorisation decision that are not
contained within static structures, but are avélahrough some local means to a privilege verifier
(e.g., the time of day or a current account balpfR.

It is likely that context will play an importantleoin determining rights and trust within the PICOS
project. For example, location may influence whimbmmunities can be accessed and for what
purpose. Location would be held in a local envirental variable.

2.5.46 Full Certificate Revocation List

A full Certificate Revocation List (CRL) is a congpé revocation list that contains entries for all
certificates that have been revoked for the givcaps [29].

For full Certificate Revocation Lists in PICOS, ssetion 2.5.9 above concerning Base CRLs.

2.5.47 Hash Function

Hash functions are mathematical functions that malpies from a large (or possibly very large)
domain into a smaller range. A “good” hash functienone of which the results of applying the
function to a (large) set of values in the domailh be evenly distributed (and apparently at rangilom
over the range [29].

For the use of hash functions in PICOS, see Daémyllity in section 2.5.33 above. Hash functions are
seen as a cryptographic building block used bycdteelential process for signature generation and
integrity checking processes.

2.5.48 Holder

A holder is an entity to whom some privilege hasrbeelegated, either directly from the Source of
Authority, or indirectly through another Attribugauthority [29].

A holder is PICOS is the user of a community prevjar a trusted third party.

2.5.49 Identity Federation

In information technology (IT), the term “federatatkentity” has two general meanings. The first
meaning is the virtual reunion, or assembled idgntif a person’s user information (also known as
the “principal”), stored across multiple distindentity management systems. Data a joined together
by use of the common token, which is usually ther msame. The second meaning is the process of a
user's authentication across multiple IT systemsewen organisations. Federated identity, or the
“federation” of identity, describes the technolagistandards and use-cases that serve to enable the
portability of identity information across other@isutonomous security domains. The ultimate goal
of identity federation is to enable users of onendim to securely access data or systems of another
domain seamlessly, and without the need for coralpieedundant user administration. It can improve
privacy compliance by allowing the user to contndiat information is shared, or by limiting the
amount of information shared. Identity federati@m e accomplished any number of ways, some of
which involve the use of formal Internet standasigh as the OASIS SAML specification, and some
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of which may involve open source technologies andtber openly published specifications (for
example, Information Cards, OpenlD, the Higginstiftamework or Novell's Bandit project) [67].

D2.1 Taxonomy

Where multiple communities interact, or where a wgamity relies on an external identification
service in the context of PICOS, then the use dlefated identification may be appropriate.
Federation can raise concerns about privacy, ssiethan sharing personal identification information
with an entity other than the service (communitygvider.

2.5.50 Identity Management System (IMS)

An identity management system (IMS) in its broadeshse refers to the technology-based
administration of identity attributes, includingetldevelopment and choice of the partial identitgt an
pseudonym to be (re-)used in a specific contextobe [22]. Identity Management involves the
management of the identity life cycle of entitissilfjects or objects), during which the system can:
establish an identity by linking a name or numbéhwhe subject or object; re-establishe the idgnti
(i.e., links a new or additional name, or numbeithvthe subject or object); describe the identity
(assigns attributes or re-describes the identitghmnging attributes applicable); or even desthay t
identity [67].

An IMS is part of lifecycle management, which caveisers and personal data. It is likely to be a
critical part of PICOS and it will strongly defirtte architecture of the project. The phrase “from
cradle to the grave” illustrates the impact thahitty has during the lifetime of a community membe

2.5.51 Indirect Certificate Revocation List (iCRL)

An indirect certificate revocation list (iCRL) is r@evocation list that at least contains revocation
information about certificates issued by authasitither than the one that issued the iCRL [67].

For indirect certificate revocation lists in PICG®g section 2.5.9 above concerning Base CRLs.

2.5.52 International Organization for Standardization (ISO)

The International Organization for Standardizati@8O) and the International Electrotechnical
Commission (IEC) are two specialised bodies crefieavorldwide standardisation. National bodies
that are members of the ISO or IEC participatehendevelopment of International Standards through
technical committees, established by the respedanganisation to deal with particular fields of
technical activity. ISO and IEC technical committemllaborate in fields of mutual interest. Other
international organisations, governmental and novegimental, in liaison with the ISO and IEC, also
take part in the work. In the field of informatieechnology, the 1ISO and IEC have established 4 join
technical committee: ISO/IEC JTC 1. Draft Internaal Standards adopted by the joint technical
committee are circulated to the national bodiesviming. Publication as an International Standard
requires approval by at least 75 per cent of thimmal bodies casting a vote (http://ecommitteds.bs
global.com/bsi/controller/IST_33-0401_06.pdf?limiDatalD=14471175&download=true).

Where it makes sense, PICOS should consider adogtimdardised approaches and contributions to
the standardisation process. It is possible tretaiadard approach will instil trust and confidente
members, and could lead to more robust implememsiti Collaborations between communities,
especially with the larger existing communities yndamand the adoption of standards. Standards that
relate to cryptography, or security in general,udtidoe adopted, again, to instil confidence among
members.
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2.5.53 ISO/IEC JTC 1

ISO/IEC JTC 1 is a joint technical committee thaiswformed in 1987 between the International
Organization for Standardization (ISO) and the rimiéional Electrotechnical Commission (IEC), for
the standardisation in the field of informationhBaology. The number “one” in the name refers to the
fact that it is the first and only formal collabbom between the ISO and IEC (http://www.birds-
eye.net).

For the role of ISO/IEC JTC 1 in PICOS, see sec?@n50 above on ISO.

D2.1 Taxonomy

2.5.54 ISO/IEC JTC 1 SC 27

ISO/IEC JTC 1 SC 27 is a subcommittee of ISO/IEC IT Titled “Security Techniques”, its area of
work is the standardisation of generic methodstanbniques for IT Security. The scope of this area
of work for SC 27 includes the standardisation afptographic algorithms for integrity,
authentication, and non-repudiation services. [untlore, it includes the standardisation of
cryptographic algorithms for confidentiality semc for use in accordance with internationally
accepted policies. Current activities of SC 27diveded into five working groups:

» Working Group 1: Information security managemgygtems.
» Working Group 2: Cryptography and security metbias.

» Working Group 3: Security evaluation criteria.

» Working Group 4: Security controls and services.

» Working Group 5: Identity management and privéaghnologies. (http://ecommittees.bsi-
global.com/bsi/controller/IST_33-0401_06.pdf?limdDatalD=14471175&download=true)

For the role of ISO/IEC JTC 1 SC 27 in PICOS, ssstisn 2.5.50 above on ISO.

2.5.55 ISO/IEC JTC 1SC 27 WG 5

The scope of SC27/WG 5 covers the development aaidtemance of standards and guidelines
addressing security aspects of identity managenteometrics and the protection of personal data
(http://ecommittees.bsi-global.com/bsi/control I8l 33-
0401_06.pdf?livelinkDatalD=14471175&download=true).

For the role of ISO/IEC JTC 1SC 27 WG 5 in PICO& section 2.5.50 above on ISO.

2.5.56 Key Agreement

A key agreement is a method for negotiating a ka&lyer online without transferring the key, even in
an encrypted form, such as, for example, the DHfgdlman technique (see ISO/IEC 11770-1 for
more information on key agreement mechanisms) [29].

Unigue one-to-one relationships may be establighédlCOS between user and community operator,
or between user and user. Although public key smistthat enable safe sharing of information and
strong identity exist, for efficiency reasons, glthkey solutions may be necessary. Key agreements,
and, more generally, key management servicespwitequired.
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2.5.57 Mix

A Mix is a computer that mediates between sendedsracipients. A Mix is a store-and-forward
device that accepts a number of fixed-length messafjom numerous sources, performs
cryptographic transformations on the messagesthamforwards the messages to the next destination
in an order not predictable from the order of isJ6{].

D2.1 Taxonomy

Anonymous communications can be achieved in PIG®&igh mix networks, and it is possible that,
if truly anonymous (e.g. P2P) communication is seeey, then some variation of a mix network will
be required.

2.5.58 Object Method

An object method is an action that can be invokediaesource (e.g., a file system may have read,
written and executed object methods) [29].

For object methods in PICOS, see section 2.5.9eabomcerning Base CRLs.

2.5.59 One-way Function

A one-way function is a (mathematical) functiorh&t is easy to compute, but which for a general
value y in the range, it is computationally difficto find a value x in the domain such that f(xy=
There may be a few values y for which finding x@ computationally difficult [29].

For the role of one-way function in PICOS, seeisa.5.45 above on Hash Function.

2.5.60 Onion Routing

Onion routing is a technique for pseudonymous (@ngmous) communication over a computer
network [67].

For the role of Onion Routing in PICOS, see seclidn55 above on Mixes.

2.5.61 P3P

The Privacy Preferences Protocol (P3P) is a taatl éimables easy communication about the privacy
preferences of Internet users in a standardised fbat can be read by the information system. The
JRC (Joint Research Centre of the EU situated [malsltaly) developed a version of P3P in
accordance with the EU Directive [39]. The Platfofan Privacy Preferences is a protocol that
specifies a way to determine if a website’s segupiblicies meet a user’s privacy requirements
(http://searchsecurity.techtarget.com). The Platfdor Privacy Preferences Project (P3P) enables
websites to express their privacy practices iraadsdrd format that can be retrieved automaticaity a
interpreted easily by user agents (www.w3.0rg).

PICOS should consider the value of providing priwpolicy information to members using P3P. P3P
is not as widely adopted as some would hope, aisditt clear what anything other than a satisfgcto
report signifies. However, it is an easy way to omwmicate to members something about privacy
policy, and if standardised across multiple commesj it may provide a benefit to members with
regard to trust establishment and the sharing isiop&l information.
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2.5.62 Platform

A platform is a collection of resources, hardwand/ar software that enable the delivery of a servic
to users through end devices. The term “end deVigpially refers to an appliance, e.g., a notdhoo
PDA or mobile phone. In practice, a platform maydescribed using an architectural or framework
representation. The platform may consist of hardwéirmware, operating system and application
software, but it will be defined by the fact thatdffers a set of useful services that supporghéri
level of objective, such as a community.

D2.1 Taxonomy

The services that community members use, and wéathally define the community profile and
behaviour (i.e., its role, target audience, etregtere provided by an underlying set of functitmest
relies on hardware, software, networking and endcds. In PICOS, it is this functionality that
defines the platform. The platform integrates w(ph interoperates with) the community data and
applications to deliver services to community merabe

2.5.63 Platform Virtualisation

According to Wikipedia virtualisation is a broad term that refers to Higstraction of computer
resources.

The current trend is to build virtual platforms mp of physical platforms. The advantage of this is
that it is possible to control the interaction bedéw virtual platforms and restrict access to the
underlying physical properties, like storage andnewnication. This leads to the concept of
containment, which is essential for good secumtyd something that is difficult to achieve on a
platform that only supports shared application€®3 could take advantage of this technology to run,
for example, trusted client applications, so thheousers know that they cannot be interfered.with

2.5.64 Policy Mapping

Policy Mapping relates to when a Certification Awrty (CA) in one domain certifies a CA in another
domain. Certification is achieved through an exgeaof certificates. For one CA to recognise the
certificate of another, a description of acceptaltigbutes is required. This description is repraed

in a policy to which each CA agrees. It is possthig each CA will describe their requirements in a
slightly different way. Thus the policy will need “map” the capabilities of one CA to the
requirements of another in a mutually acceptablermaa[29].

For the policy mapping in PICOS, see section 2ab&e concerning Base CRLs.

2.5.65 Privacy-Enhancing Identity Management System (PE-IMS)

A Privacy-Enhancing Identity Management System [HE) is an Identity Management System
(IMS) that, given the restrictions of a set of apgions, sufficiently preserves unlinkability, ssen
by an adversary, between the partial identitiesamcesponding pseudonyms of a person [22].

In the context of PICOS, privacy-enhancing identitanagement systems, which can be applied
across multiple communities, may be used to en$iateidentity can be validated without needing to

reveal excessive information about the individddle conditions on which information is released

could be context based, a feature that is nornmaityfound in a traditional IMS.
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2.5.66 Privacy Preferences

D2.1 Taxonomy

Privacy preferences are instructions prepared ey simaring party (typically the individual) and
express how personally their information shouldhbredled by the receiving party.

For the setting up of privacy preferences withiC®5, see section 2.5.28 above on “Controlled
Release”.
2.5.67 Private Key

In the context of a public key cryptosystem, a @idvkey (or, a secret key) is the key of a usesis k
pair, which is known only by that user [29].

In the PICOS project, a private key will be reqdiréor signing and sharing of confidential
information, for strong identification and integrithecking processes.

2.5.68 Privilege

A privilege is an attribute or property assigneaumoentity by an authority [29].

In the context of PICOS, a privilege could alsodescribed as an entitlement to a service, or, more
loosely, as an authority.

2.5.69 Privilege Asserter

A privilege asserter is a privilege holder, who su$és or her attribute certificate or public-key
certificate to assert privileges [29].

A privilege asserter, as well as other privilegeted terms, is essential to the operation of alpge
management process, but does not provide any ufeqtieres to communities, or to PICOS.
2.5.70 Privilege Management Infrastructure (PMI)

Privilege management infrastructure (PMI) is thfeaistructure that is able to support the management
of privileges in support of a comprehensive autaiion service and in relationship with Public Key
Infrastructure [29].

For the role of Privilege Management InfrastrucstirePICOS, see section 2.5.69 above on “Privilege
Asserter”.
2.5.71 Privilege Policy

A privilege policy is the policy that outlines catidns for privilege verifiers to provide and perfo
sensitive services to/for qualified privilege assex. A privilege policy relates attributes asstama
with the service, as well as attributes associaftitlprivilege asserters [29].

For privilege policies in PICOS, see section 2.5bB6ve on “Privilege Asserter”.

2.5.72 Privilege Verifier
A privilege verifier is an entity that verifies ¢dicates against a privilege policy [29].

For the role of privilege verifiers in PICOS, seet®n 2.5.69 above on “Privilege Asserter”.
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2.5.73 Public Key

In the context of a public key cryptosystem, a pukky is the key of a user’s key pair which is
publicly known [29].

D2.1 Taxonomy

For the creation and use of public keys in PIC@8,section 2.5.69 above on “Privilege Asserter”.

2.5.74 Public Key Certificate (PKC)

A Public Key Certificate (PKC) binds a public kean@ the corresponding private key) to information
that identifies the holder of the key pair. A dédisignature can be formed using the private keg, a
subsequently checked, using a publicly availabldipkey. The validity of the public key (i.e.,eh
fact that it belongs to the individual who claineshitave made the signature) is usually confirmed by
checking the public key certificate, with referente the Certification Authority that issued the
certificate [29].

A PICOS user may be required to obtain a certéi¢at his or her public key from a mutually trusted
authority. The certified key could be used to vaéa public key before sharing sensitive inforomati
with the entity that holds the corresponding pevity.

2.5.75 Public Key Infrastructure (PKI)

Public Key Infrastructure (PKI) is the infrastruathat is able to support the management of public
keys in order to support authentication, encryptintegrity and non-repudiation services [29].

Although PKI provides the supporting infrastructdoe operations involving public keys, in the
context of PICOS, it may create an overhead thas gp@yond the capabilities of smaller communities.

2.5.76 Reliability

Reliability is an attribute of any computer-relatsmmponent (software, hardware, or a network, for
example) that consistently performs according $ospecifications (http://whatis.techtarget.com). In
general, reliability is the ability of a personsystem to perform and maintain its functions intiroa
circumstances, as well as hostile or unexpectedrtistances. The IEEE defines it as “the ability of
system or component to perform its required fumstionder stated conditions for a specified period o
time” [67]. Reliability metrics include the followg averages: POFOD (probability of failure on
demand), ROCOF (rate of failure occurrence), MTiredn time to failure), and AVAIL (availability
or uptime) (http://www.answers.com).

2.5.77 Relying party
A relying party is a user or agent that reliestomndata in a certificate in order to make decis[@0

Relying parties used in PICOS are described albiogedtion 2.5.69 on “Privilege Asserter”.

2.5.78 Role Assignment Certificate

A role assignment certificate is a certificate tbamtains the role attribute, which assigns onmore
roles to the certificate subject/holder [29].
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In an anonymous interaction between two or morgiesitas it will be defined in the PICOS project,

knowing the role, but not the identity of the ee8t may be sufficient to establish trust and petha
transaction to go ahead.

D2.1 Taxonomy

2.5.79 Sensitivity

Sensitivity is the characteristic of a resourcd thalies its value or importance [29]. For example
medical information is considered by most individua be sensitive and private (whereas a telephone
number is probably just private).

As PICOS is going to focus on various communitgsstegards sensitivity, it may need to differestiat
between different types of personal informatioke Ipersonal versus sensitive data, the latter ajlgic
being used to refer, among other things, to megiegiious or sexual information.

2.5.80 Simple Authentication

Simple authentication is authentication by meansimaple password arrangements [29].

Simple authentication could be a simple, inexpensieans to authenticate users within PICOS, but
may hot be strong enough for every applicatiosolfthen a token based or biometric authentication
may be required.

2.5.81 Security Policy

A security policy is the set of rules laid downthg security authority governing the use and piowis
of security services and facilities [29].

A security policy is typically an internal documethiat describes how security is managed. Such a
document in the context of PICOS is one that suppie operation of a system, and may be shared
between cooperating community providers, but isrmadly not shown to the users (customers).

2.5.82 Self-issued Attribute Certificate (Self-issued AC)

A self-issued Attribute Certificate (self-issued AG an attribute certificate for which the issiaed
the subject are the same Attribute Authority (AAh Attribute Authority might use a self-issued AC,
for example, to publish policy information [29].

For self-issued ACs in PICOS, see section 2.5.9@boncerning Base CRLs.

2.5.83 Self-issued Certificate

A self-issued certificate is a public-key certiiedor which the issuer and the subject are theesam
Certification Authority (CA). A Certification Authrity might use self-issued certificates, for exaenpl
during a key rollover operation to transfer trusinfi the old key to the new key [29].

For self-issued certificates in PICOS see, se@ibtD above concerning Base CRLs.

2.5.84 Self-signed Certificate

A self-signed certificate is a special case of-salfied certificates in which the private key ubgdhe
Certification Authority to sign the certificate cesponds to the public key that is certified witthie
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certificate. A Certification Authority might usesalf-signed certificate, for example, to adverttser
public key or other information about their opevas [29].

D2.1 Taxonomy

For self-signed certificates in PICOS see sectiérB2above concerning Base CRLs.

2.5.85 Source of Authority (SOA)

A Source of Authority is an Attribute Authority tha privilege verifier for a particular resourcasts
as the ultimate authority to assign a set of prgals [29].

For source of authority in PICOS see, section 2ab®e concerning Base CRLs.

2.5.86 Spoke-hub

A spoke-hub is a model or network in which all esimove along spokes, passing through a central
hub, arranged similarly to a bicycle wheel [67].

When spoke-hubs are used in PICOS, they will mketyl imply a centralised architecture, where a
single entity controls the community. This is diffat to the situation in a peer-to-peer community,
where there is no central authority and all usarsyaequal status.

2.5.87 Strong Authentication
Strong authentication is authentication by mearmygdtographically derived credentials [29].

In the context of PICOS, strong authentication émsidered to be a token or biometric based
authentication, as opposed to simple password atith&on.

2.5.88 Trust Anchor

A trust anchor is a set of the following informatjoin addition to the public key: an algorithm
identifier, public key parameters (if applicabla)distinguished name of the holder of the assatiate
private key (i.e., the subject CA) and, optionadlyyalidity period. The trust anchor may be prodide
in the form of a self-signed certificate, and iasted by a certificate-using system and used for
validating certificates in certification paths [29]

For trust anchors in PICOS, see section 2.5.9 aboneerning Base CRLs.

2.5.89 Trusted Platform Module (TPM)

A Trusted Platform Module (TPM) offers facilitiesrfthe secure generation and limiting the use of
cryptographic keys, as well as a hardware pseuddera number generator. It also includes
capabilities such as remote attestation and sestadge. Remote attestation creates a hash key-
summary of a system’s hardware and software, wikiglry difficult to be forged. To what extent the
software is being summarised is decided by thevso# that is encrypting the data. This allows edthi
party to verify that the software has not been gedn

Sealing encrypts data in such a way that it magdxrypted only when the TPM releases the right
decryption key, which it only does if the exact sagoftware from when the data were encrypted is
present.
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Binding encrypts data using the TPM’s endorsemayt la unique RSA key burned into the chip
during its production, or another trusted key.

D2.1 Taxonomy

A TPM can be used to authenticate hardware devitiese each TPM chip has a unique and secret
Private RSA key burned into it during its produntioit is capable of performing platform
authentication. For example, it can be used tofyéhiat the system seeking access is the expected
system [67].

In the context of PICOS, it may become necessarys® some of the functionalities that a TPM
offers, such as key storage. For certain, mordlyigiontrolled platforms, e.g. mobile phones, thed
able to attest to a trustworthy implementationcfionalities of TPM may be essential in establighin
trust.

2.5.90 Uncontrolled Release

When an individual shares personal information autistating how the information should be used, it
is described as an Uncontrolled Release (of persofamation). This differs from a Controlled
Release, when information is released to a thirtyma pre-agreed terms of use.

If a PICOS user can identify, and therefore strprigists, a community operator or other user, he or
she may be willing to simply hand over personabiinfation without any concern for how the
information might be used. Alternatively, he oeshay prefer to employ Controlled Release.

2.5.91 User-Controlled Identity Management System

A user-controlled identity management system idM8 that makes the flow of the user’s identity
attributes explicit, and gives its user a largerdegf control. The guiding principle is “noticedan
choice” [22]. A different description of a user-¢ailed IMS could be that it makes the flow of its
user’s identity attributes explicit to the usensd g@ives its user a large degree of control [47].

A user-controlled identity management system islaimto the notion of Controlled Release, but with
the addition of some kind of feedback/acknowledgantbat confirms receipt of an action, or that
specific actions have been performed.

2.5.92 W3C

The World Wide Web Consortium (W3C) is an interoaél consortium where member organisations,
a full-time staff, and the public work togetherdevelop Web standards. The W3C was founded in
1994 by Tim Berners-Lee, the original architectha World Wide Web. W3C'’s mission is: “[t]o lead
the World Wide Web to its full potential by deveiog protocols and guidelines that ensure long-term
growth for the Web” (http://www.w3.0org). The Worl&/ide Web Consortium is a consortium
concerned with the development of interoperabldrtetogies (standards, software and tools) for
thelnternet. Among other things, W3C developedienmmoved P3P [39].

For the importance of W3C for PICOS, see the dsons above in section 2.5.50 on “ISO”, and
section 2.5.59 on “P3P".
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2.6 Terminology on Assurance of Technical Trust and Privacy
Properties

Issac Agudo (UMA), José Luis Vivas (UMA) and Tobias Scherner (GUF)

Assurance is intended to be an integral part ofRH@OS solution, and therefore will be a major
evaluation criterion for the resulting platform. ide, this chapter will briefly describe the bagios
related to the assurance of technical trust anehgyi properties. Many definitions are drawn from
Chapters 17 and 18 in Matt Bishop’s “IntroductienSecurity”, and are discussed in the context of
PICOS [10].

D2.1 Taxonomy

2.6.1 Assurance

The 'ISO/IEC TR 15443-1'1 standard defines asserasdhe performance of appropriate activities or
processes intended to instil confidence that eeaystr product meets its security objectives. The te
security is used here in the sense of multilateealirity, which takes into account the interestthef
user, including requirements on privacy. Assurainche wider sense includes all activities required
for structuring the product or system that is tabsured, such as an in-depth risk analysis fdirfgn
threats and providing countermeasures. Assuranchennarrower sense uses predefined testing
algorithms to verify the correctness of well defingecurity functions. It is important to understand
that assurance and confidence are not identicalste€onfidence relates to an individual’'s belief,
whereas assurance refers to the demonstrated afitihe product or system to meet its objectives.
such, good assurance constitutes the basis foidenck [34].

2.6.2 Design Assurance

Design assurance is the evidence that a desigrsrtieerequirements of the security policy. Within
PICOS, this corresponds to the assurance of tigtecture design.

2.6.3 Evaluation Methodology

An evaluation methodology is a methodology thatvigtes measurements of trust based on the
security requirements and evidence of assurancelu&ion methodologies provide: (i) a set of
requirements defining the security functionality tbé system; (ii) a set of assurance requirements
describing the steps for establishing that a systapets its functional requirements; (iii) a
methodology for determining that the system madstfunctional requirements; and (iv) a measure of
the level of trust indicating the trustworthinedstlte system with respect to its security functiona
requirements. Examples of evaluation methodologie§ CSEC(Orange Book) [60]FIPS [43], the
Common Criteria[58], andSSE-CMM[56]. For the needs of PICOS, the most relevantuati@an
methodology is the Common Criteria.

2.6.4 Implementation Assurance

Implementation assurance is the evidence that grementation is consistent with established
security policies. Within PICOS, implementationwassice refers to the assurance of the platform and
application prototypes.
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2.6.5 Operational Assurance

D2.1 Taxonomy

Operational assurance is the evidence that a systeats the requirements of its security policy
during installation, configuration and operation.

2.6.6 Policy Assurance

Policy assurance is the evidence that the set gfinements of a security policy is complete,
consistent, and technically sound.

2.6.7 Requirement
A requirement is a goal that must be satisfied.

In the context of PICOS, the term “requirement” Idohave different meanings, depending, for
instance, on the context in which it is used, #ehhical and personal background of the persomng usi
the term, et cetera. Since PICOS focuses on pusgcy and identity management, “requirement”, in
the context of assurance, is used to express théhia a stakeholder of the system has requelséd t
a certain protection goal should be achieved. Esearch challenge is that, although, on the ond han
pure security requirements are well researchedcamdbe modelled with the help of well known
methodologies such as the Common Criteria, terrols as trust, privacy and identity management, on
the other hand, are not clearly defined. This lastie will certainly have an impact upon the
correctness and completeness of the correspondogrements. Hence, it is important to consider
how this kind of requirement can be precisely foated. Given the importance of requirements for
the creation of the PICOS architecture, a sepatalieerable D2.4 will focus on this topic and toy t
elaborate requirements for Trust, Privacy and ItdenManagement for Online and Mobile
Communities in general, and, more specifically, thoe three PICOS applications, i.e. the Angling
Community, the Taxi Driver Community, and the Ogeli@aming Community.

2.6.8 Trustworthiness

A system is trustworthy if there is enough crediblédence that the system meets a set of given
requirements.

In PICOS, research beyond the pure technical aspedtustworthiness will be conducted. A
stakeholder needs to be convinced that a systensnteaequirements. Whereas a simple awarded
seal could be enough evidence for some stakehotbatsa system is trustworthy, other audiences
might request more elaborate evidence, such ag)dtance, the verification of test results throtigh
review of test procedures, or the requirement tbpeated checks must be performed by several
trusted entities.

2.6.9 Trust
Trust is a measure of trustworthiness that reliresvadence provided.

In the context of PICOS, a redefinition of the teical meaning of “trust”, directed to a broader
audience, is recognised to be of great value. Fanrassurance perspective, the audience for trust is
comprised mainly, although not exclusively, by tmembers of the PICOS consortium and the
stakeholders of the future system. Experiencesedaim earlier research projects have shown that the
translation of technical terms from one to otheesgch disciplines is crucial for the overall swscef
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a project. Trust is also defined above in sectidh6B. As “trust” is a core concept in the PICOS
project, both definitions must be read in ordefulty appreciate the complex meaning of the term.

D2.1 Taxonomy

2.7 Closing remarks
Eleni Kosta (ICRI-K.U.Leuven), all contributors

Online and mobile communities are at the centreneéstigations and developments of the PICOS
project. Establishing definitions of community-teld terms, and their application to the project’s
objectives, are of great importance in order toviggl® common knowledge within the project
consortium and thus providing a working basis fa overall project. The main challenge in defining
these terms was the broadness and variety of mxidgfinitions in the field, which were often of a
popular science character. On the one hand, thibeaeen as an indicator of the actual attracs®n
of this topic in research and practice. On the ottand, finding universal definitions was difficult
Consequently, working definitions describing théeans in the frame of PICOS were specified
instead of real definitions. The relevant termsardmg electronic and mobile communications follow,
and are further complemented by the legal provssmmthe protection of personal data in this field.

A principal goal of PICOS is to build a state oétart platform for providing the trust, privacy and
identity management aspects of community servioeksapplications on the Internet and in mobile
communication networks. This implies that the c@teeof privacy, identity management and trust
need to be clearly understood by the project pestme order to be able to build the PICOS
architecture and develop the actual trials.

The terms described in the section on Architectumaé Technical Terminology relate to the provision
of privacy and trust services to a broad commutiigt are likely to be present in the mobile
communities that PICOS will research. Many of tkems listed originate from traditional technical
security research areas such as cryptography, demgecurity and information management. Other
terms have their origin in the social sciences.usfrand privacy are terms that most people are
familiar with, but which require a formal definitioif they are to have useful meaning in PICOS.
Providing this level of clarity is important fordee who will be researching further in the specific
fields, but it is also important in a project liR¥COS that involves cross-discipline research. IBina
assurance is intended to be an integral part ofPlIOS solution, and, therefore, the basic terms
related to the assurance of technical trust ancgyiproperties are included in this Taxonomy.

The Taxonomy deliverable is the outcome of theelmoperation of the PICOS consortium in order
to pursue a common understanding of the basic postieat will play a significant role in discussson
throughout the project life, and will be of semimabortance for the future of the project. Durithg t
life of the project, supplementary investigatiofi©nline and mobile communities will be conducted.
This will result in a clearer picture of PICOS’snomunities and related topics. The output of this
Taxonomy deliverable is updated on the designaté&d am the internal site of the PICOS project.
This wiki will serve as the means to keep the Taxoy as a living document that will be enriched
during the project’s whole lifetime, and will allotlve definitions of concepts to mature along whté t
research conducted in the project.
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Appendix A

In the PICOS project, three communities are chdeeserve as use cases. These are the Angling
Community, the Online Gaming Community and the TBxivers’ Community. Given that the
terminology used to describe angling and fishegasther unknown to the majority of the members
of the PICOS consortium and other layman readeis Appendix contains a glossary, where the basic
terms regarding Angling and Fisheries is includéd). A common understanding among the PICOS
consortium members on the terminology typicallyduséthin angling communities is considered as
useful, specifically when it comes to the evaluatal the PICOS approach and platform with end-
users in real-world contexts. In order to meet ehejuirements, various sources were explored for
significant terms, and the suitability of these reeg for compiling a comprehensive chapter on
“Angler and Fisheries Terminology” was evaluatedie Tmajority of these resources were online
based. The following documents and repositoriesewiien selected, from which terms were
extracted:

e Lockwood, S.J., Ed., 2001: A Glossary of Marine iMat Conservation and Fisheries.
Countryside Council for Wales, Bangor. ISBN: 1 &21085 1, p. 92.

» FishBase glossary of terms (www.fishbase.de/Lis#idr/GlossaryListA.htm);

* The Angler Advantage website and technology, glys$&ishing Terms & Techniques”
(www.theanglersadvantage.com/about.php);

e Orvis glossary on flyfishing terms (www.orvis.cam)

e The English Fly Fishing Shop: an international ghoy of flyfishing terms
(www.flyfishing-flies.com);

« DFO's Statistical Services, Canada (www.dfo-mpeoajc.
* NOAA Fisheries Office of Science and Technology (wst.nmfs.noaa.gov);
e Convention of Biological Diversity, 1992 (www.chaticonvention/)

« www.wikipedia.org

The second part of the Appendix (A.2) contains teabogy related to the Online Gaming
Community. A part on taxi driver terminology, wastnhowever, created, as such terminology is of
common use and does not present any particulaculifés to the average user.
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A.1  Glossary of Angler and Fisheries Terminology

D2.1 Taxonomy

Bernd Ueberschar (IFM GEOMAR)

A.1.1  3ACFA

The Advisory Committee on Fisheries and Aquacultdrbis body is a committee of (EC) DG
Fisheries that includes representatives from thkirfg and aquaculture industries, as well as non-
governmental organisations representing the irtere¥ consumers, the environment and
development.

A.1.2 AFTM
The Association of Fishing Tackle Makers (UK based)

A.1.3 AFTMA

The American Fishing Tackle Manufactures Assocmatitis activities include setting technical
standards for fishing tackle.

A.1.4 Anglerboard.de

The largest virtual angling community on the Intdrin Germany, with about 43 000 registered
members.

A.1.5 Angling
The activity of fishing with a hook and a line.

A.1.6 Annotated Bibliography of Fly Fishing

An annotated bibliography dWikipediathat is intended to list both notable and not stable works
(non-fiction and fiction) in English related to thport of fly fishing, listed by year published [67

A.1.7 Anthropogenic

Caused by human activity; generally applied torsedit or other pollutants.

A.1.8 Bag Limit
The number of fish an angler may legally keep f@ar. d
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A.1.9 Bait

Any organism, but usually animal in origin, thagisached to fishing gear to attract fish. For epiamn
crab pots are baited with fish, long-lines aredzhivith fish or molluscs, and anglers use worms and
soft-shelled (“peeler”) crabs.

D2.1 Taxonomy

A.1.10 Baitfish

Baitfish are small fish caught for use as bait tipaat large predatory fish, particularly game fish
Species used are typically those that are commdrbeged rapidly, making them easy to catch and in
regular supply. Examples of marine baitfish arehanies, halfbeaks, and scads. Freshwater baitfish
include any fish of the minnow or carp family (coang also with ‘Bait’). In most countries, only dead
baitfish are permitted to be hooked.

A.1.11 Bern Convention

The Bern Convention is the common name for the Cibof Europe Convention on the Protection of
European Wildlife and Natural Habitats (Bern 1978he convention offers protection to plants,
invertebrates and all vertebrates, and is bindmglbsignatories.

A.1.12 Big Game Fishing

Sometimes called offshore sport fishing or offshgaiene fishing, this is a form of recreational fighi
targeting large bony fish such as tuna and manlithe open sea. This is often some distance from
land and, in some fishing grounds, out of sightaofd. It is conducted recreationally, as well as in
competitions.

A.1.13 Biodiversity

The variability among living organisms from all soes including, among others, terrestrial, marine
and other aquatic ecosystems, and the ecologicapleaes of which they are part; this includes
diversity within species and ecosystems.

A.1.14 Biodiversity Convention

The UN Convention on Biodiversity signed at the UBBC“Earth Summit” in Rio de Janeiro 1992 to
safeguard the total variety of animals, plants alhdther living matter on Earth, i.e., to safeguthre
world’s biodiversity, and their habitats.

A.1.15 Biomass

The aggregate amount of living matter or a spesibiecies within a specific habitat; expressed itsun
of pounds per acre.

A.1.16 Biotope

The physical habitat with its associated, distirgtibiological communities. The smallest unit of a
habitat that can be delineated conveniently, éghigracterised by the community of plants and arsmal
living there.

Copyright © 2008 by the PICOS consortium - All rights reserved.

The PICOS project receives research funding from the Community’s Seventh Framework Programme.

PICOS_D2_1_Taxonomy_V1_0_Public_corr.doc Page 73 of 101 Public Version 1.0



e

PICOS

A.1.17 Birds Directive

The EU Directive on the Conservation of Wild Bifd@®/409/ EEC) seeks to protect all wild birds and
the habitats of listed species, in particular tigftothe designation of special protection areas €PA

D2.1 Taxonomy

A.1.18 Black-fish

Fish that are landed in commercial quantities withmeing recorded in vessels’ fishing log books, or
without being declared to the appropriate auth@gyequired by EU fishery regulation.

A.1.19 Bonn Convention

The Bonn Convention refers to the Convention onritigry Species of Wild Animals (Bonn 1979),
which seeks to co-ordinate the conservation of atdgy species, particularly of those species whose
lifecycle takes them across international and glictional boundaries. Agreements reached under the
convention include ASCOBANS [67].

A.1.20 Bowfishing

Fishing with a bow and arrow. It is permitted onnypaAmerican waters, and the quarry is usually
“trash” fish such as carp that are competing witirarhighly prized species such as bass. The agow i
tied to the end of a line and the reel is mountethe bow.

A.1.21 Breaking Strength

The amount of effort required to break a singlarsir of unknotted monofilament or braided line,
usually stated in pounds.

A.1.22 Brailer

A brailer is a “landing net” or a “dip net”, whidh used to land (big) fish properly and in accoman
with the animal rights declarations. In most cagelsas a long handle, except for fly-fishing, wéer
the handle needs to be short. A brailer is an iémssential, basic equipment for almost any fighin
activity (with maybe except game fishing on theasgeand, by law, in many countries anglers are
requested to use a brailer when landing a fish.

A.1.23 By-catch

The catch of non-target species and undersizedofishe target species. By-catch of commercial
species may be retained or discarded along withcoammercial by-catch.

A.1.24 “Buy your rod licence online”

The UK Environment Agency is the leading public potbr protecting and improving the
environment in England and Wales. It offers a coiemt online system to purchase rod licences
(credit card payment supported). Any angler agedyé&rs or over, fishing for salmon, trout,
freshwater fish or eels in England (except the RiVeveed), Wales or the Border Esk and its
tributaries in Scotland, must have an Environmegemy rod licence_(http://www.environment-
agency.gov.uk/subjects/fish/399780/

Copyright © 2008 by the PICOS consortium - All rights reserved.

The PICOS project receives research funding from the Community’s Seventh Framework Programme.

PICOS_D2_1_Taxonomy_V1_0_Public_corr.doc Page 74 of 101 Public Version 1.0



e

PICOS

A.1.25 Car Fishing

Some water courses, lakes and ponds can be aceaéssEd. For convenience, anglers have their car
at the angling site. This is most common at “pud-take” ponds (compare with section A.1. below on
“Put-and-take”).

D2.1 Taxonomy

A.1.26 Carrying Capacity

Maximum level the biomass of an animal populatiam ceach in accordance to the quality of the
environment.

A.1.27 CFP

The Common Fisheries Policy of the European Unamrévised in Council Regulation 3760/92). It
provides the framework for the management of thefiBhkery sector, including all marine fisheries
within 200 miles of member states’ baselines.

A.1.28 Charismatic Species

A species that is readily recognised, frequentlihwiidespread popular appeal. They are sometimes
used to focus attention on a (conservation) campaigised as a logo, e.g., the Marine Conservation
Society dolphin or WWF panda.

A.1.29 Closed Seasons

A period during which fishing for a particular spes; often within a specified area, is prohibited.

A.1.30 Coarse Fishing

Many years ago, the English gentry classified figb categories. Salmon and trout were considered
more palatable than the other varieties of fishd amre classified as “game” fish. All other fish
present were classified as “coarse” fish.

A.1.31 Coast Fishing

Mostly used to designate all inshore fishing atithgiin salt water.

A.1.32 Cohort

All the fish, or animals in a population that afdhe same age, i.e., all fish spawned in the sgrae.

A.1.33 Collapsed Stock

The decline in spawning stock biomass (SSB), thnauigstained fishing pressure or natural causes, to
the point where it no longer generates sufficiestuits to support a fishery.

A.1.34 Creel Limit

The daily number of fish an angler can keep in @ssien, as set by state regulations. Can vary from
water to water, which means that anglers must ctieckelevant fishing regulations.
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A.1.35 CPR
Short for Catch, Photograph, Release.
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A.1.36 DG Environment

The Directorate General, or department, in the pemao Commission (EC) that has lead responsibility
for EU environmental policy, including marine nagwonservation. Formerly known as DG XI.

A.1.37 Discards

Any fish, or other living matter caught when fisgjrthat is not retained but returned to the lake,
stream or sea — alive or dead.

A.1.38 European Anglers Alliance (EAA)

A pan-European organisation with 5 million membierd9 countries. The EAA is recognised as a
non-governmental organisation by the European Casion and its Statutes are registered in
Strasbourg. The EAA has a permanent office in Brigsand employs a full-time Secretary-General
(http://www.eaa-europe.org

A.1.39 Exclusive Economic Zone (EEZ)

The MFCMA defines this zone as contiguous to thetteial sea of all atages with a coastline asd it
possessions, and extending seaward 200 nautices mieasured from the baseline from which the
Territorial Sea is measured.

A.1.40 European Fishing Tackle Trade Association (EFTTA)

A trade association for manufacturers and wholesaié sport fishing equipment. EFTTA members
can exhibit at EFTTEX, the leading internationahfig tackle trade exhibition. Membership is open
to manufacturers, wholesalers, agents and pretbe itackle industry. The EFTTA was established in
London in 1981, as an international, independestication to serve the European fishing tacklegrad
by campaigning to promote sport fishing, environtakissues and international business.

A.1.41 Ecology

The branch of biology dealing with the relationshgiween organisms and their environment.

A.1.42 Ecosystem

A discrete unit comprising both living and non4igi parts; it can range in size from something as
small and ephemeral as an intertidal pool, togf@mple, the North Sea or Earth’s oceans.

A.1.43 Eddy

A patch of water that is less disturbed than threosunding water, found, for instance, on the edog o
current or where two streams converge.
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A.1.44 Environmentally Sustainable Fisheries

D2.1 Taxonomy

Fisheries (recreational or professional) that ssded the requirements of all animals and planthiwit
an ecosystem or habitat, and do not cause irrékersir other significant, long-term change to the
environment, or the communities of species that Wthin that environment.

A.1.45 Fish Stock

Scientifically, a population of a species of fistat is isolated from other stocks of the same sgeci
and does not interbreed with them and can, thexelb@r managed independently of other stocks (gene
pools). However, in EU legislation the term “stodk” used to mean a species of fish living in a
defined sea area. The two definitions are not advegymonymous.

A.1.46 Fishery Management

The integrated process of information gatheringyais, planning, decision making, the allocatién o
resources, formulation, and enforcement of fishhegulations that governs present and future fishing
activities, in particular to ensure the continueodpictivity of a resource (EC 1999).

A.1.47 Fishery Management Plan (FMP)

A plan developed by a Regional Fishery Manageneentanage a fishery resource.

A.1.48 Fisherman

One who engages in fishing for sport, as an ocaupadr for food.

A.1.49 Fishery

A term used for a lake, river or stream where peagln catch fish, or even a particular kind of fish
such as bass or trout.

A.1.50 Fishing Access Site

The name and location of a place where anglingésated.

A.1.51 Fisheries Regulations

Fisheries regulations are restrictions on fishigvdies imposed by state governments, and are
enforceable under various acts. Regulations alsmnmthose anglers that do not require a fishing
licence that they are still subject to such regoiest. It is the angler’s responsibility to ensureyt are
aware of the current and complete list of fishiagulations.

A.1.52 Fly Fishing

A method of fishing that utilizes an artificial flg long flexible rod, a reel, and line.

A.1.53 Fly Tying

The process of building fishing flies using threamtl various other materials.
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A.1.54 Game Fish

Species of fish, caught for sport, that fights haten hooked. Legal game fish are defined in statut
There are more fish sought for sport than arediste game fish (compare with section A.1.55 below
on “Game Fishing”).

D2.1 Taxonomy

A.1.55 Game Fishing

Many years ago, the English gentry classified figh categories. Salmon and trout were considered
more palatable than the other varieties of fishd amre classified as “game” fish. All other fish
present were classified as “coarse” fish (compathk gection A.1.12 above on “Big Game Fishing”,
and section A.1.30 on “Coarse Fishing”).

A.1.56 Gear

Any tools used to catch fish, such as rod and heelk and line, nets, traps, spears and baits.

A.1.57 Gutted Weight

The weight of fish with their viscera removed.

A.1.58 Habitat

The natural environment where animals, fishes,paults live.

A.1.59 Habitats (and Species) Directive

Council Directive 92/43/EEC on the conservationnatural habitats and of wild flora and fauna,
which requires EU member states to protect schddspecies and to designate and manage special
areas of conservation (SAC).

A.1.60 Hydrology (Hydrologic)

The science that deals with the distribution, proes, and circulation of water on land surfacethi@
soil, underlying rocks, and in the atmosphere.

A.1.61 IGFA

The International Game Fish Association, locateBlarida.

A.1.62 ICES

The International Council for the Exploration ofetlsea, an independent scientific advisory body
founded in 1902. It is funded by 19 member staggs/ernments from around the North Atlantic
(including Canada and the USA) and Baltic Seanttoerages research into fish stocks, their biology
and all factors (natural and man made) that magcatheir abundance. It does not undertake research
in its own right, but has a secretariat (in Copgeimd to facilitate and co-ordinate collaboration,
including fishery stock assessments, between mestats.
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A.1.63 ICZIM

Integrated coastal zone management, which is therdination of all activities, and regulatory and
management functions, to safeguard all naturalurees and processes found in and affecting the
coastal zone.

D2.1 Taxonomy

A.1.64 Ice Fishing

A specialised form of angling for fishing througlolés cut in the ice of frozen-over waters. The
species sought include crappies, walleye, nortipke, pickerel, and perch, and the principal
techniques are jigging and tilt (or tip-up) fishirigging involves working a natural bait with aogh
stick, which has especially shaped handle aroundhnathe line is wound. In tilt fishing, the bait is
fished static from a rig incorporating an arm agfthat tilts up to signal a bite.

A.1.65 Introduced Species

Any species that occurs outside its normal geodgcamnge as a direct or indirect result of human
activity, and has not been found to have occurddrally in the area in historic times. The term
applies equally to non-self sustaining (alien) papons and to established non-native species.

A.1.66 Ichthyology
The specific branch of zoology that deals withghedy of fishes.

A.1.67 Jigging

Fishing by jerking a jig or other bait up and doinrthe water (typically an ice-fishing techniquet b
also used for cephalopode fishing).

A.1.68 Jig

A small artificial lure with a metal head, ofteredsed with feathers.

A.1.69 Keeper

For anglers, typically any fish that is worth tajkihome to eat. For lakes with special regulati@ns,
can be fish of specified lengths that are legdlavest, like in fisheries where there are slottim

A.1.70 Lake Fishing

All kinds of recreational fishing activities in & (mostly natural) lakes.

A.1.71 Limit-out
To catch the daily limit legally allowed for a spesof fish.

A.1.72 Marine Stewardship Council (MSC)

A non-governmental organisation that encouragesswoerrs to purchase fish taken only from
environmentally responsible and sustainable figlserAll fish products that MSC judge to be from
such sustainable fisheries will be permitted taycan “eco-friendly” seal of approval.
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A.1.73 Marine Recreational Anglers

D2.1 Taxonomy

Those people who fish in marine waters primarily fecreational purposes. Their catch is primarily
for home consumption, although occasionally, a pargall of their catch may be sold and enter
commercial channels.

A.1.74 Mariculture

Marine aquaculture.

A.1.75 Marine Protected Area (MPA)

Any area of intertidal or subtidal terrain, togetkéth its overlying water and associated florajrfa
and historical and cultural features, that has lresarved by law or other effective means to ptotec
part or all of the enclosed environment.

A.1.76 Migratory Fish

A high proportion of the commercially exploited s in the North Atlantic undergo migrations
(directional movements of anything from a few hwatlto tens of thousands of kilometres) during
their lifetimes, if not seasonally.

A.1.77 Minimum Landing Size (MLS)

The smallest length at which it is legal to retaifish or offer it for sale. Ideally, it is the nmmum
length at which not less than 50 per cent of argsecies first reach sexual maturity.

A.1.78 Mobile Fishing Gear

Any gear that is towed or otherwise moved throdghwater, e.g., trawls, seines, dredges, et cetera.

A.1.79 Monofilament

A clear, supple nylon filament used in all typedishing that is available in many breaking stréisgt
(see section A.1.21 above on “Breaking Strengtht) diameters.

A.1.80 National Federation of Anglers (NFA)

The governing body for freshwater angling in Engdlaifhe organisation actively promotes and
encourages angling development from the grass tewts, through to clubs and regional bodies, to
international squads.

A.1.81 Native Species

Self-sustaining populations that can be rare orrmoonplace, but have not been introduced into an
area by human intervention, either deliberatelganidentally.

A.1.82 Natura 2000

The EU-wide network of protected sites establistiedeer the Birds Directive (SPA) and the Habitats
Directive (SAC).
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A.1.83 Nongame Fish

All species of fish that are not game fish (see akxtion A.1.54 above on “Game Fish”).

A.1.84 Over-fishing

Fishing pressure beyond what a sustainable populafifish or stocking effort can be maintained.

A.1.85 Pole Fishing

A way to fish using a simple fishing rod (usuallgry long, such as 10 metres) with no reel. Targets
are mainly carp-like fishes.

A.1.86 Possession Limit

The maximum limit or amount of a fish species setdgulation that may be possessed at one time by
any one person.

A.1.87 Put-and-take

Refers to a fishery where catchable-sized fishséweked (typically trout, but not exclusively) and
caught by anglers in a relatively short periodimiet

A.1.88 Quota

A fixed proportion of the TAC allocated to eachhfisg nation. This national quota allocation is
further sub-divided into quotas for specific aresesgsons, fisheries or organisations such as peoduc
organisations (POs).

A.1.89 Recreational Fishing

Recreational fishing, also called sport fishing,fighing for pleasure or competition. It can be
contrasted with commercial fishing, which is fishifor profit; most frequently, it is represented by
beach and boat angling.

A.1.90 Recreational Sea Fishing

Often not licensed, but is subject to minimum lagdsize (MLS) regulations, and its activities can b
curtailed by quota restrictions.

A.1.91 Recruitment

The number of young fish that grow into adults dgra specific time interval.

A.1.92 Release

Returning a fish, in the best possible conditiclerafemoval of the hook, to the water from which it
was taken.
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A.1.93 Rio Convention
UN Convention on Biodiversity (UNCED 1992).

D2.1 Taxonomy

A.1.94 Rules and Regulations

Recreational fishing has conventions, rules, lizensestrictions and laws that limit the way in wihi

fish may be caught, the International Game Fishogission (IGFA) makes and oversees a set of

voluntary obligations. Typically, these prohibiethse of nets and the catching of fish with hoaits n

in the mouth. Enforceable regulations are put acelby Governments to ensure sustainable practice
amongst anglers. For example in the Republic dama the Central Fisheries Board oversees the
implementation of all angling regulations, whickelude controls on angling lures, baits and number

of hooks permissible, as well as licensing regiared other conservation based restrictions.

A.1.95 Sea Fishing

All fishing activities in marine waters primarilyof recreational purposes (Compare "Marine
recreational anglers).

A.1.96 Size Limit

The legal length that a fish must be if it is irspession.

A.1.97 Slot Limit

Dictates that fish within a specified minimum andximum size range must be released.

A.1.98 Specimen Fishing

Aims to catch just a specific fish species. Serianglers spend a lot of money for the right spenime
fishing tackle (such as rod, reel and equipmentjckvactually can make the difference in whether or
not one lands a large specimen of the target fsin.example, specimen carp fishing is the fastest
growing section of freshwater fishing in the wonldith over 2.5 million registered members of carp
angling societies.

A.1.99 Standing Stock

The total number or biomass of a population avargtime.

A.1.100 Stock Biomass

The total weight of all fish of all ages in a giveopulation or stock.

A.1.101 Stock Enhancement

Any measure that will improve the abundance ofalstbut, more generally, also applied to hatchery
rearing and releasing to the wild of fish, part&ily salmon, crustacea and molluscs.
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A.1.102 Sustainable Fisheries

Fisheries with an annual catch, including discatilat does not exceed the surplus production of the
stock (i.e., does not exceed annual growth, plaiitenent, less the annual natural mortality).

D2.1 Taxonomy

A.1.103 Threatened Fish Species

Endangered fish species for which the categorie§inidons and criteria used are those of the
International Union Conservation of Nature Red Ksategories (1994).

A.1.104 Total Allowable Catch (TAC)

The quantity of fish that can be taken from eadtlsteach year. The figure is agreed on by the
Fisheries Council of Ministers each December ferftillowing year. EU member states are allocated
a fixed proportion of the TAC as their national tao

A.1.105 Total-fishingclub.com (TFC)
The largest online angling community in the UK ghttvww.total-fishingclub.com)

A.1.106 UKBAP

The UK Biodiversity Action Plan, the Government'sogramme aimed at meeting some of its
obligations under the UN Convention on Biodiverqitp92). A wide range of habitat action plans
(HAP) and species action plans (SAP) are beingamphted to help safeguard and improve the
conservation status of priority habitats and ptyospecies.

A.1.107 UK Rivers Network

An interesting network for recreational fishings lvebsite (http://www.ukrivers.net/fishing.html)

provides useful introductions, and a beginnerstigdor recreational fishing novices. It also pre&d

a useful introduction on fishing in general, “ang®thing you ever wanted to know”. Furthermore,
there are some comments concerning the significahsport fishing, which is one of the top sports
and pastimes in UK. There are over 4 million argyjiarthe UK, and some 34 million people fish in
the US each year. Further the responsibility of larg) for their environmental is stressed here:
Anglers don't just enjoy themselves: they are atftont-line of river conservation. They have an
interest in keeping rivers clean, well-stocked, anod-polluted.

A.1.108 VDSF

Verband Deutscher Sportfischer e.V., the umbreligisation for German recreational anglers with
around 700 000 members.

A.1.109 Waders

High topped waterproof boots. There are two mapesyused in fishing: boot foot and stocking foot.
Boot foot waders have boots built in, which meamat tonly they need to be worn. Stocking foot
waders, in contrast, require the use of a pairafing shoes, but provide better support and tnactio
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A.2  Terminology related to Online Gaming Communities

D2.1 Taxonomy

Katja Liesebach (GUF) and Christian Kahl (GUF)

A.2.1 Avatar

The term “avatar” stems from the Hinduism, andsedito describe the descending of a deity to earth.
In the Internet world, avatars are graphical regmegtives of virtual identities. Within a Massiyel
Multiplayer Online Game (MMOG), a player acts aslsa fictional character (his or her so-called
avatar), and controls its actions within the gafeatars are used to characterise oneself and to be
recognisable by others. In many games, they arerided by various attributes (name, look, role, et
cetera) that may be adapted by the player.

A.2.2 Guild

Guilds are groups of players within a Massively §lidyer Online Game (MMOG). They typically
have common goals within the game that cannot heeaed by a single player on his or her own.
Therefore, the members of a guild act in a collatvee manner. Depending on the game, sometimes
terms such as clan or alliance are used synonysauii guild.

A.2.3 Life Simulation

Life simulations can be, in general, compared teddaely Multiplayer Online Games (MMORPGS),
but are not necessarily of a gaming character.dRathey simulate parts of real life, and oftentaon
controls for one or more virtual life forms [6].fei Simulations therefore have strong economic and
legal relations to the real world. Often, avatastool, or have a bearing on, all aspects of digifea

A.2.4 Massively Multiplayer Online Game (MMOG)

A multiplayer or online game is a video or compugame that can be played by multiple players
simultaneously over a network (usually the Interawed/or LAN). The term “Massively Multiplayer
Online Game” describes games (also called MMOGsoply MMOs) that are only playable online,

in contrast to single player games, which have dditianal multiplayer mode. With the growing
availability of broadband Internet access, masgiwalltiplayer online games have become available
and accessible for a mass market. They allow maliof players to connect and play the same game
together online.

Different genres of MMOGs exist, such as:

« MMORPG (Massively multiplayer online role-playingamge) (e.g.,World of Warcraft
EVE Online Final Fantasy X).

* MMORTS (Massively multiplayer online real-time gt&gy) (e.g., Travian Saga
Mankingd.

» MMOFPS (Massively multiplayer online first-persohoster) (e.g.PlanetSide Huxley,
Darkfall).
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A.2.5 Massively Multiplayer Online Role-Playing Game (MMORPG)

In such massively multiplayer online games, a pldagkes the role of a character within at least one
persistent world. A persistent world is a virtuadnd comparable to the real world that is endusingl
accessible for a player and still exists when geplés not online or actively participating.

D2.1 Taxonomy

A.2.6 Massively Multiplayer Online Real-Time Strategy (MMORTS)
According toWikipediag MMORTSs can be described as follows:

Massively Multiplayer Online Real-Time Strategg igenre of online computer game that
combines real-time strategy (RTS) with a large Imenof simultaneous players over the
Internet. Players will often assume the role gieaeral, king or figurehead of some kind,
leading an army into battle, while at the samestimaintaining the resources needed for such
warfare. The titles are often based in a sci-ffamtasy universe and are distinguished from
single or small-scale multiplayer RTSs by the rnemalb players and common use of a
persistent world, generally hosted by the gameldigher, which continues to evolve even
when the player is not currently playing.

A.2.7 Massively Multiplayer Online First-Person Shooter (MMOFPS)

According to  Wikipedig MMORTSs can be described as follows:
Massively multiplayer online first-person shootdiMOFPS) is a sub-category of the
massively multiplayer online game (MMOG) Interoeinputer game genre, which combines
first-person shooter-style game play with the gatasign elements that typify the MMOG
genre; namely, a persistent world populated bgrgeé number of concurrent players, and in-
depth player character progression mechanics. \Waermost MMOGs typically feature
relatively slow-paced, “turn-based” combat, an MMPS requires a high degree of hand-eye
coordination and twitch-based skills.

A.2.8 Mobile/Pervasive Gaming

A “pervasive game is a game that has one or mdiensd&eatures that expand the contractual magic
circle of play socially, spatially or temporally4@]. The terms mobile gaming and pervasive gaming
are often used synonymously. Mobile games are glayaising mobile devices.

A.2.9 Non-Player Character (NPC)

An in-game character controlled by a computer.

A.2.10 Play

According to [28], “play is a voluntary activity accupation executed within certain fixed limits of
time and place, according to rules freely acceptgdabsolutely binding, having its aim in itselfdan

accompanied by a feeling of tension, joy and thescmusness that it is ‘different’ from ‘ordinary
life™. The term “gaming” is often used as a synanjor playing a game.

A.2.11 Player Character (PC)

An in-game character controlled by a human player.
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A.2.12 Virtual Worlds

“The term Virtual Worlds describes online immersivgame-like’ environments where participants
engage in socialization, entertainment, educatiod, commerce. As a genre, these environments are
classified as massively multiplayer online (i.eMR) virtual environments” [38].

Virtual worlds can be divided into Massively Muliger Online Games lik&Vorld of Warcraft
(http://www.wow-europe.com) andiravian (http://www.travian.org), and Life Simulations,csuas
Second Life (http://secondlife.com).

D2.1 Taxonomy
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A.3 List of terms included in the deliverable

2.1 Terminology related to communities and usability

2.1.1 Basic terminology for online and mobile environments
2.1.1.1 Context-rich Environments
2.1.1.2 Web 2.0
2.1.1.3 User
2.1.1.4 Stakeholder
2.1.1.5 Client
2.1.1.6 Interaction
2.1.1.7 Online Collaboration
2.1.1.8 Content
2.1.1.9 Social Capital
2.1.1.10 Social Cohesion
2.1.1.11  Community Cohesion

2.1.2 Communities

Social Network

Social Network Analysis (SNA)

Node

Communities

Types of Communities

Online Community/Virtual Community
Mobile Community

Social Networking Community

Mass Online Social Network

Community Web Portal
Social Bookmarking

Social News

Social Tagging/Folksonomy
Social Searching

Social Browsing

2.1.3 Usability
2.1.3.1 Human-Computer Interaction (HCI)

NINNNNNNDNNDNNNDNNNDNNNNNNNNNDNN
e N I S e e N e e e e e e I I N e e N N N N N N N N N S NN
NN NNNDNNNNNNNNNDNNDNN

NNMNNNNMNNNNNN_, A QA a2 0ONOOUTAWN -

0 Community Member

1 (Online) Community Service

2 Social Networking Service

3 (Community) Service Provider

4  Service Aggregators

5 Collaborative Software

6 Social Software/Social Network Application
7 Social Media and Content Sharing
8 Blogs and Microblogs

9 Forum

0 Wiki

1 Chat Room

2 Instant Messaging

3 Web Portal

4

5

6

7

8

9
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2.1.3.2 Usability

2.1.3.3 Ergonomics

2.1.3.4 User Experience

2.1.3.5 Usability Measurements
2.1.3.6 User Interface/Human Machine Interface (HMI)
2.1.3.7 Graphical User Interface (GUI)
2.1.3.8 User-Centred Design (UCD)
2.1.4 Usability Evaluation Methods
2.1.4.1 User Evaluation

2.1.4.2 Focus Group

2.1.4.3 Personas

2.1.4.4 Usability Tests

2.1.4.5 Expert Based Evaluation
2.1.4.6 Interviews

2.1.4.7 Community trials

2.2 Electronic and mobile communications terminology
2.2.1 Ad hoc Network

2.2.2 Anonymous Peer to Peer (P2P)

2.2.3 Application Provider

2.2.4 Authentication Tool

2.2.5 Call

2.2.6 CAPTCHA

2.2.7 Cipher text

2.2.8 Commercial Service

2.2.9 Communication

2.2.10 Context Awareness

2.2.11  Customer

2.2.12  Customer Device

2.2.13  Customer Identity

2.2.14  Customer Notification

2.2.15  Customer Service

2.2.16  Electronic Communications Network

2.2.17  Electronic Communications Service

2.2.18  Electronic Mail (E-Mail)

2.2.19  Enabling Service

2.2.20  GSM, GPRS, UMTS

2.2.21  International Mobile Equipment Identity (IMEI)
2.2.22 International Mobile Subscriber Identity (IMSI)
2.2.23 Intelligent Network (IN)

2.2.24  Java 2 Mobile Edition (JZME)

2.2.25 Location Based Service (LBS)

2.2.26  LBS pull service

2.2.27  LBS push service

2.2.28 Location data
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2.2.29  Mesh Network

2.2.30 Mobile Communication Services
2.2.31  Mobile Network Operator (MNO)
2.2.32  Mobile Subscriber Integrated Services Digital Network Number (MSISDN)
2.2.33  Network Authentication

2.2.34  Next Generation Network
2.2.35 Peer to Peer (P2P)

2.2.36  Policy Decision Point (PDP)
2.2.37  Policy Enforcement Point (PEP)
2.2.38 Presence Information

2.2.39  Privacy Rights Management
2.2.40  Public Communications Network
2.2.41  Public Key Infrastructure (PKI)
2.2.42  Public Service

2.2.43  Push-to-Talk (PTT)

2.2.44 Roaming

2.2.45 SIM card

2.2.46 Traffic data

2.2.47  Trusted Third Party

2.2.48 Value Added Service

D2.1 Taxonomy

2.2.49 WAP
2.2.50 Wireless
2.2.51 WLAN

2.3 Introductory terminology on privacy, identity management and trust
2.3.1 Accountability

2.3.2 Anonymity

2.3.3 Anonymity Set

2.3.4 Anonymous

2.3.5 Certificate

2.3.6 Civil Identity

2.3.7 Convertibility

2.3.8 Credential

2.3.9 Decentralised Trust

2.3.10 Delegation

2.3.11  Dependability

2.3.12  Digital Identity

2.3.13  Digital Pseudonym

2.3.14  End Entity

2.3.15 Entitlement Assessment

2.3.16  Fair Information Practices (FIP)
2.3.17  False Identity

2.3.18  Group Pseudonym
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2.3.19
2.3.20
2.3.21
2.3.22
2.3.23
2.3.24
2.3.25
2.3.26
2.3.27
2.3.28
2.3.29
2.3.30
2.3.31
2.3.32
2.3.33
2.3.34
2.3.35
2.3.36
2.3.37
2.3.38
2.3.39
2.3.40
2.3.41
2.3.42
2.3.43
2.3.44
2.3.45
2.3.46
2.3.47
2.3.48
2.3.49
2.3.50
2.3.51
2.3.52
2.3.53
2.3.54
2.3.55
2.3.56
2.3.57
2.3.58
2.3.59
2.3.60

Identical

Identifiability

Identifiability set

Identifier

Identity

Identity Life-cycle Management
Identity Management
Informational Privacy
Information Technology
Interpersonal Trust

Linkability

Multi-Property Features
Non-repudiable Action

Partial Identity

Person Pseudonym

Privacy

Privacy-enhancing Identity Management
Privacy-Enhancing Technology (PET)
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